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Abstract
In this paper, we propose a new digital audio
watermarking technique with the wavelet transform.
The embedded by
unnecessary information of audio signal based on
human auditory system (HAS). This algorithm is an
audic watermarking method, which does not require

watermark s eliminating

any original audio information in watermark
extraction process. In this paper, the masking effect
is used for audio watermarking, that Iis,

post-temporal masking effect. We construct the
window with the synchronization signal
extract the best frame in the window by using the
zero—crossing rate (ZCR) and the energy of the
audio signal. The watermark may be extracted by
using the correlation of the watermark signal and
the portion of the frame. Experimental results show
good robustness against MPEG1-layer3 compression
and other common signal processing manipulations.
All  the attacks after the D/A/D

conversion.

and we

are made

1. Introduction
With the rapid spread of computer networks and
the further progress of digital contents {(audio,
image, video, document [1] etc.), security and legal
issues of copyright protection have become
important. Digital watermark method
promising technique for effectively protecting the

is one

243

copyright of digital contents. The important
properties of the embedded watermark are the
quality of the contents having embedded watermark
data, the robustness of the watermark against
modification of the contents, resistance to intentional
removal of or tampering with the watermark, and
the reliability of extracted watermark data. In case
of audio watermark, the standard work is in process
by SDMI (secure digital music initiative). Compared
to the video signal, the audio signal can be
represented as the small number of samples per
time. It represents that there is no enough room for
the watermark information, compared to the video
signal. Another problem in the audio watermarking
is that the HAS (Human Auditory System) is more
sensitive than the HVS (Human Visual System).
developed the audio
watermarking methods. In echo hiding, the echo
signal is embedded into the original audio signal [2].
Some algorithms use the patchwork method [3], and
the spread spectrum is one of the most general
audio watermarking method [4]. The
spectrum technique is designed to encode a stream
of information by spreading the encoded data across
as much of the frequency spectrurn as possible.

Many researchers have

spread

This allows the signal survival excellent, even if
there are interferences on some frequencies. But it
has a fatal weakness in the asynchronous attack. A
solution to overcome such a problem is one of the
difficult in audio watermarking

most matters
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method. In the algorithm proposed in this paper, the
degradation of sound quality can be minimized using
of HAS and the
transform can be obtained by utilizing zero-crossing
rate {(ZCR) and the energy of audio signal
Technologies of the audio watermarking have using
the masking effect of the human auditory system (5]
[6]. The masking effect of the HAS is secure of
high quality in technologies of audio watermarking.
The robustness of this algorithm was tested by
applying  several attacks such as clipping,
quantization, time stretch, MPEG layer3, WMA (7],
VQF [8] compression. All the attacks are made after
the D/A/D conversion.

some characteristics wavelet

II. Proposed Audio Watermark Algorithm

The algorithm proposed in this paper uses the
HAS and the psychoacoustics model [9]. This
algorithm embeds the watermark into the audio
signal by DWT, ZCR-energy analysis, and the
post-temporal masking effect. The watermark
embedding region was selected by using the time
domain post-masking effect. When extracting the
embedded watermark, the first process the
which finding the
watermarked region by searching the post-masking

is
synchronization, means
region..

II. 1 Back ground
II. 1. 1 Masking effect

The masking effect is related to the limitation of
the certain sound according to the noise and
distortion. The audioc masking is the effect by which
the faint but audible sound becomes inaudible in the
presence of another louder audible sound. The
masking effect is consisted of the temporal masking
in the time domain and simultaneous masking in the
frequency domain. The simultaneous masking
divided into two, the tone-masking-noise and the
noise-masking-tone. The tone-masking-noise is a

is

phenomenon that the noise became masking in
center of critical band. The temporal masking refers
to both pre- and post- temporal masking. The
pre-masking effect make weaker signals inaudible
before the stronger masker make turned on and the
post-masking effect make weaker signals inaudible
after the stronger masker make turned off. In this
paper, the embedded wusing the

post-temporal masking .

watermark is
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Fig. 1 Post-temporal masking

II. 1. 2 Zero-Crossing Rate and Energy analysis

By applying the appropriate size of the window
to the audio signal in the time domain, the audio
signal is divided into several frames and the ZCR
and energy of each frame are obtained. These two
factors are used for the start-end point detection of
the watermark. In this paper, these two factors are
used to search regions to embed the watermark.
The frames with the high-energy with the low-ZCR
are selected as the post-temporal masking regions.
This region is selected as a good point to embed
the watermark.
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Fig. 2 Energy and ZCR analvsis

I1. 1. 3 Discrete wavelet transform (DWT)
The Wavelet Transform (WT) is a technique for
analyzing signals. It was developed as an alternative
to the short time Fourier Transform (STFT) to
overcome problems related to its frequency and time
resolution properties. More specifically, unlike the
STFT that provides uniform time resolution for all
frequencies the DWT provides high time resolution
and low frequency resolution for high frequencies
resolution and Ilow time
resolution for low frequencies. In that respect, it is

similar to the human ear which exhibits similar

and high frequency

time-frequency resolution  characteristics. The
Discrete Wavelet Transform (DWT) is a special
case of the WT that provides a compact

representation of a signal in time and frequency that
can be computed efficiently.
The DWT is defined by the following equation:

W(ky=3 Y x(k)27"2p(2 ' n-k) 1
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Where ¢(/}is a time function with finite energy
and fast decay called the mother wavelet. The DWT
analysis can be performed using a fast, pyramidal
algorithm related to multirate filterbanks [10]. As a
multirate filterbank the DWT can be viewed as a
constant Q filterbank with octave spacing between
the centers of the filters. Each subband contains
half the samples of the neighboring higher frequency
subband. In the pyramidal algorithm the signal is
analyzed at different frequency bands with different
resolution by decomposing the signal into a coarse
approximation and detail information. The coarse
approximation is then further decomposed using the
same wavelet decomposition step. This is achieved
by successive highpass and lowpass filtering of the
time domain signal and is defined by the following
equations:

Vg tk) = 3 x[n)gl2k - n}

n

@
Yiw [K1= 3 x[n]h[2k - n]

Where Vuwlkl Puulklare  the outputs of the
highpass {(g) and lowpass (h) filters, respectively
after subsampling by 2. Because of the
downsampling the number of resulting wavelet
coefficients is exactly the same as the number of
input points. [11] {12] In this paper, watermark is
embedded using DWT.

analysis synthesis
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Fig. 3 One-level analysis and synthesis system

II. 2 Watermark embedding and extractions
STEPL. The window is divided into the length 1024
bits from the synchronization extraction point. (32
by 32)(Fig.4)
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Fig. 4 Window select to watermark embed
STEP2. We obtain the energy and ZCR from each
frame.
STEP3. We embed the part of watermark in the

frame of the high-energy with the low-ZCR. (Co)
STEP4. We embed process of the additive
watermark in the wavelet domain by multiplying
watermark signal (Ws) with embedding strength.
STEP5. The new signal (Con) is made through
inverse DWT.

STEP6. The extract process of watermark is
performed from similarity of Con and watermark
signal. (Fig.5)

werkw

0 G ‘
@Ea = |17 O i @:'@4
{
=]

2¥ 5 9E0a Al 28 7434
Fig. 5 Watermark embedding and extractions procedure
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III. Experimental Results

The experiments were performed according to the
requirements of SDMI [13]. The audio signals under
test were 16 bits mono signal sampled at 44.1 kHz.
All the experiments are performed using the analog
signal passed through the speaker but not using the
digital signal. The audic samples include Ballade
(Audiol), Rock {Audio2), Metal (Audio3), and
Classic (Audiod) music. To test the robustness of
the propose watermarking algorithm against various
types of attacks. All the attacks are made after the
D/A/D conversion.

Table 1 shows the results of the no manipulation,
clipping, quantization, MPEG1 layer, WMA, VQF
compression, time stretch and echo addition attacks.
Watermark extraction rata is more than 90%. But
with the VQF compression process, the watermark
extraction rata is 70%.

E 198 A4 34 oig dejvta 354
Table 1 Watermark extraction results for the attacks

Audiol | Audio? | Audio | Audiod Ex‘:::""
No _manipulation 10 10 10 10 100%
Clipping 9 10 9 8 90%
Quantization 9 10 10 9 95%
MPEG] layer 3 9 10 9 8 90%
Time stretch (+10%)] 8 10 10 8 90%
Time stretch (-10%) 8 9 9 10 90%
WMA 9 10 10 9 95%
VQF 5 9 8 6 70%
Echo_addition (3%) 9 10 9 10 95%

Table 2 shows the results of the performance
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comparison between the proposed watermarking
algorithm and the spread spectrum method, which is
proposed by Cox. Et. Al Spread spectrum method
spreads data in frequency domain using by the

discrete cosine transform (DCT). An obvious
weakness appears in spread spectrum method with
the asynchronous attacks (quantization, MPEGI]

layer, WMA and VQF). Comparatively, the proposed
algorithm show robust results in asynchronous
attacks.

2 AUd dneEs 2Zgs AHEY 7)HE ujal
Table 2 Proposed algorithmn vs. spread spectrum method

proposed algorithm Spread spectrum
extraction rata method rata

No_manipulation 100% 100%
Clipping 0% 90%
Quantization 95% 15%
MPEGI layer 3 90% 15%
Time stretch (+10%) 90% 90%
Time stretch (-10%) 90% 90%6
WMA 95% 20%
VQF 70% 10%
Echo_addition (3%) 95% 90%

VI. Conclusions

In this paper, we proposed a new HAS and DWT
based algorithm for the audio watermarking. This
algorithm utilizes the ZCR and the energy analysis,
and the post-temporal masking effect for embedding
the watermark. The watermark may be detected by
using the correlation of the watermark signal and
the portion of the frame. By applying several
attacks proposed by SDMI, the robustness of the
proposed algorithm is tested, and the experiments
shows good performance in the synchronization and
the other audio signal manipulation with minimal
audio quality degradation. Also, the proposed
algorithm is shown to make good performance in
D/A/D conversion.
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