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2. SEW(Safety Evaluation Workshop)
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1. System State Analyzer : BStE o] AeE 2532
2. Security Criteria Manager : B¢t do] grEsjop 3=
A BA&AS GUI HHZE 48
3. Scopes :
1) State Security Criteria Scope :
Bk (d, No Read Up, No Write Down$)

2) Access Control Rights Scope :
A2 %A Qe (o, Security Reference Monitor[61%)
3) Model-related System Security Scope :

Hotw e
ACL%)
4. SPR: T EEI(Prolog)do] 7Ite] FYHF =T, SWI-
Prolog[7]2 T4

5. SPSL(Safety Problem Specification Language) :
3 A AFE 3709 ScopesE eI YT ZER
718k9) Ml

6. Security Flows Explorer : SPR £7-& 5% w3 %4
FH(ZER0 7Pty 433 A5E)

7. Evaluation Reporter : BStE k™ol i3t HE B 3A

Atel(dl, FA(subject), 2 H(object),

3. SPR(Safety Problem Resolver) =7
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subjectAttr(subjectGroups). /e

subject(s1,[subjectGroupsthigh)]).
subject(s2,[subjectGroupsthigh)]).
subject(s3,[subjectGroups{low)]).
objectAttr(objectType).

objectAttr(high).

objectAttr(low).

objectAttr(sl).

objectAttr(s2).

objectAttr(s3).

object(ol, [objectTypel(file), high(rd,rp,wd,wp), low,
s1l(rd,rp,wd,wp), s2(rp,rd,wd,wp), s31).

object(o2, [objectTypel(file), high{rd,rp,wd,wp), low,
sl(rd.rp,wd,wp), s2(rd,rp,wd,wp), s31).

object(o3, [objectTypelfile), high(rd,rp), low(rd,rp),
sl{rd,rp,wd,wp), s2(rd,rp), s3(rd,rp,wd,wp)1).
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testStatel(S,0):-
validSubject(S),
isFile(0),
canReadFile(S,0),
not(isGroupMember(S,high)),
O=ol,
0=02.

testState2(S,0):-
validSubject(S),
isFile(0),
canWriteFile(S,03),
not(isGroupMember(S,low)).
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*

SPR report file
* File contains criterion and its results about its safety

*/

testState1(_,_)
testState2(_,)

succeeded
failed

219 5. spr.rep

testState2o] ¥ Hl7|Ee] disl] “failed "7t %*ﬂ‘i‘M“
A}42 No Write Downoll U@ 2et44& uigctes A
2o, SPR E7elA YAF TE23 7vke @,z;.:g
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