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2.1 Integrit

integrit® 3 Tig B4 BAM T7ZA Tripwirelt Aide
2 Hl=o&tXIg cha=8t JI%% M B8tCt. Integrit® I AlAE
e & Clagcll EWete 2SS A2 OHI0E
HOIAE MMEtCH Ol GIOIE HICIAE QtEEE ZAN SR8
2 ZMNE O NZEY CNERS TIYES HNEHZEE MY
S0 2l MAE OIOIEHoIAS Blwate &, =3, M
HE MYESS FOMHC 05 ZUE Integrit 182 HAE
= XML HEIZ =28ch s FXs O 1 20
Knowndbs Dle] MAHE A Oia ClHE2S9 MY M
HHE0IH currentdb= FAL AIEOl Mz Mde MY A B
£0IC 0l E2 HIW3Ie 2AL Z2E 2080 [2].

checksum ERCEa
Jryngs Ecggtenf:db
[ compare F———-| Integrit report ]
________________________ )
integrit '
config flle knowndb
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8 ). Integrit A=

2.2 IDMEF

IOMEFE=  IETFY Intrusion Detection Working GroupOil A
Hiersh &l &X HAIX ESHE f8 XML OTDZEA 2 &
X, 24, 537 A2 2t2 HAIXK DS A8 ZFES AS
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20039 = d=A B3 shE e
SO, M2 TIE 82 BX NAHSS HAX JIXE W8
Sg 95 HE¥ 2 TE [2 RIS WIB0. BN B

2 UWESI Jet Y X &7 SnorttlHE IDMEF
o ZUPE 16 £E 2 MBS USH,
gz PO W2 X TZPES0| IDMEF &4l 20 211 Jis
£ N3 222 HUEL J242Z IDMEF A2 &X
HAIXIE 28510 BX 208 B2ZMW K N2 TOE 3
Y SR ANAREQY Y X 2DE ASHH FYE =24
PO ME6HH dLE EXE = UL EE} S Y
of HSg + UACH [3].

2.3 rtintegrit

rtintegrit®l & PX= 8 2% 220 & 19 Integrit
9] REO0l SysWatcher2 DISB} IDMEF &&lo2 ZNE 21
Ste 2180l FOIEAUCH Integrit® FIHESE HF AHAIH
OF SHRICH rtintegritti e CIRSIAIAM XIS2E2 €& FI|0t
C} MY AIABE 2ABICH D213 SysWatcherOf SJaf A4
20 Y8 2A0AM Integritel M ZAL 20 Tt &
28 TZHAS HREE D180 12D IDMEF gac=z 2
DECH TE =2 MUSo UolAeE SyswatcherfilM B2
AAIZIOZ ZHAIBID, HQSICHH rtintegritOidl AIZ1EE2 22U
o, rtintegrit2 ZAIE +88t01 ZUE 210,
checksum

4401

& 40lM SysWatcher= LKM(Loadable Kernel Module)2
2A TZAAES IIY Z20) 2R ANL2E SESES TAY
Ct. SysWatchere= He W8 XI& X & System Call Tablel
A Ol B2 AMAE SSE0 GiEds F2S XY B+2 b
1, TZHANAM AIAL SEE M8 A 01T M0 CHE B
SXE TAISIO R AMAR 522 YAH =0 4]
rtintegrit configlll S & Z A A IO S ANAE SEOI
S XS Z SysWatch log 20l JHZEI0 A2 RE =98
2= MY OIH rtintegritOll AlJE 8 S6H0 22ICtH

Process

F rtintegrit —7
LY

|
|
]
1

I
SysWatch log

|
syqtem calls
i
1
I
: kernel
L{ rtintegrit !
config )
\
¥
file system

& 4. SysWatcher #X

MY HI0 g AAE SESS O 10 Z2CH ZA O
e e B o TS0 CHE AAE S5 LA B 29 #4002 27
g ool JIEstct,
]
)
] ol X1 A S AE
1 NAENO ZHalE B B 1 I S ALE B8 228
1
It et 012 =X
SysWatcher regd rea}d from a file des‘cnptor
write write to a file descriptor
a3 2. rtintegrit X open open a file or device
close close a file descriptor
rtintegritel A& M 7 30 220 ZA UIA0 &&= T creat create a file or device
HELSE JIE6I0, ?ﬁ’ CHAtSl A FIIS RA=HE 20 link make a new name for a file
HEAIBCH CEgl 2240 S0 et =Y FIE unlink delete a name
SITUCH QB ALY MYSH HHHAE LAZLSE 2A mknod | create a special or ordinary file
St JHsE W2 YO USE + UAZE SN, U= chmod | change permissions of a file
O Y2 IYER FIE 2 8td AAZE Y £+ UCH lchown Change ownership of a file
# root.conf stat get file status
) utime set file access and modification time
# database locations - n
Kknown=/etc/root_known.cdb rename | change the name or location of a file
current=/etc/root_current.cdb mkdir create a directory
. rmdir remove a directory
# rules for checking ——
root=/ fchmod | change access permission mode
030 /root #0: Syswatch Logging, A2t 230 fchown | change owner and group of a file
gig;se'z‘c" getdents | read directory entries
1120 /bin #1: SysWatch Logging chown | change ownership of a file
1120 /usr
2 2400 /home #2: SysWatch Logging 81Xl %S

03 3. 24 £9% FINEB X= rtintegrit £F Tt
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H 2. SysWatcher 21 &4

time S& N2t
syscall NAEl 5& 0|8
file 2 A I MA

name OZ2HA Ol

pid O2NA B3
path D278 A
arg oa 2ol oI}
env 8 B

<IDMEF-Message version="1.0">
<Alert>
<Analyzer analyzerid="integrit3.02"

<CreateTime ntpstamp="0xc285b679.0x3db3bfb5">
2003-06-02T720:41:45
</CreateTime>

<User category="os-device">
<Userld type="original-user">
<number>500</number>
</Userld>

<FileList>
<File category="current" fstype="ufs">
<name>a</name>
<path>/usr/a</path>
<FileAccess>
<Userld type="user—privs">
<name>root</name>
<number>0</number>
</Userld>
<permission>read</permission>
<permission>write</permission>
</FileAccess>
<FileAccess>
<Userld type="group—privs">
<name>root</name>
<number>0</number>
</Userld>
<permission>read</permission>
</FileAccess>
<FileAccess>
<Userld type="other-privs">
<name>world</name>
</Userld>
<permission>read</permission>
</FileAccess>
<Process>
<name>vi</name>
<pid>762</pid>
<path>/bin/vi</path>
</File>
</FileList>
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Jusr/a 2t= IOl pid 7628 ZH= vi ZZHAN st Mo
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