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Abstract

With the explosive rapid expansion of computer using during the past few years, security has become a crucial issue
for modern computer systems. Today, there are many intrusion detection systems (IDS) on the Internet. A variety of
intrusion detection techniques and tools exist in the computer security community such as enterprise security
management system (ESM) and system integrity checking tools. However, there is a potential problem involved with
intrusion detection systems that are installed locally on the machines to be monitored. If the system being monitored is
compromised, it is quite likely that the intruder will alter the system logs and the intrusion logs while the intrusion
remains undetected. In this project KIT-I, we adopt remote logging server (RLS) mechanism, which is used to backup
the log files to the server. Taking into account security, we make use of the function of SSL of Java and certificate
authority (CA) based key management. Furthermore, Support Vector Machine (SVM) is applied in our project to detect

the intrusion activities.

1.Introduction

As computer systems play increasingly vital roles in modern
society, they have become the target of intrusions by our enemies and
criminals. In addition to intrusion prevention techniques, such as user
authentication (e.g. using passwords or biometrics), avoiding
programming errors, and information protection (e.g., encryption),
intrusion detection is often used as another wall to protect computer
systems.

Intrusion detection (ID) is defined as “the problem of identifying
individuals who are using a computer system without authorization
(i.e., ‘crackers’) and those who have legitimate access to the system
but are abusing their privileges (i.e., the ‘insider threat’)"[1].

Intrusion detection can be categorized into two main models [2]:

Misuse detection model: Detection is performed by looking for
the exploitation of known weak points in the system, which can be
described by a specific pattern or sequence of events or data.

Anomaly detection model: Detection is performed by detecting
changes in the patterns of utilization or of behavior of the system. It is
performed by building a model that contains metrics derived from
system operation and flags as intrusive any observations that have a
significant deviation from the model.

IDSs are usually classified as host-based or network-based. Host-
based systems base their decisions on information obtained from a
single host (usually audit trails), while network-based systems obtain
data by monitoring the traffic of information in the network to which
the hosts are connected [3].

Today, we can find many IDSs on the Internet. Most of the IDSs
adopt different mechanisms and functions, however, especially in
different organizations. It is difficult to communicate between these
different systems. To cope with this problem, the enterprise security
management (ESM), which main function is to provide convenient
framework for easy interoperation/application of the security system,
serving various purposes within the enterprise, has been developed
and widely used. Considering the necessary of different ESMs to
communicate, the IDWG of IETF has developed intrusion detection
message exchange format (IDMEF) and intrusion detection exchange
protocol (IDXP) for it.

Though these IDSs follow different approaches for intrusion
detection, log files analysis has been used as an indispensable
component since it can record most of the user activities. So we
should try our best to prevent it from intruder’s attacking. In this
project KIT-I, we suggest the RLS mechanism to securely backup the
log files to the server.
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2. Related Work

With the development of computer security science, we can find
many intrusion detection techniques and tools such as the intrusion
detection message exchange format (IDMEF) and intrusion detection
exchange protocol (IDXP). As for IDMEF and IDXP, their main
function is to specify the format of message and exchange between
different identities. Though many techniques follow different
approaches for intrusion detection, log files analysis has been used as
an indispensable component [4]. Because almost all the activities of
the users are recorded in the log files, we can get enough information
from it for intrusion detection system. Analysis of the log file is
important even after an attack has occurred, for determining the extent
of damage incurred. Also, this analysis helps in tracking attackers and
in recording attack patterns for future prevention.

There are many methods have been used for the intrusion detection
systems such as data mining [5][6], expert system [7] and neural
network [8]{9][10], which have been successfully used in the research
area and practice.

However, there is a big challenge for a system, which only installed
IDS on the local machine. If an intruder intrudes a system and changes
the log file successfully, at that time, the data are not reliable and all
the processing is useless. For solving this problem, we present a way
that using the remote logging server (RLS) mechanism. As for RLS,
every client automatically sends its log file to the server at intervals.
Even if the local machine is compromised, we can get the backup
information from the logging server to detect intrusions. So this
method is a rational complement for the IDS which only be instailed
on the local machine. In addition, the RLS mechanism can also be
integrate with the enterprise security management (ESM), which
provide a more efficient way to manage audit data.

3.0ur Project

In this project KIT-I, we apply the RLS mechanism, which is
applied to transfer the client’s log file to the logging server at
intervals. The main objective of RLS is to keep a duplicate copy of
these crucial log files on the remote server so that in the event that
some of the clients have been compromised, the system administrator
can cross-reference the compromised machine's logs with the log kept
in the logging server. We can regard the way that between a client and
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server as a channel. It is a critical problem to assure whether the
channel is reliable. If the intruder intrudes the channel and changes
the data, the backup file is useless and we may get wrong information
after we analyze it. As we know, there is a potential hazard that
someone will intercept the data being read, masquerade as one of your
applications, and fill your system with bogus data. To cope with this
problem, we use the SSL capability of Java to create an encrypted
channel between the server and the client and CA-based key
management for verification of the client's identity. KIT-I is
composed of two modules-- transferring module and SVM module.
The function of the transferring module is to backup the log file
through an encrypted channel. The function of the SVM module is to
find abnormal activities and give a notice to the administrator. For our
project, it can be extended to a part of enterprise security management
(ESM).

3.1 System Architecture

As Figure 1 shows, KIT-I is composed of two function modules.
The first module is transferring module, whose main function is to
transfer the log files on the clients to the logging server at intervals.
The second module is SVM module. As for SVM module, its function
is analyzing the audit data of the log file that transferred from the
clients. Considering the security, this system should be configured as
a bastion host. For our project, it can be extended to a part of
enterprise security management (ESM) as Figure 2 shows.
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Figure 2. System Extension Architecture

The future system architecture is shown as Figure 2. In this
architecture, the RLS mechanism is integrate into the enterprise
security management (ESM). For the ESM, its main function is
providing a convenient framework for management of security
system. Considering the importance of log files, using the RLS
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mechanism, the ESM can provide a more efficient way for
management audit data.

3.2 Transferring Module

In transferring module, it is a crucial problem to assure the
transfer’s reliability. Sun Microsystems has an implementation of SSL
in its Java Secure Socket Extension (JSSE). The Java Secure Socket
Extension (JSSE) is a set of Java packages that enable secure Internet
communications. It implements a Java version of SSL (Secure Sockets
Layer) and TLS (Transport Layer Security) protocols and includes
functionality for data encryption, server authentication, message
integrity, and optional client authentication. So in this module, we use
the SSL capability of Java to create an encrypted channel between the
server and the clients.

All the information exchanged between the server and the client is
encrypted after the encrypted channel is established. So keys are
needed to decrypt the data. As for the key, the first thing that needed
to be created is a key-manager factory, which provides objects
(KeyManagers) that manage particular types of key stores. Just as a
key ring keeps your house keys organized, a KeyManager keeps the
public and private keys needed for SSL communications organized. A
KeyStore contains the keys while the KeyManager knows how to
provide access to the particular keys in the key store.

An important ingredient of SSL is the ability to use public-key
cryptography. Each party to the communication has two keys — one
public key that can be freely sent to others and one private key that is
kept by individuals. The beauty of these systems is that anything
encrypted with the public key can be decrypted with the private key,
and vice versa. However, data encrypted with the public key cannot be
decrypted with the public key, which is why the key can be sent out
freely.

The important part of the project KIT-I in the scope of the class is
the CA-based key management between the client and the server. The
server will not accept SSL connections from clients that use
encryption keys that have not been signed by the Certificate Authority
(CA), which is the logging server in this case. The public key for the
client can be produced either from the client machine or the server.
But this key needs to be signed by the server so that the clients can be
authorized for connection to the logging server.

Until now, there have been so many ways to be applied to store
keys for access by clients and servers. The easiest is to put each
server’s public key into the key store of each client, and each client’s
public key into each server’s key store. This means everyone has each
other’s key and all can communicate with each other. The reason this
works is that each person’s public key signed by its private key. When
the programs validate the keys they were sent, they find that the key
was signed by a trusted key in their key store. However, this gets to be
a real problem if the applications involved can be both client and
server. Every time you bring up a new client, you potentially have to
go visiting a bunch of different nodes updating keys.

Instead of putting every key in every store, in this project we create
a master key that we can put it in all the keys stores when we install
the application. Then we can use the master key to sign all the client
and server keys we create. As in figure 3 shows, when the applications
send their keys, the keys will be signed by a trusted key in the key
store. Because nothing in the Java Development Kit or JSSE lets us
set up a CA and sign keys. So we have to go elsewhere for tools to do
this. In this project, we chose to go with the OpenSSL toolkit running
on Linux.

The basic method for the key management is using the CA private
key (made by CA) to sign the client’ s public key and then distributing
the certificates (include the CA public key) to the clients. In my case,
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considering the security, the certificates distributing process is off-line
using floppy disk. But in the situation that some clients are far away
from the server (etc. in different countries), it is not convenient to
delivery the certificate. At that time, we can adopt more than one CA
and distribute the certificates between different CA.

client

Figure 3. Key management

After the key management finished, the protocol in KIT-I is
straightforward: the server and the client will exchange the certificate
and validate it. After validating it, the server will accept the
connecting request and then establish an encrypted channel between
the client and server.

3.3 SVM module

After the server receives the log files, the SVM module begins to
operate on the audit data of the log file. Since most of the intrusions
can be located by examining patterns of user activities, many IDSs
have been built by utilizing the recognized attack and misuse patterns.
But a main issue concerning misuse detection is how to develop
signatures that include all possible attacks to avoid false negatives,
and how to develop signatures that do not match non-intrusive
activities to avoid false positives.

There are so many algorithms have been used to cope with the
problem, such as neural networks and support vector machines
(SVM). The main ideas are to discover useful patterns or features that
describe user behavior on a system, and use the set of relevant
features to build classifiers that can recognize anomalies and known
intrusions. For neural networks or support vector machines (SVM),
they can be trained to learn the normal behavior and attack patterns,
then significant deviations from normal behavior are flagged as
attacks.

Nowadays both neural networks and SVM have been used within
the security community. However, in our project, we apply SVM for
our intrusion detection. There are mainly two reasons that we
experiment with SVM for intrusion detection. The first is speed: as
real-time performance is of primary importance to intrusion detection
systems, any classifier that can potentially outrun neural networks is
worth considering. The second reason is that SVM is based on linear
classification, in which a small set of training data can achieve a good
performance.

In our project, the SVM is trained based on the user activity record.
Here we use the method mentioned by Srinivas [11] to change the
activities of users to numerical value, which can be treated as the
input of SVM. The activities of users are extracted from the history
log file and changed to the level of different commands. Let us
assume a simple attack pattern that include four commands: su,
reboot, cd and man. For their different danger level, we can set the
values for these four commands 10, 10, 2 and 2 respectively.

We can get the following values:

Avg (average)=(10*4+10%2+2*5+2*10)/(4+2+5+10)=4.29
HYV (highest value) =10
SV (sum of value) = 10*4+10*2+2*5+2*10=90

So the input of SVM is {4.29, 10, 90}, and output is —1 (if it is not
an attack pattern, the output value is ).

After training the SVM, we can apply it for out ID.
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4. Conclusions and future works

In this paper, we make a project—KIT-I aimed to provide a secure
way to the log files since they are very important for intrusion
detection systems. KIT-I is mainly composed of two modules—
transferring module and SVM module. For transferring module,
Remote logging server (RLS) mechanism is used to transfer the log
files from the clients to the server at intervals. Furthermore, the SSL
mechanisms of Java and certificate authority (CA) are adopted to
establish an encrypted channel between the client and the server. Even
if some clients are comprised, using KIT-I, we can get the backup data
from the server.

SVM module is used to process the audit data of the log files and
support vector machines are applied. In fact, other methods like expert
systems and neural network also can do it. But compared with them,
SVM has obvious advantage on speed and it is less sensitive to the
size of test data.

Although this project has been aimed primarily at providing secure
protect measures for the log files, we believe it can also be extended to
a part of enterprise secure management (ESM). A number of future
work will be done.

® The computer used as the CA is the weak link. If
unauthorized access is gained to this computer, the CA key
could be stolen or, at the very least, used to sign bogus keys.
So if possible, put this computer in a secure room, do not
connect it to a network, and carry the keys in and out on
floppy disks.

Since in this project the clients will transfer the log data to the
server at intervals, we should take into account the CPU
resource of the server. If the ability of server’s CPU is not
enough, we can add more servers in this project.

There is a delay in this project, so in the future we should try
our best to decrease the latency of it.

We will merge IDXP and IDMEF technique into this project
to make it fit with the standard of the IDS.
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