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Al2eo] dAALE Frlstr sl TE2 Jwte] HA Adojel SPSLE Algslg ®HQ mdg

AYgAHog AAsTE. Bel BUE Axde 374X FEVE, A% B B (system security

states), A B4 TF3Z(access control rules), 28li K 7)F(security criteria)o@

FREG. B =goAe NIFSY thF ALE A dUid B TS wEoM 71X FXWEE

FAE FAA A 2 =E7Y SPRI1)E ol 83o AZFE.

1. M8 dslMe R BE mdo] Wi}, SPR(Safety Problem
AFH B 71449 &4, 17 A2, B HolH9 Resolving)2 18] 5 714 24& 83l Al2®9] A
FA] dg AFH A9 ReE TP AFH AY BE & ZTE227(6] 7]%ke] SPSL(Safety Problem Specification
£ 99 292 A2 $4 29 (access control models)# Language)Z Ae) R 2@¥Ysn 2 FA T3(access
AR 38 Yd(nformation flow models)e]l ¢Yr}t. AT £ contral rules)& AAJstn < 7]F(security criteria)ol o
249 HRU 24[2].SPM 24[3], TG 29 [4], ESPM 2 g BFEY HAANL Hd & s AY AF =TI
[51%0] Qon ol 29 73 W3 AeHrt Mg vaj £ =%dAe SPSLE 4937l Y8l NTFS tF A%
Aol Qlok, @A Axdel AHAL HrME YdsiMe Agto] g W& SPSLE 7)&stn 27] Ao Axd
A BA 2ol Basy g A AFAHE HrE) AlS AFE g 1= AS A SHFdgE F B
& WA, BFsn 2hd By AYE FAste Hohﬂ‘% A

VE A7 3P RARY JgdAE 45U
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230l SPRAIM oz AMESEE SPSLY W@
M9 g 3tn, 3%elME= NTFS v AMg AL SPSLZ
B4, AEstn B 4P BAR F 2F £ e
AA G 43N 28 2 FF AT WHES ANER.

2. SPR¥} SPSL

SPR(Safety Problem Resolver)& ¥ 717 &3l A
4 EAHE sldg &

A5, 9t Bet FiFe] diE] Foi@ @ M2 JHE
Hrpsl71E Qo A28 Bk AHY B 71E, AL
72L& SPRe} ¥HsA H 7IE
qdHZ deE Htd Aok

S5, wek AjaEel HAS HUIErE d7dvd, 27
Aejold =g H5E Aa" ¢d dHESE Az
A Jese hdA S FHrigicl

18j2 g, SPRE SPSLE #HAEd x7]

Hepy  Alzde

Az wet

AbEll(initial system security state), 3 3 (access rules),

Bt 7} ¥(security criteria)E ¥ o2 golEQTH SPRE
Z7) Adlel aAA/ AL FAALT, E AHAA £

ted RE AHE Adsdn =2 Msd AHEY
dHA T uFYE wol & & Aok
................. ‘E Bormal
H .
: 1 Security Model
1
- A System
T Y | Security
Access : State
Control H
Tools 5 Access State
’ : Control { { Security
¢ Rules Criteria
k 7imo§
............................ 4

29 1. A2da) Ay Bet 2d #A

(2F1]olA AAAY A28 AY KA RE2 FH)
& AjA® HQF AEl(system security State), AZ B4l
T2 (access control rules), B2t 7)&(security security
criteria)2 TE223 7]ike] wa o]y SPSLE BHA g
A" B A Aa" e FA4stolrh. Ax¥e
8AEE AMSAY AR, FHFA Zzayh, Bd, AHS
AR5 L Jehls FH(subject), AAl(objec)E BE & F
e, TEzoa oz dHolEHolxg  Ald(fact)E
Fds A2 B4 FAL A2" P59 ARE I}
Alxde] Ae WsE AlA" FA(subject)?t FE FA
s dFE AL Fo sssit) A HeE HA H4S
ehA/mierA AElE BEshy] ddl A F2 BA
FH3 2 $4& 2E2 9 FE(rule)22 AT
3. SPSLE o]g% NTFS o A% E¢e 34 £ 3%
NTFS ©F A% dg E9e o3 Het
2 @ (discretionary security model)o] 243t A= 2000
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Notification Function

rd List directory, read data
wd Create file, write data
ad Create directory

D Remove object

ds Remove subobjects

rp Read permissions

wp Change permissions

WO Change owner

g9 A2" Bl #4 715§ g9t A 2% 2d9
24 AHER AF, AR 2§, #3Y A299
s2@ds Eo)rk o ARSRE AHHd FIde
gEAHQ fioly, AFS AHEALe] @912 Bt FAtd
#2g =97 %Y Aag 92F AR ERH =20
S
3.1 NTFS % A4 #@&

AHgatel A NTFS #7b7t oFe= FAHE o
AgRto Al b AFE Aol FEST[7]

o AgxolA Frl AHE BEY Y7E Fostn 1
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ALgAr A FES B 471/2717t THsdid

e NTFS #d A8 @S Zo 418 A rRY
i aa)
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A FLl WA s AE Aol Fo HE
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a% 3. AHRA 2§39 AAe A2 A%

AT A [E 1] BAHo A} &, temp Frde
Q7l/27] Adol o HI reports HUAE Hr|/2717
Ho} HAQ gradesheetsHUols 27 AR7 FAgct,
olw Students ZIF-L report ol¥E Y /277 I
gradesheet Hde A7 <ddHm grivt stesid
SPSLE (2§ 2]9 z7] dulg 7l&std (29 412
YA gtk z7] AEls z22 09 AlAl(fact)E 7lE @t}

subject (pascal, [subjectGroups (profs)]).
subject (kant, [subjectGroups (profs)}).
subject (demian, [subjectGroups (students)]).
subject (kain, [subjectGroups (students)]).

object (temp, [objectType (dir), parentObject (root), objectOwner (admin),
administrators{rd, wd, ad, ds, d, rp, wp, wo), experiencedUsers,
localUsers, profs (wd, wp) , students (rd, rp, wd) , pascal {rd, rp},

kant, demian, kain, alice, bob, anthony, bill, john, admin]}.

object (reports, [objectType (file), parentObject (temp), objectOwner (admin),
administrators(rd,wd, ad, ds,d, rp, wp, wo), experiencedUsers, localUsers,
profs (rd, rp,wd) , students (rd, rp, wd), pascal, kant, demian, kain, alice,
bob, anthony, bill, john, adnin]} .

object (gradesheets, [objectType (file), parentObject {temp),
objectOwner (admin), administrators (rd, wd, ad, ds, d, rp,wp, wo),
experiencedUsers, localUsers, profs (rd, rp,wd),

students (rd, rp, nwd) , pascal, kant, demian (nwd, nwp) ,

kain (nwd, nwp) , alice, bob, anthony, bill, john, admin]).

a3 4. 7] 4E B4

ZEg23 FYL AHgstd NTFSY 54L& velye 73L&
Aol F& BAE Asn, IdF AHE AT Fol
‘AR AME FEL OE BE AL AT 2o S5 9
THL #elslr] 9§ Het HHE A g}

{29 4]dlM ‘AL gradesheetso] 27] #Ago] gity
2t A9 Hol Ytk 2 WHAA 8P gradesheetsol
27] Ao grkEtm (2] 4]9 Zo] 7l&drh

m [ gN

' = true

ieN
BA7NEE o olgtn  EIHLW, cre D
Bt Alo s wAStR] golel dl= £A4E dvigdh
Z ttestState1(_,_)AltestState2(_, o] w3l true®l 72§

Al2Ee gtasitieln ZAgg W™
Hol Heg s|zoz AZsAUS AL testStatel(,_)9)
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74l failedd ZH7L strrep Aol EH¥dEC BYF

failed? €& 7] 8 spr.rcHE S BAFWA
Subject(S)7}  &Aelm  zElm A4 Report ZAo|

R E 27 Aol EAGRE failedete BES WA
Hr}. testState2(_, )9 Zol canWriteFile(S,gandesheets)2
A8l succeeded A7 2P,

testState1(S,0):-
validSubject(S),
isStudents(S),
canWriteFile(S,0).

testState2(S,0):~
validSubject(S),
isStudents(S),
canWriteFile(S,gandesheets).

a9 5. gradesheetse] H3 Hot 7%
4. 3%

Nxwel AL HrbEy] d&A, dAA A"
g Het Rdol Hastm T Rl 2o gk FYEH
AZF Yol 279, E =FoAe H RdE TEZ
7l¥re] SPSL WA dojz =#HAsin R HAF =P
SPRE Abgatarh, AAAe) A291g AY ng 2=
EH) 98 o= NTFS tfF Alg A9 HES
SPSLZ 2dgstn ZAZsth FF AJAFEE windows
20009) A2®g SPSL2 wHAs3: SPRE <AAHEL
Ay, Yolrt £9AA A2, IDS, Firewalls9
Axete] et g AEsln BAste JdFE stuz g
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