OIEBI D S2XQol oIyl HOE st ECC(Eliptic
Curves Cryptosystem)2l Blind Signature Protocol

Lt
=4

== o Lgn]

SEhH

{shsung®, keb}@ce.cnu.ac.kr

Blind Signature Protocol of ECC(Elliptic Curves Cryptosystem) for Safe
and Efficient Internet Auction

Soon Hwa Sung® Eun Bae Kong
Dept. of Computer Engineering, Chungnam University

2 9

B oipe= J|Eo QE U BOH0IA Auctioneer®t Auction Issuer(Al)Sl

HEIS

25= o}

=

Jl 98 ot ™El) E8F

A0 T2 E 29! blind signature protocolS K OH8HC}. Hiotst T2 E20 AE&l= blind signature®l 3=

oM dn SES0A

S48t ECC(Elliptic Curves Cryptosystem)0ilAl

MMECE Ol= 0892 blind

signature3| 0l AFE8H RSA JIAIOIZ2] HLL0A F8sts 2 20 §N 252501 A K20 B2LH

SCHE Q! Auctioneer®]

eI ZOHE & =+ AULCH

MetA Hietst Z2E22

dotl g8=0l

1. M8

F2 ey 2#™MO=Z EC(Electronic Commerce)2l
B X LN HEH SHESIHA CIEY AN st
W2 2ESD UCH 19954 Al=SH QIEYY AN ebay
= B M HCHQ otEY! HOH MOIEZ EM6HH =
LHOld &= 19984 48 =2H0] ABIAE AIEGI0 2234 1
E AOIOI 700400 QIE{S! H0H MOIED SEE &
2 WEN S&otD UCH HY A= 2210 8AS
J1gt22 Ml MHAS0| R0FALE HONXZ2A 2
Chs=2 #HZ MHAB0ILt SOHB Heholh 206N
JHHE EANEOZN 102 S8 22de= ANZTEHE
OIC. Kumar® Feldman[1]s QB ol AZ0 O
gt application® 0t OtLI2t CIE{S! ZOHOI &8 ZOHX
issuesE AYSIMH, Chuigt Zwick[2]= AUH olgul
J0H2 2TE TAIE J1=0t0 UL 012 201 Y& F
Hol wet =Z0He SFMZ Lis &+~ Y28, =8l=
O R0HXO S5 ES0| Ciol Y& ot= B A H08
= 0] BOHADF 2S99 POHXE ACE AHMEIH &
Ch, &8t 3 JFy 23 grgof e 200t 238 &
Z 0 (First Price Sealed Bid Auction), Xt 210} 4=2¢
& 0l (Second Price Sealed Bid Auction)S 0igi &8
Jb UCH 2 =20AH A28t I IO LA
(0ll:Vickrey auction[3])= J1E =2 J12 2 012! ALl
H SHN =2 JIA2 &6l Walez DI e8
& YA Hl==siL S OtAEE Y& et
EM D HENE E2388 = U= Ol UCH £
HE Otel ME0 st EEE B8 % UlE
0l UCH.

e
=
-
X

©

o’ o

st
X

B

S

607

2 are
[ i)

# A2, Auctioneer?t Al 2 &0 Bl o

Moni Naor, Benny Pinkas, Reuben Sumner[4]0] ¢t
8 QIHY A& bidder, auctioneer, AI2 IHEEH,
bidderse ROHAILL BOHXIZA FOHFEE auctioneer
I M8 ZHOWoF B £ 0 JIFS 2ot Hast
A AHAE A=K EoIstC. Auctioneer= bidders2 5 H
bidsE B0 Al SHIoIH Z2ES 208 Hadis &
37X @4 = 2222 bidders & 8t AHE0l €
QUCH TZEE2 auctioneerdt ZZEZE A AIA0|2
Olst A2 - EolA= otECls A2 2 &0 8t
2130 AlE privacyE H 35610 |8l T2E2 ZUE
H &tstE coding program0l Oiol A2 X0, O 2
&S auctioneerOl Hl MollECh Ol2is QIES HoHs
S Al auctioneer®t auction issuerdt A2 ZEMANE
OLEICH= JHA Ol UOIOF BICH Ol SHMADINA JIES
e S¢ Z2ES0| SN L HES SAEE
oI EHEIAI HR0IC metM 8 e3eE JIEY
olEYl HOH&AHOA auctioneerst AISl ZE0| iTHE
Oty 20t otMBt] SEXQ0 HOE & & U= T2
E28 Netsl

2. #@giy

OIE{Sl Z0H EIIXE JHele UE#AEEI HIYSE R
ot A Auctioneer2t AI2l Z &0l e SEE A0 224

£ . M2td 2 i SelE ey 2383
8t SAENA M2 MEE &= = O ZZHAE0

TralEo) HIg2 2|t XIIMAH DY HILE Y8



20039 = AR A3 g st E =74 Vol 30. No. 2
2 BE Mg S AAR UNGH OIR0HUE & ol ?8C 5 ECCE STYSLN2S0l otL2H 43
8t CHXHAHIAE 6t 2g D Z0 &01X9 YEBEE YNEUEES Bl 2 + U= £EAHQ HAE HB8D
blind signatureZ Auctioneer@ Al2l ZE&0| UAHT o UE A2 ZE RSA, ElGamalsel ZelE2 )& 34
B QIEYl ZFOHE & = Y= B2ESS SYSHIL ¢ S2H0f O EId AIE0A RBE £ UACH Bt A
8t blind signaturel! encryption, decryption0l AIZ2E SHAMAS 25 REB *é.”“ 2T 20 sSYs

Jli= RSA JIAOIZS H4+SA0A R8dl=2 20 F N
ASATIH M =TI WE ECC(Eliptic Curves
Cryptosystem)Oil Al M S &Lt
2.1 Multiparty Computation

CHARZES Hat2 e RUAM HeteXn{5,6,7], 01
St CHXIZE HIAE HIE RS TZ2EZ 2 QHEEH 2 0H0
MIEC nHel EIHK Py,Py, -, PO 20209 HIZLAHE
SE JHXD ANM 2 Pi= 58 HILUZ 8 [ oo &
at(sy, 502 L0 AT & W, cma TI2EERL
g D* FMEIE MEotXl &1 f(s, .58 28 &
2t Sl Py, Py, ,PRANOISI BIAIKIE =1 %": & 0ILH
O0lE HAS H0Hol H25tD 2t2to HIEIE2 bidder &
€ auctioneer?t S0, &% F= AJ} &0 é NESY &
OHOI A auctioneersl SEE %0l 20 AN XS
QLAIZICH D& AlE privacyE 238610 flol Z2&
2 ZUE H&olE coding program0fl CHal HUS X
M, 0l Z2 18E auctioneertiiH MN=LCH = Al &
€ auctioneers0fl 9ol £=8cl= B2 auctionsE 98t
Dz ™8 R2Bot= service providerOICH TatA
auctioneerSE} ADI HEE 6l dlF BE £+ U= 3
E S8

2.2 Blind Slgnature

Blind signature scheme& Chaum[8]0 Sldi S22
A2JMEACTH Ol= M2 AR HAXILE 20 AIDUR
O CHoll OJIHet BEE DEI AIAUHE 2 8L =
RSA signaturesE ME06t0H CHE partyOfl 28t (8t &
2 L &GN %D TCOE partylil 2181 message
signedE YA S& schemellCh. Chaum® RSA
signaturesE AIE6t0 CS 1 20| 280} CE Alices
Bob0ll 2lal sign&l i€ |ot=s HAIXI m8 HX1D U1,
Ol BIAIXImOll CHol Bob2 st HET LECID Y
StCt. Bob2l public keye (n,e)0i, private keye
(n,d)ol et 8tCH. Alices= ged(r,n)=192! &gt r& M4

=
[

5101 BobUI H m'=r*m mod n2 EWL}.
2t me BE3 rol 2ok blindSl 0l A Bobe 1202

B oibE 3¥E rREg

% St Bob2 signed value
s=( m)=("m )° mod n 2 AlicediH 2Lt s'= rm?
mod n 0122 s= st' mod n& HA&BO m
signatures& 22 =+ UL 010 Alicel HAIXI= XAl
0l €8 = el&= signatureE JHEICH 0| signature
scheme® random 10| signerdl 0laie 2HIE HZE
= UEX2tc signer2t ILAIXION Choli oM st BB E 2
A 2381 8t
2.3 ECC(Elliptic Curve Cryptosystem)
ECCE= 19859 N.Koblitz[9]2 V.S.Miller[10]12 RSA
S 2A 8 ot 2 XHE ML ACH Eh_—._%

=2
=2

0I2, Rt AUMK MES2 2MI] 2dEs20elE8 o
EX G IIEQ SHI| 2LeIEE HESEHE 08

608

FIAOI =2 420N FBct=A S0 33X 20t Al
Cted «etdol O ECCE E}*l:'-(*_.-l Ol &HEl

HE U222 SN2 N H2 30|19 IIE M8 o}
HAT 22 AN48s 22+ A= FFH0I UL

3. The Procedure to Generate a Public key in ECC
(1) [receiver]Select any prime number p
(2)[receiver]Select any integer number a, b for EC
such that y2=x+ax+b
{3)[receiver]Select randomly an initial point P among
points on EC
(4)[receiver]Generates a random integer as private
key K,
(5) [receiver] Computes a public key K.P by multiplying
P by K, and registers it in the public key directory
(8) [receiver] Transmits p,a.b,P, K,P to sender
(7)[sender]Receives p.a,b,P, K,P from receiver
(8)[sender]Generates a random integer K, as a
private key
(9){sender]Computes a public key K;P by multiplying
P by K; and registers it in the public key directory
3.1 The Comparison of ECC with RSA
HIerst Blind Signature Protocol2 RSA &l ECCE Al
8L, 0l= ECCY encryptiont decryption Al2t2
RSASl encryptiondt decryption Al2tdt HiWatH <X
1,2>[11]0 A2 20l ECCO encryptiondt decryption
A2H0] Z O Z2i2) H=0ILE
H1 A comparison for encryption time {(unit: 4 s)
Method of encryption

Key size(byte) RSA ECC
5 0.05 0.05

10 0.54 0.20

15 1.54 0.29

20 2.55 0.38

25 4.33 0.42

50 5.53 0.85

100 7.28 1.30

2 A comparison for decryption
Method of encryption

time {unit: i s)

Key size(byte} RSA ECC
5 0.11 0.10

10 0.55 0.50

15 1.20 0.80

20 3.08 1.10

25 6.21 1.15

50 8.06 2.12

100 9.95 3.21
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4.Generating ECC key for the Blind Signature Protocol
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L,
4.1 The Blind Signature protocol Used in Internet
Bidding
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