OHE E0A M2 SdE A

o eley Z2ES

EEPOE FERTT
sRUS AZH3EL
sunaunt’°@freechal.com jtm@dgu.edu

A Routing Protocol for Improving Reliability in Ad-Hoc Networks

Kyoung-Ja Kim®, Sung-Ock Hong, Tae-Mu Chang
Dept. of Computer Engineering, Dongguk University

(=]

[+13
28

OHE & WERID=E DFHE JIPt X A0 018 SAESZ Y ALE HWERD HOICH HE 2 WERD
E LEo X2 0IS2Z E ERZXN X2 BHIUZ 22HUMAH S HAS2 O AL TEtH e

o
T%

& UEKAINAMY 2t
2 =8
2

Q|0

|
X 8t

i

.H &8

e & U2 HEXo 24 HEKIAUE U2 MZR
2 UHERL WHUUSZ JE 24 29 3l R0
OIESHK %D 0I5 SAESZY F4E WERIAOILH
OGetd =59 0150 22 2AZ2 WESKIAY EEZX
Jt EFOR BB WESRZS EEZXC Bigles B
E HEO HAS OIAIA BE FE9 2 E SHGH
olM, OI2 #& 2I2E MU HAXE WESZ2Q 2l
CZ2A ZZotH =L ol 228 HOA HAXY 245
fIst Yot RE NP SEXQ ALE A HRE0
D UL B =2R0M = 249 2 ML &
ALAIDID| 8 BotO 2 LSt oI5 S5t A2 4%
gotg WIotat DX BT 2 =29 YBoezZ JIES
Zone Routing ProtocolZt HI 1ot WER IS 2HH=
2 XZ5t=s HO MO GAIXKILY =8 Y = AL

=

2 3@
OHE = UWEYIAWA g IZ2eE=22 A
Proactive?t Reactive ZTE2E22 2R/ E U .Proactive 2t
RE2 M UWEK3ZD 24 2tRY Y HOIEE |X
SICH Ol HIOIES Sol M3l 2EUIX & M, A ct2
g HZ9 AE0l JisoiAH 8’ ¢, FIXCoZ 2tRE
HAIXIS n&0) OIR20{ MO0 ot22 MO QUHIED =

Cl= SEO0l UAO. e = 21fE IDZESNEs=
Destination Sequenced Distance Vector
Routing(DSDV), Clusterhead Gateway Switch

Routing(CGSR), Wireless Routing Protocol(WRP)S 0l

592

A2 U3 MBS 8 g0l YYa ST HN D UL
Olikd&E J1ZE2 Zone Routing Protocol S86t0 CHE Clustered Zone Routing Protocol2 I8t
St0l 2IRE 29 AT B8 SAAIFIAX BICL J1ES B

(=]
ey =

ZEZ0 Ik d242 =0l

S 2ot E SIAIDIL, B MO LSS Sof M= &2 O HAIXS +=8 24A13110

ULt B0 Reactive IZEEE22 Route B2 27 U
2 Mol 2t HNAXE D&l 28 S328 8436t
A ECH RFI UE Mol 2201 €30 M0 M
QHIBIED HOL, HeW WMAS 6] Jol 2t RE
0 XiEls= &HEO UL o8t IZE22 & Dynamic
Source Routing(DSR), Ad Hoc On Demand Distance
Routing(AODV)0! LHE X OILF.

2 =20 KM= Proactive 2t8 ZE2EZ2 CGSRY
28 AH IS A& YA D Proactives} ReactiveE E&
3t BFE 01 & Zone Routing Protocol(ZRP)E Jigte g

Ol0 MEAH0 =2 2tRE 22 4% Y22 HASL
3. Clustered Zone Routing Protocol

2 =20ME S & WERKIAMNNHAKS ctRE ZZE
= ct 8 212152 Zone Routing Protocol2 S 856t
0 OtE Clustered Zone Routing ProtocolE€ X &0t
CH[] J21E9 ZRPSE= €2, 2 LEYZ REGD U=
Zonelts 22l Zone Head& JIXl= 2HAHE 0RO,
EHAENZS AEE Sol0] Y A= S of

Li2}, Zone HeadE SE2ZM ct*E dEE 011N
StCt.

3.1 CZRPS X

3o [O81]2 CZRPY Jig X8 BH &L JI&
9 ZRPRXE JIEe2 mal.[1]Z2E289 2 aRE
O2EZ22 Zonelte L=&ni2(o 2150 Zonelll EXH
Sl LES2H9 SMNE2 HEsts  IARP(IntrA-zone
Routing Protocol)0l &5t 2, IERP(IntEr-Zone Routing



[}

2

200395 =22 B a}erE 7}

e

513

3 Vol. 30. No. 2

3L e
T

ol=2 ©

Protocol)2 Zone2tol Q1E82 98t Z=TEE2 M Zone
Headzt2l S48 8t ZT2E20ICt. BRP(BorderCast
Resolution Protocol)2 2t E B2 43 Al, Zoneg &
UK & B Zoned HIFIN EMote RES8UY
EME 8t TZESOI0H DHXAIZSZ MAC LayerOll &
X dte NDP(Neighbor Discovery Protocol)@ Zoneld Ol
EMots =E0 Get BEE N6 FoiA, HINFHA

ZAZ 50 “ HELLO” beacong HEE2ZM = &
2 HOIZSE HAISCH

1 Network Layer
+
MAC Layer(NDP)

-« Inter-Process Communication
—» Packet Flow

[22& 1] Clustered Zone Routing Protocol 2 X

or2He [18 2] 2-88 JImez o= se
Zone ¥ LIEIH O80|CH &£ s 7N ]

S5 " HELLO” beaconE EZSMAEHSEIH SEHOI 2

gHolsg Zastth [O82]

E, H, J, M, S& UR<LcaD &1,

AAL 2t st & SO R

re 10
m e

oo 1o

A, C,

= IARPE D|BI2Z 31, dAiE
E Jptez stk

N H B

P

[08 2] 2-&2° 2}RE Zone

3.2 Zone Head A& L 12I&
2 =20Md Hotal= CZRPO
XD UYL, Zoneldes e BHAH
= S CE0M Zone Headdt M5, 2RE
A, 28 Z2E = + U= G20 OtLiet,
ZH(Zone Head)?'o| QI E Soll ctRE ZZ2 AFA
£ ¢ % UL [E1]2 Clusterhead Gateway Switch
Routing Protocol[2]8 Z£28t0 BtE Clustered Zone
Head Node Selection AlgorithmOICt.[3]

CH8 [E1]9 Clustered Zone Head Node Selection

Algorithm0fl 2/al 8 & & Zone Head= dAJIHOZ &H&

= 2t
= =

ol
=
=2 s

i

593

S XE * HELLO" beacon& Edll Clustered ZoneE
S ML

Define:

Hop : hop %

N:EH =9 5

Cr S 10 HEHH A= &
S Ciatlt 0|28 EE9 &
Zi: G hop”®lQ =& &E
V: Zone Head & & & 98 vote packet

= i 22 vote packet &=

Si=t--

H=

.N)

c
A +
=

for (RE 0l &)

while(Z)){
Broadcast Cito Z;
Si= Ci+ ) ,Cj
Fi
o

}
L=ZS0A JIE 2 SEE DAL Y=
Send V from Cjto Ly
for (RE 012 =E){
if(vote packetE oLt Ol4 22 L&)
Zone Head NodeZ # & }

[E 1] Ciustered Zone Head Node Selection Algorithm

3.3 L&t oF

2 =20MEs 2tRE 249 5S40 0FS
of &tRE dxo AIATS SAAII DL SHCE Oteh
[D8 3]9 ()= =219 21E BHEE BHE

.

F P §
THIR ZH2ZS R ER B T TN Y-
& % zone2 el -———
communication .-

(b) Zone Head 2t Q) Q15

[1% 3] 2t2E B2 HFH0AM AZHEE =01D] /8t
o1z MA (a)=E2 2E (b)Zone Head2t 1S

[02 3]9 (@) 52t o1& MAEg £0, AHNoR
Leto Z2 432 L& SO A Route Request i AIX)
E ¥, S A= Route Reply HIAIXIE EUWCH Btod
Ofl, Xiotst 2102 Route Reply BIAIXKIZE ElLHE BE
A AT 42 2ol Three Way CommunicationE &
28tLt.[4)

Orhel [O& 4]= Route ReplyE 24 I 01RH X=

OIZ= EXIOICH Reply HIAIXIE EUIIE 81QUot= =2
= Pre—-Reply MAIXIZE 22 HHEH SXE



20039 = B=AR AL 7HS sttt

=73 Vol. 30. No. 2

2 2+ 2 dio

1(Challenge1)8 Z0l 2l Pre-Reply MAIXIE 22
L j= Private KeyZ Challenge1 2 &3t ot01, =& joil
A M45 ZXLE2Y UAl sHEYWD. L& (s
Challengel2 T j2 Public KeyZ =3 3l5t1, CHAl
Challenge2& 2531610 Reply HIAIXIZE & == |0l
H 2UCE 0l2ist HF 2 HY F LS ig j2tY 90l
OIR0{ZIC. 9+S, Route RequestE ZI&sl= S0Hof 2!
ZO0l A3 SIS oY a2 =80,

P T— FrezRenly.t. challengel................

-.. Encrypt(challengel) + challenge2

Reply ha

Encrypt(challenge2)
[D 4] iRE H2 8 Al LSt 25 B

3.4 Zone2t9 218
CZRPOIA S =& Zone Head?t2 o= [O& 4]9

AF BXE GEL 4RE = €3 Al IARP, [ERP,

BRPE Sdll Z2& 4Jol UOIO CHE Zone
HeadZ QLI &P 215 BXE Sl MZ22 HZ0|

g0 otie [D& 5]2 32 S0t == S, R WE
TSI ME2 Zone Head =& WE BHLI & &
Zonet2l 1S5S S L& S WA MEZ2 3=t
SFHED & F2'2 =S ROl B Z20AM M2AZ A
= Ct

3.5CZRPE 0| S8t I8 AR €3

Ofgiel [0 512 Zone HeadZE HIEQR 3
OiM &< DIXIS ciRE dZE &Fole=
=Lt

I

B30I 12 Hu 1o

594

4. 29 HO W3HULIS

fo HAE 21RY DZ2E2s S 438 4SO
=0 HSelo 32Y FRE RN AMME U8
A2 Ho MOl HHUSO BRSHCH(5)
HEME Ho NASE S UEIE ASY A2 8
USUS I =5Hs WHOICH £ i jo 220t 21
SYCD NEYE P, =S 1= UE ARE &I s
RREQ BIAIXIE 2212 HaA UK &9 QA &
01 A7 LIZICH O3 DHHOA JIZES 200 Chat
HBE D U= M2 =S kOINA RREPIAIXIS
2 S, MHH 242Y B2 T KMk 0
Ch

S P
olgl 2 &

[=]

B2 JEQ 228 H2I =9 ose=z
&2, Expanding Ring Search J|gg8 &8
Ot ct*E F2ZE MEFHSCL =, 929 Time-To-
Live(TTL)2'S SItAIHA B A RREQ MAIXIE BUZ

NME2 32 230 02 IR0, B2 HEF0 LiE
HMEIL G 00 BoE 20 = 32 €38 R

T8 CEHMRE EHEL FE2E HWEFs.
5 ZE X &F 32 UAl

EFINAML Y B3Z &3 MOl & F
U= Yooz L =2, Zonedt 2E
<? 2O MIATE 02X 3L, 2 =
otst CZRPE Edll JI&ES ZRPELE IXH
ZE S0 SACk. £3, 2 WA HHUS

+=E 010 =

#F 03 HHZE O U2 MY S4E
HFZA0AS e S gors DMG

Jiow
w o

=

=
0z

A
-
€ A

[1]Z. J. Haas, M. R. Realman, “ The Zone Routing
Protocol for Ad Hoc Networks” , Internet Draft
draft-zone-routing—protocol-01.txt, Aug, 1998.

[ 2 IKachirski O, Guha R, “ Intrusion Detection Using
Mobile Agents in Wireless Ad Hoc Networks” ,
Proceedings of the |IEEE Workshop on Knowledge
Media Networking(KMN' 02), PP:153-158, 2002.

[3]2AX, 2453, BHS, “ f4 HES HENAT &
MiASl By 2L got” | st=F 2088, 308 &
HetswHE=SE, Vol.30, No.1, PP:245-247.

{4 ]Lakshmi Venkatraman, Oharma P. Agrawal “ A
Novel Authentication scheme for Ad hoc

Networks” , WCNC, IEEE, Pages 1268-1273, vol.3,
2000.

[5]1 Zygmunt J. Haas, Marc R. Pearlman, “ The
Performance of Query Control Schemes for the
Zone Routing Protocol” , SIGCOMM, 1998.



