SR 585 SHANEESAES] =28 Vol.I3,No2

o] 83 Threshold F|2=Y=-235 7] Retrieval
X2 e

Threshold Password-Authenticated Key Retrieval Protocol Using

Bilinear Parings
Songwon Lee and Kwangjo Kim
International Research center for Information Security(IRIS),

Information and Communications Univ.(ICU), Korea

2 o

B =BdiEs 29 A4S 9§ threshold siA29=-¢&
tgict, 29 Abgxbe A AL @Er o)9e BRIE o) &dld UEAY A
b S AFSAE U R oA ZREES 29 AMRAS A A9ARG
d79 AMEZRE ¥YsE OERE ¥ ¢ IEE g B
1, OE-Mu 27 Aladel B3 F9) shU M, g F9 AR &4
AFgA7E AN wiEIE UeEs @ £ Qe ZREZS AU o
H%z9 threshold H2H=-7iwt 29 TZESES AUz
Z )8ty (kn)-threshold scheme& Al& &t} #A|¢tH schemed Weil o)t}

_?L

flo 2
I >

®hg 7hA|

o

e

L3l & 2
& o [ >

2

vl 7S

g 2

5t
),

o

A, B eRe

y W T

p
2

7] retrieval T2 EZ S

Tate AolA 782 & gle FAE 2o 7w g

L AE

AH Y F&F HHoE ARSI UEH AR
golshdl 28 5 . olF Fad, Aux ¥
HAZREH 539 Mu2g @AY ud FRE
Abde) Mulel AR F ol HIFd tER=
g 4 ek ojw, Abg At AAle] HEE AHEA}
A& AwlA FAAA Fojopt Frh A& A
ALIAD)E FF87] Hsted, B2 AAA 27
EL Aad=-vinte] dFe g ey
HE2e AHgA A= ez A2
g T Ad™=Hn 4A 71dE + doe 2
23 FAHE kAR e, AL & T4
A7 H2H=g HA FE5H 2 F UASS 90
gk 279 AMERbE ARde Fg 9gr) o9
927lE olgste HENIN HLsd ALY
479

WYy g ctezenzt sl ALEAE 93td, =t
Ao BdAZRE AL Y 49E = F&
FUsz g=r. 2vE FlEE 1L ARE A
ZFite F8% Loz AFIATE 2L 2 3
FelA H &3] g Aol ged, £ EH
3ol 7i%G. 48 S8, AHEAE AvE Jl=
ste] BAIS Y3 Hxo QAEHo)2E HAZ 3§
o ol THNA, AHIF Haf= Ny
Z ZT2EFEE] Ad=Hz on, Periman %
[13}, Ford 6], 2.2 2 Jablon(9] Eo Aitet =
BEZo| yHFHoth B =&8dME gE5-MME
o} threshold HAHE 29 Z28ZE At
ot 7)E Aotsl TF-Au Z2EZEY A
£, ARE Fo AR &4" AS AEAE =
2EES 4FHez g98% F Yo F, 24T
AL AegAE Axle HLIE OeE2E 8 £
gA Ao B =EdA Addte ZREEZEL

- 463 -



rot

=YL 585 EAYELESEEUSE =FE Voll13,No2

(k,n)-threshold scheme& AH&8t=d ©x] k79
AAE MulEgte T3t HYINE EBETLE

% gt} 989 scheme Weil %oji} Tate %
qx TEE F As dAY %o 7|u g},

II. AHA FH]
1. 38 a3

Perlman® Kaufman& B 27| S <tdeA &F
g £ g Z2ZEZ(13]E A¢tEdch Ford9t
Kaliskie #H29= Zslhardening) Z2EZ &
Bt FAL B F e dF-AWE o
e urilele AgET. A TZEZLS Ay
g} ALERIZEe] EAL Edd AHERY] FHAYE
g A8 vYAEE U 5 UEE g £,
Jablone HA=-7]8ke] gF-Mu 29 Z2E
2[9)e AgsAEY, TZESL 2o AEA
= A¥E AFE § 2 A uLIE BT
3 4 9o} ojAe TREZEL A&7 44
J198 4 Qe H2gsuke Agsm YEd,
(61 [0l =Z2Ege F7H& 2487 HstH
tE-AE AHgstn g a8y, AWE Fol
A A7t &48 A% AgRE v A
HA7)15 4% F A FHed, ol 7|7t &4
22 ARE ARAI FEE F Y= AF}E 3
Mol EAleltt B E=RgxE olg e EAE
A7) A% st BHE AL Boh

24, A7) ME QA AAE Z2EZS T
3] AR
Parameters. Z2E22 Zy0A 957t ¢
27 QoA BEach G76M p, g 28D 1

5 aFoln, p=2rg+1, 2F7(K2%
rq olm 251¢g(2 Yol
Enrollment. Al&&tE HAAY= 78 AEsta,
«= h(m) ¥ Az, e WAy UE A
gt 7 dell, nldl s, A= H"T
3 Si= g.0's Adssd, d9gz A5l
# v.€ gll,g—1l¢ Agdg. aga, AR
Aol st2EF|2A j-HEL] dA 7] K8
gasey, K,=rS | 1S,) (mod 290t}
olz olgstd e wHAINE gEu. F,
Ug= {0, wg nixely) @3z proof m,
=hK, |l 29s A4t

o i

of oX 0

e

1. Client: (D 4,5 Uk, proof px}e 2+ Au
L; Giel1, Dol A Ao

2. Servers: 7 A Aol #EIE
Ciol 49 AuE AZE

1
Ju

Authenticated Retrieval. $%0] ¢8d %
AgAE a4 A4l vgIE BFE £ e
b, °o]& gsle g9 #Bxg syt

1. Client: 999 W& xe[1,¢—1]8 AH3%

¥, X= g, (mod pE AN, D,
X}E AviolAl A3
2. Servers: a3 Argzte Carg {ID,

yo Uk, proof pc g z3lste} Y, =X"7
A}, {Y,, Uk, proof px}2 Zato]d e
A Hggct

3. Client: 2zt A9 i€[l,nld dsd
S:=YY (mod HE AT, vh2E7Q
K=wS, | S,1-1S)s gxsct ou,
proof px #WK | ojw =ze2e £x3

2, 28 gom udy] U= p{Ugs
Eaia=

2. Threshold ¢4 &A=

Y7 & scheme2Z E83¥E Threshold

scheme?] 7ML [14]94 &MEHAE, T o]F2
228 schemed] W& 2o AF7F FPH gl

(k,n)-threshold H]97] 3+ schemeZ n7)<]
FARE 7+e] ZZEEA, A7|dA dealers
v W (secret)oll #3 B H(share)d A3
nlY FoqREo A w2a
C kAAE e FARER o] Fojz gy FAUL

A 2§ secretdl BF ojwI FRE Ao

3 4 U
- Ho% k7Y FAREZR ol FoiA doy F

bR 2F& 3 Al olulol secretg ALt

3 3 5 Ao
& A E 2ast Aetslna sl scheme

A8 7)<sct. A¢HslE  schemedlA &
(k,n)-threshold schemes *H&sted, AHEAE
v g e OF M EoA BAAZC ojd Ay
o MEe n=22k—1 Rz AT (12,10



=322 5535 SAYEES

il

=03l =2F Vol.13,No.2

gAay Ga gag G2

7t dttm &z 23 d 28 A oS
A% Tt Ao ogtn Aged. PE 94z
Giol A4AZRR s 28z, 86 <6268
e 4 BFeE FAE Aol aak

1. Bilinearity: 25 P,QsGis} 2= 4,beZ
o thated, e(aP, bQ)=2&(P, Q) “ olt},

2. Non-degeneracy: 2% @QGpo sy,
&(P,@=1cl9d, P=0 o]t}
3. Computability: ZE& P,QsGo] ujateq,

e(P, Q% Ayl 91 ag4< dxnelF
of EAg.

ojdel 7 Gt GE F3d, g e ¢
38 EAE A + AUk

- Discrete Logarithm(DL) & A
PPeGyt i3 & W, P=nP ¢ 53
= A5 n& 7O

- Computational Diffie-Hellman(CDH) & A):
a,beZe) dste] (P,aP,bP) €G7} Fo]
A& W, abPE T8t}

- Decision Diffie-Hellman(DDH) &
a,b,ceZo) ity (P,aP,bP, cP)eG7}
FolHE W, c=ab (mod @AA A¥E A
hia= g

- Gap Diffie-Hellman(GDH) & Al:

CDH %A+ #7] ol#i$v DDH A& 4

& BAEY ¥HE B
AANY BE FE3}7] 8o, Weil?d E=Tate
2& ol&g = glth
M. Aot w3
2 Felde Altsinz o}% Aol =

threshold 2% X%

2dg AW F A

4

2de [9lelMe Ed3 fFASEAT 2 O7EA]

e

ato]l o] 9l

$A, 9289 scheme threshold 7H
s, AEtE e Ao vYA
A7) dealer?] HEE s

a3l m, A¢HE schemed AHgAe] IDE ALE
sl ID-71 SEAIAHS AlS-3t=d Boneh$}
Franklino] A¢ts IBE scheme[2]1& o2 & 4
gk, AbeAtel w=™I|E AMAEE TA(Thrusted
Authority)7} £33t 7HA do

Enrollment. AM&2He [14]90 A8} AR @
o2 (k, n)-threshold system& 4 @t}

7)o A AbgAE A BT QpE A
31 TAZRE olo tgste vd7 DpE
& Aoz 7pA g

AEAE A AP RY pAe WY F
& 7 YiEs 2zso ozxE vi2H dd 7
K, & RAET vtA2HI2 Y7 E SE 3}t
Dyg gt Aoz, staEsls H2d=g
AZE AE@ VE A4 B ALRAE o gl
BRg Y, Dg gz VE Ra9 DS &4 x

e Mo Al AEEG. HHE ol FAF F
A7

A

[o]
d4s
= H
BE Eab

oxl

12

Authenticated Retrieval. AH&A7F 7183 9
9o gyl Mz HEINNE 9 A$,
AHgAtE ¢4 threshold Z2EES #3349 z
Ao HY7E FFgth olwe Hok kY ¢
ool AulE AHAsY, (4l M9 e dylez
Lagrange Interpolations )&%t}

7| A, AMRAZE AREStD e TR E
AR T E Al AAAE ojud AR® A
o A YdotE AL FHEIC

4, AgtE Aoz kAl MME HA Y
edyd HAa9ge ARE A 8FH WAAES )\iz-l
d M SolA B la FAE A S
5 A AFE AHe 748 FEE 01%6}04
edE S HAAE Rt o, HoE 3
ool gel Muel A gEste wds Dot A%
& VE & A A AFg

AHEARtE M ERFHY SHUAXE o &8t
o stz WA 7 K.e 458 7 ol AU
& AFY. w2Es A AE, ol ol %
sto] gzstd ®AIE iii} go=n d3te

HE71E 2=

- 465 -



ot
Hi
03
HL
HI
fo
o
o
Oln

AZEE S 8=thS|

=22 Vol.13,No.2

2. 2263
1) Setup

B dA A= Boneh® Frankline] A|¢sk IBE
schemeol A 9} FAIRE AL I, B} dA
3 &g e sx= 6] #F28 F o
g7l TAE [6]A4Y vE7] YAHAHPKG)S
qgg szl GDHZI $8e 4z G
3} FAE G2 AR Y on o5 TUYF 2
& 9% g8 e EY, PHY AR &
G\xG =G, yAA PG, a8a upag ug
7] s€p 2,8 AARY 281, TAE Ph=sP
g Tan, ¢588 Hash@ds H{0,1}—Gz
HyGy—{0,1}" (for some n)& A3},

374 HeElejgES

params = {G,,G,,8,H,H,,P,P ,,}o|t}.

AHgAtE TAZRE A9 vgs] Dp=sQp
g et 97944 Qp=H (D)o},
2) Enrollment

AHeRE H2Y=  gE Rp=
H\(ng 734 a2d1n g3 2o A% k-1
o) tgae ARerh

fo)=a g+a,x++a,_x*}

AR,

’

AN @g, .01 S22 P dgoln,
aye AgAte] B gkolth AR AE Rpale] 7)™
HAEE AWd §537] At 1d1e Z2ES
& 3@}

Client(A)

=f(
Y=y0p
K =é(aR;p,0p)
K, =H,(K)
K=K {Dpp}
V=H,(K, || Pus)

Servers(L;)

QID’YHDK’V

I8 10 8% ZEE

M

geleldeE: Z+ My Ly (iell, n)dlA
{Qup, Y, ,Dg Viz A48, ol T4 MY
= o5g ARG

3) Authenticated Retrieval

gy & H337] Yo, FPoJdEE ]2
o ZREZS FIPF kY M¥ES S=
{L 1<i<k}z et

Client(A) Servers(S)
x€, Z,
X =xR, Ops X .
Retrieve
{90.Y.D,.V}

R,D.V R =e(X,Y)

K>

<+

=11 -j— for each i” server
jes,jxi J 1
K =TT~
ieS
K, =H,(K)
if V#H,(X,|P,,) abort.
D, {Dy}

D _I/K;‘

ag 209 B ZEEE

Y Z2EZY AL s o 4A AF
g F ot
K =Hé(XRID’yiQID)]iX_
ieS
= H (YR, Op)

ieS

—He(f(l) H / RID’QID)

ieS jes,j=i
"'e(Zf(l) H J RID’QID)
=1 jes.j#i

=é(ayR;p,O)p)

- 466 -



=8Z| Vol.13,No.2

A=)
g 24

T FEvh ALY Z2EES <

°ﬂ"1 EFet A =38t o7 E VEF
2 F A §¥9 32 Z2EZ
(robustness)ol tisle] A&}

A, 3A4AF Rpdl g ojws Hrx 7}
A3 A @Eoka A £ Qo o, Z2EE
< FE3 HEE AFEA ez FHA
n} Rpol gatd Atd 3248 £38%8 4+ 9=
stefob k. BY, Rpz <1 sle $A49 2
Sol, BAAI AU AEE AEAAY B
g 4 Joide < Hel, axkd TAE & @
) B oHy F4Y YRE ¢ + YES
st ¢ ol

A4 EFWAA, A8&AE 1 B old #THEE
HE ABE =EFA7|X g3 AHEREY D
@ uds1E 58 4 glojob @

Rp £ xd) g 3. A8E FoA g%
o Aukuehz &AHEQAR TR RpE
gE53tgdta AR old, 8= 19 vl
93 7] K,& wssted 3y et =Z=2
EEe £8 Fd, Rps AYs2 go A
olHgd AEE AFHA Fe olgigt ¢
Discrete Logarithm Problem (DLP)$% Com-
putational Diffie-Hellman Problem (CDHP)E
g AjzE ollle] E7i7t P utm AR oA &)
F Al oldle] ojH 3t FARE x 28 A A
K,s 9& 4 gl

o, k 7} o]49 AMul7} &A4Ho AL&AI}
zZ E%% Aedeoz gtastx g soat
%, K,& x=259% ¢+

A

o, |o oXx

ZAA1512]. BAXMEE n=>2k-1719 MW E F
A k-171¢) "‘l‘ﬂl’ 48 Ao Fox
schemeo] AFH o2 98FE & UEAE &9
A&, AERE FE 2“ ol  threshold

schemes FAE we] ZpelM 7Y RIS
e Mg G F 9oz Mt metM, n>
2k-1719] M¥ Fol A Bolok k-17]e] AwE &
AL F YE TART EAYRYG FAEE,
ool ke MEMEBL ZplAN LA REE
#9498 HYge A2 $ Yok Ml% A H =
Hl2gle] BEE oHE YRE AL & ot

A

T O

N
s
flo

e Qe 4

%2+ scheme®

5o Aoz FAEH

V. a3 24

(617 [9]e] wWlZEHE w, 39 schemed
threshold ©)%te] M7} &AL Fo] A
F el @4 ke F4EA MHEe] TZE
2o F9Eg & UAdHE, AERE AN HEY)
233 5 glg

i

E1& 919 $399Y schemed 94 RHix =
Wl A wuexn gl o7|dA EY M2
A¢dte] Baie FAAAte] 2318 e,

E 1 7] 57 A EolAES AN F3}
Jab01{9]

A ¢tH scheme
S,- - Ril,.\:'I
1s,) | K'=hqTS)

ie§

S,=R"
K'=k(S, ||

N
ko
4
e

re
>
4

-

nkE kK(E+M)

E1Z3E, 7] 27 o] Zeo|dEs] Ay &
zwel A $29) schemeol [O1BT B8 MU
% QT &, nE>kEM), @714 n=2k-1
& k229 A%, (k-DE-kM>00]7] mEo]

3T,

Y

g fowme

|

B »

A

=EolAE "HE-‘% threshold 2 =-7|
o 2% ZREES AUdsA Agd Z2E
L off-line F5 01] PAYEE »SA7|7] &

27 A7 979 Mu2RE A4ad b
‘“éﬂa g2 & F JAEE $c) olu), client
g92v7ie FECANA AAHAE ARl ouE
HEE 7HA 3 JA @

B =5L gF- ’\1‘51 27 A&de B F9
U2 A, MHE dR7L £45H%98 AEE
) P I R Hl@ﬂ]%— g2 & £ e
Z2EZE Agsgded, o2 std (kn)-
threshold scheme& Al&3}5th. A|<te scheme
Weil #olu} Tate BollA THE F e FAE
Aol 71vk g,

FaEd

[1} S.Al-Riyami and K.Paterson,
Public Key Cryptography”,

by

Ko

"Certificateless
available at

- 467 -



Y P 553

ro

SHYERES

B3] =22 Vol.13,No2

http://www.ime.usp.br/ rt/cranalysis/Certif
LessPKC.pdf, Jul.2003.

[21 DBoneh and M.Franklin,
Encryption  from  the
CRYPTO2001, LNCS
Springer-Verlag, 2001.

[3] S.Bellovin and MMerritt, "Encrypted Key
Exchange: Password-based Protocols Secure
against Dictionary  Attacks”, ProcIEEE
Symposium on Research in Security and
Privacy, May 1992.

[4] SBellovin and M.Merritt, "Augmented Encr-
ypted Key Exchange: A Password-based
Protocol Secure Against Dictionary Attacks
and Password File Compromise”, Technical
Report, AT&T Bell Laboratories, 1994.

"Identity-Based
Weil  Pairing”,
2139, pp.213-229,

[5] JBaek and Y.Zheng, “Identity-Based
Threshold Decryption”, JACR eprint,
2003/164.

[6] W.Ford and BXKaliski, ”Server-Assisted
Generation of a Strong Secret from a
Password”, Proc.9th International Workshops
on Enabling Technologies: Infrastructure for
Collaborative Enterprise, IEEE, Jun.14-16,
2000.

[71 F.Hess, "Efficient Identity Based Signature
Schemes Based on Pairings”, SAC2002,
LNCS 2595, pp.310-324, Springer-Verlag,
2003.

[8] D.Jablon, "Strong Password-Only Auth-
enticated Key Exchange”, ACM Computer
Communications Review, Oct.1996.

[9] D.Jablon, "Password Authentication Using
Multiple Servers”, CT-RSA2001, LNCS
2020, pp.344-360, Springer-Verlag, 2001.

[10] B.libert and J.Quisquater, “Efficient
revocation and threshold pairing based
cryptosystems”, PODC’03, pp.163-171,

Jul.13-16, 2003.
[11] P.MacKenzie, T.Shirmpton and M.Jakob-
"Threshold Password-Authenticated

sson,
Key Exchange (Extended  Abstract)”,
CRYPTO2002, LNCS 2442, pp.385-400,

Springer-Verlag, 2002.
[12] T.Pedersen, "Non-interactive and Infor-
mation theoretic Secure Verifiable Secret
Sharing”, CRYPTO'91, LNCS 576,
pp.129-140, Springer-Verlag, 1992.
RPerlman and C.Kaufman, “Secure
Password-Based Protocol for Downing a

{13]

Private Key”, Proc. 1999 Network and
Distributed System Security Symposium,
Internet Society, Jan.1999.

A.Shamir, "How to Share a Secret”,
Communication of the ACM, Vol.22, No.l1,
pp.612-613, Nov.1979.

(14]

[15] D.Vo, F.Zhang and KKim "A New
Threshold Blind Signature Scheme from
Pairings”, SCIS2003, Vol.l/2, pp.233-238,
Jan.2003.

[16] T.Wu, "The Secure Remote Password
Protocol”, Proc. 1998  Network  and

Distributed System Security Symposium,
pp.97-111, Internet Society, Jan.1998.

- 468 -



