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XKMS(XML Key Management Specification)
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SOAP(Simple Object Access Protocol)2 XML
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<soap:Header>
<xauth:credentials soap:mustUnderstand="1">
<xauth:PublicKeyCertificateInfo>
<issuer>
CN=XKMS Server, OU=Netlab, O=Kwangwoon Univ.,
L=Seoul, C=kr
</issuer>
<serialNumber></serialNumber>
<xauth:PublicKeyCertificateInfo>
<xauth:AttributeCertificateInfo>
<issuer>
CN=AA Server, OU=Netlab, O=Kwangwoon Univ.,
L=Seoul, C=kr
</issuer>
<serialNumber></serialNumber>>
<xauth:AttributeCertificatelnfo>
</xauth:credentials>
</soap:Header>

1% 20 SOAP 34
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signature anegz
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H 4 35 0 B =544 AedHE &4 45
A9 4 AH HWEE Service Authentication
Infos, Access Identity, Roles, Clearance ©lth.

B 2% 2= AR B =894 AEHE $4
olZzAe] X BWEeE Authority Key Identifier,
No Revocation Available ZE=o]t}l,  Authority
Key Identifier Z=& AA MW F7] AFA
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<?xml version="1.0" encoding="utf-8" 7>
- <AttributeCertificate>
- <ToBsSignedattributeCertificate>
<vers:an> 1</version>
- <holder>
- <baseCentificatelD>
<Is5uerOfPKC>CN=XKMS Server,OU=Netl ab,0=Kwangwoon
University,L=Seoul,C=krc/issuerOfPKC>
<serialNumberQfPKC>3964 570</serialNumbarCfPkC >
<fbaseCertficatelD>
<fholder>
<issuer>CN=AA Server,OU=NetLab,0=Kwangwoon
University,L=Seoul,C=kr</issuer>
<signature>http: //www.w3.org/2000/09/xmidsig#rsa-shal</signature>
<senalNumber>4824595</senalNumber>
- <attrCentValidityPeriod>
fore>030701 >
030731
<fattrCentValidtyPerad>
- <atibutes>
- <ServiceAuthenticationinfos>
- <Sveeduthinfo>

<Service>User Account Manegement</Servite>
<identity>administrater</identity>
</Sveeduthinfo>
</ServiceAuthenticationlnfos>

- <Roles>
- <Role>
<RoleAutherity>CN=AA Server,0U=NetLab,0=Kwangwoon
University,L= Seoul,C=kr</RoleAuthonty>

<{Rote>
</Roles>
«Clearance>Top Secret</Clearance>
</arrbutes>
+ caxtensions>
</TobeSigneaattributeCertificate>
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i lua>MCOCFFrVLEF

OTFEALE =</Signaturevalue>
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From locathost=3555 From rnetlab 38060
[POST 720sp/sardel/mcrouter HTTP/1.0 TP/ G200 0K =)
Host: netab3.555 Corten-Type: maunl, charsat-§
[Cortmnt-Type: tx/xmi; chars st=utt-8 [Conteni-Length: 458
[Corant-t ength: et-Cookie2: JSESSIOMD&DQ-)(M V nln I iDiscard:Path="/s0s
S0aPActon: = ot-Cookle: JSESSIOND=Bz0baexnt Paths /80

fDate: Sun. (2 Nov 2003 21:18:47 GMY

< varsions 1.0° encodings UTF-8°7>
{<SOAP-ENV:Envelope xmins:SOAP-ENV=Tttp://schemas. xmisoa
<SOAP-ENV:Haader>

{Sarvst-Engine: Tomest Web Server/3.24 (JSP 1.0: Sarviet 22 Java

<omi versions 1.0 encodings UTF-87>

misoar
[</SOAP-ENV:Headen>
<SOAP-ENV:Body>

<SOAP-ENV:Body>
50+

xeming.ng ey
<zodiac usitypes'xsdiswing”> Aries (/zodiac)
</ns V:gettioroscope>
</SOAP-ENV-Body>

(/SOAP-ENV:Body>
</SOAR-ENV Emvatope> </SOAP-ENVEnwiope>
o s N o
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- Xmigoar

</SOAP-ENV:Headen (SOMP-ENV:Body>
(SON“-EN\' Body>
" 507
dm'.x csi:types xsd:sting > Ades </zodiac
</ a1 :getHoroscope>
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