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4 Software Product Lists

0S := name, version # OS name and versions

Sw ;- name, version # Seftware Product name and versions
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Role-based Multi-thread {

thread? queue {ftp)

if { thread1 queue != full )" ’

if { data == ftp ), .- data;
push data ; / pop
Cottecti o
:-: e - thread2 queue (http)
Distributi T T
" if ( thread? queveds full)
if ( data == http } T
# P
network \\
N N thread3 queue (smtp)

if ( thread? queue i= full 7™ |
if { data == smtp }
push data ;

i
i

(28 7] 4% 7| ==41 24

Clone Model

clonet queue

Searching
&

if (random queue != full )

push data ; AT b;tming""
// pop data ;
i
Collecting e
& Tl clone2 queue
Distributing ™\ Serching
\\ T :g_—’
\ ;
i
{
network \\
\ clone3 queue !
. . Séarching
e *’M — &
N Matching
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# Pattem Structure

Rulelnfo  := {id, name, ..} # General information
RuteHeader := {protocols, ports, ip, ..} # criteria of grouping

RuleOption := {flags, ttl, signatures, ...} # additional information

(29 9] 3URB 7=

o] A AYRY 720 B9€ RuleHeaderd
7 8452 WY 552 dAR 28 ¥
ge 71Eez AHEEn. guHos Z2EE, IE
A3, P F2 gol 2§t 7jELs o8 o
T okl 39 2ol IURY 259 29y, @
o A 728 S0 £Y8 dolEHYG AR 5
9] vlasiol & £ F43] FaMo.

(2% 10] AUR/Y 559 e, ddua 72
44. 1% YL 99 4A 49

2 AolAE NIDS9 AYFA 715 ESdA uA
M BA/AAE Bda) A A Hoe %
Ado] EH@ AYFE E5S vlwg o va A%
€ J23Poz H5ANE 24 F Y= 44 949
€ AR

H74 e 6, NDSE FY #Y Jls BFA +F
¥ HoJEl9] Payload FEH FY#HE F9E
Signature FE& vlazd}7] #l& 14:9] HE] e o)
3 duelFL AMEEtl NIDSY Jly 24 F 1
Rep} & REog gjoJelg E4yo] ma} I} WE
PJv& Hol: E5 jj9 dusjg s FHEY¢ + Y
ok

2 &(Misuse) 719t NIDSQ] 7A$ @A7A <A
AYFE 55L& 4439 UHEYD oHE U4 A
ol¢} H|WE A drt. oje MEE HYHHol
F7HETE 94 vlaser & A9 FUME 9ngid

223 Ygutgo g Brute—force, Regular
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