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Cyber Attack and Defense Modeling
Using Vulnerability Metrics

Jang-Se Lee - Sung-Do Chi

Abstract

through case study.

The major objective of this paper is to perform modeling of cyber attack and defense using vulnerability
metrics. To do this, we have attempted command level modeling for realizing an approach of functional level
proposed by Nong Ye, and we have defined vulnerability metrics that are able to apply to DEVS(Discrete
Event System Specification) and performed modeling of cyber attack and defense using this. Our approach
is to show the difference from others in that (i) it is able to analyze behaviors of system emerged by
interaction with functional elements of components composing network and each other, (ii) it is able to
analyze vulnerability in quantitative manner, and (iii) it is able to establish defense suitably by using the
analyzed vulnerability. We examine an example of vulnerability analysis on the cyber attack and defense
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