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ABSTRACT

Recently, IETF Mobile IP WG focus on security problem issues in Mobile IPv6 and provide appropriate
protocol to solve them. These include the protections of Binding Updates both to home agents and
correspondent nodes, prefix discovery messages and transporting data packets.In Mobile IPv6, control traffics
between home agents and mobile nodes uses IPsec to avoid that mobile nodes and correspondent nodes may
be vulnerable to attacks. It is used, however, Return Routability procedure for correspondent node to assure
that the right mobile node is sending the messages. In this paper, we propose method of IPsec processing to
protect messages between home agents and mobile nodes.
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