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Abstract

This article describes the survey of biometrics verification system and the analysis of evaluating perfarmance methodology. For
this, firstly, survey is performed biometrics verification methods and systems using bio-based features and behaviour-based
features. Also, I want to analyze the trend and utilities of hiometrics verification system by evaluating perfarmance methodalogy.
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Fingerprint Human Face
Measures characteristics Measures characteristics
Mease | ociated with the ficton of facial
ment ridge pattern on the fingertip feature patterns
« optical «still camera
Cature + silicon chip * Video
Methods » ultrasonic * Thermal imaging
*Can use standard
* Long time use-proven Video camera 1nn.1t
. , »Can be used passively
* Relatively high accuracy .
- Generdl ease and speed of | oLy coeplable
Features use " Can be used vith
. . . previously compiled
» wide variety of applications shoto DB
« Numerous verder selection « Not affected by skim
tone, eyeglasses
or expression
+Can be affected by
* Requires cedicated device lighting
-Sml] 9% of population have * Update or adaptation
poor prints due injury, may be useful due to
disease or ocqupation changes in apperance
Consider * Same lingering criminal over time
ations cormotation * Twin harder to
*250-~1KB identifier distinguish
+600 - 3500 B identifier
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- DNA €

- BT ¥4(sweat pores analysis)
- A 4(ear recognition)

- 4F A% (face thermogram)

- HA & (odar detection)
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Voice Ins
Measures multiple characteristic | Measure features associated
to create voice print, such as with the random texture of
m;fe frequency, amplitude, harmonics | the colored part of the eye to
/subharmonics, thythm generate an ‘Tris code”
» Highly accurate
* Sodially acceptable * Very stable over lifetime
* Can use standard handset, * Passive collection
sound cards, mics * Works through glasses,
*Can be done over existing contacts and goggles
audio  channels, such as * Works with very
Features telephone lines dark/narrow eyes
* Generally cannot be defeated | *"Live eye” sensing available
by tape recordings or mimics * Not affected by common
eye surgeries
* Background noise can interfere * Dedicated device
*Can be effected by illness ar * Mirrored sunglasses can
stress interfere
» Slightly higher template size * People sometimes very
*6KB identifier sensitive about their eyes
» Should use similar mics for + Limited focal length
Consider enrollment and verification depending on device
ations » Updata or adaptation may be » Affected by same eye
useful due to changes over diseases  (cataracts)
time »500 B identifier
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Measurement

Measures characteristics of hand written
signatures-shape, speed, pressure, pen angle, sequence,
elc

Devices

« Signature ar graphics tablets
» Special pen

Featires

* Particularly compatible with financial/legal transactions,

* Unintrusive-natural act-highly acceptable

orders, document signing and pos
*Many can use built in graphics devices-PDAs, etc

Considerations

* Requires multiple, consistent captures for enrollment
*Can be affected by behaviaral factors (stress,
distractions)

* Update or adaptation may be useful due to changes
over time
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