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DDoS Attack Path Retracing Using Router IP Address
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Abstract

The best way in order to protect the system resource from Distributed Denial of Service(DDoS) attack is cut off the
source of DDoS attack with path retracing the packet which transferred by attacker. Packet marking method can not use
ICMP cause by using IP identifier field as marking field And in case of increasing the number of router, retracing
method using router [D has the size of marking field’s increasing problem In this paper, we propose that retracing
method can be available the ICMP using marking field for option field in IP header and the size of making field do not
change even though the number of router is increased using the mark information which value obtained through XOR
operation on IP address,
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Marking procedure at router R
let p be a marking probability
let mark fields be a fields for mark (distance, path jrfo)
let encode_ip be a encoded router IP address
for each padket P
let x be a random number from [1.100)
if x < p then
i mork fields| distance] == nudl then
insert mark_fields in P
Pdistance <- 0
Ppath_info <- eccode_ip(R;)
else
Pdistance <- Pdistance + 1
Ppath_info <- P.path_info & eccode_ip(R;)
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Reconstruction procedure at Vietim V;
let mark fields be a fields for mark (distoree, path irfo)
let encode_ip be a encoded router IP address
for each packet P
if Prark_fields| distance] = null then
let path be a Prark fields{path_irfo]
for P.mark_fields/distance] to 0
path <- path & encode(R;)
if path is 0
extract path'RL.Rj) by path in attack path
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