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Abstract

The core of class loading is assured of type safety. The security of Java greatly depends on type
safety. In JVM, type safety mechanism is very difficult and access of accuracy is not clear, so type
safety problems were raised.

In paper, we analysis simple Java code and present a diagram graph and an operational semantics
for dynamic class loading and type safety.
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public class Test {
public static void main(String args[I){
CallCheck cc = new CallCheck():
ce.call(y

public class OtherCheck {
public void otherCall (Check ¢} {
(new FirstCheck()).fcheck(c):

intf = ci;
}

public class CallCheck{
public void call(}{

OtherCheck oc = new OtherCheck();
Check ¢ = new Check();

oc.otherCall(c):
) }
public class FirstCheck {
public void fcheck{Check ¢) {
Object o = c.ii

}
public class Check {
int i

}
public class Check {

Object i; C:/Test/test3
) loader1AM %%

C:/Test/test3/temp
loader2A X %
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A zZbut FHAd AL Check:7t EEH7] A7t
A e Checkidl AT i EY°l Check:2l 3
2 Az ¢} WA HeA FAIFA FEoh
WA otherCall (Check ¢) WAE7t F8E
o d9)7t LAFA B T o] HAEo
ciZb EASA FEdd 2Ank 7MY wAe
9] & LAATA] & Hold B©HY dAS

172



g 2d=93 2003 EAFHSEsHS =3 Voll Nol

F93te BE HZ Wy AyPdHE F¢
gdd WAfe 34 e =8Hd9 #;el de
7}& Boly Aotk JDKILI WY ANAME
otherCall(Check ¢) HAENA ci WE] g
HZo] 38 o, Fd2 CheckiTt Checks®
TEAE A=A XA 27 v At
7Hg WAl e ZE olF9 WA=rt od
Hao) HIE o), 29 FYAHA g
AZE A Futh aAA )P W9
HIL g & Uz ZEE EYel F
zZtst7)1 & 3%t

[29 3-2] 2929 53 &4

[29 3-2]1F [129 3-119] §3&S Oges &

21313 Aol [2¥ 3-219A  loader:2)
OtherCheck S Y 20X cig g o
NoSuchFieldError7t 2AgT, 2 olf#=

loader:0ll 98] 29 ¥ F;WE OtherCheckoll Al
ciol Wi H77} o|Fo] A d, AR o W
HY= jd g H2E& A=sted, oy A
ZHolol & A" 9 g9 Aol
g Z|ddted AAZ HtE R loader;d
o3 29d Object B'YY 7} UYEIYZ] o
£ ol NoSuchFieldError7t 284 |t 3
vk 271 A 7HE HAL ol L FE
A2 R 2 ol 22 ojEE U}t
A g2t & Z2de o3 =9HYS
, &7] AL M B dx olgwte
EdH2E FHEIAY] WE a9 2
A7 $ASFRAAT HZ vAAHE 2=

B2

¥ Ed2 M4 Uoaded class cache), 29 A
%(loading constraints), A EEY AF
(subtype constraints) 5& A A ol E
ZAE AF .

E =8dA A= Aur M HAdg A
He 229 2382 74, 2499 IF, A=
B} A%, AAE ARy A% Yoz F
e AG FHE FAEY. dHe ZE A
AdE @Y 2d=9y 29 £Y9& 7 F
EVEE ¥ A4 ZeHge 292,
dxe WAE, Wiz Zzad 7eH,
agn AY dERIfeHA= 2€3 XY
H)e] A€ 7HRT.

4. A3 &9
(29 3-119] #HE A3 Fo2 e
71 W7 8AE B 7HA A7 "o
4 29 S92 Zdd & Hosd
(® 4-11% 2.

[® 4-1] S A9

cls_nm : ClassFile — Class
sup_nm : ClassFile - Class

cls.mem : ClassFile — Package(Member)

refs : ClassFile — Package(Class)

cls_f ! ClassFile

Ym € member(cisf). ClassMeber(m) = cls_nm(cls_f)
sys_cs_ld € LoadedClass

cls_ld € LoadedClass, cls_f € ClassFile =

(cls_f, dls_ld) € LoadedClass

® — : partial function

[E 4-1]12 cls_nm, sup_nm, cls_mem, refs, cls_f
T 929 UYY HHRE T ARold.
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sup_nm(cls_flCheck))e} 3tH Zf2 Yl
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Check S 29 49 EH2E Object T2

0] 7] o] 2o sup_nm(cls_fl Check)) =
javalang.Object 231  JEepAT g3
sup_nm @ ClassFile - Class A - & R &
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S ! set S of loaded classes

subR < LoadedClass x LoadedClass
cc €S

sup_nm{cis_fic)) = cls_nmlcls_f{c’))
ccls_ld = ¢’cls_ld

S & csubR ¢’ (1)
S = c subR' ¢’ 2)
¢ c,ec” €8

S «* ¢ subR ¢”

S = ¢” subR" ¢’

S < ¢ subR" ¢’ (3)
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[E 4-3) loading T2

W : LoadedClass x Class — LoadedClass

Wicls_ld, cls) = ¢ = cds_nmlc, cls_f) = cls

Wlcecls_ld, javalang. Object) = cls_nm

S & load(cc, javalang.Object) = S U cls_nm 4)

Wlcccls_ld, cls) = cls_nm

sup_nm(cls_ficls_nm)) = sup_cls_nm

S « load(cc, sup_cls_.nm) = S’

S = load(ce, cls) D S’ U cls_nm (5)

sup_cls_nm& FHEH29 o5 Yehndrh
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[E 4-4] linking %%

S = load(cc, javalang.Object) => S’
Wicc.cls_ld, javalang.Object) = cls_nm

S’ = verify(cc, cls_.nm) = S

S = link(ce, javalang.Object) = S (6)

S + load(cc, cls) 2 S’

cn = Wlcccs_d, ds)

super(cls_ficls.nm)) = sup_cls.nm

S’ = link(ce, sup_cls.nm) = S

S = verify(er, cls_nm) o S

S «* link(ce, cls) = S (7)
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S < load(cc, OtherCheck) o> S’
Wlcecls_ld, OtherCheck) = (cls_f{OtherCheck), loaders)
sup_nm(cls_f{ OtherCheck)) = java.lang Object
S’ = link(cc, javalang.Object) = S’
" = verify(ce, (cls_flOtherCheck), loader:) = S
S = link(cc, OtherCheck) = S’

oq7]4 S’¢t S
S’ = 8 U ((cIs_f{OtherCheck), loaderz)}

S$” = 8 U ((cls_fiFirstCheck), loader:),
loaderz)}

(cls_f{ Check),

2 B4 F Ao 28 A Y29
OtherCheck Ed29 ZFZXE ®HY 93 ¢
o},

refs(cls_f{ OtherCheck)) = {FirstCheck, Check)

OtherCheck 2 2% FirstCheck® Check 2
H2E FZ{ o] FY2E 2YL g
3 Zo] XL

S’ = load (cc, {FirstCheck, Check})) =
S’U{(cls_f{FirstCheck), loader), (cls_f{Check), loaderz}}

283 OtherCheck | 2olX 277 LA
& U= o N 2L geffield FHOE &
A o) FARAY}. getfield(cc, (FirstCheck, i)
2 4033 Zo] ZEHAAG,

§" = getfield(cc, (FirstCheck,i)) > S~ U {(cls_f{Check),
loader))

agn

S’ = load(cc, OtherCheck) = S”
S"”=ink(cc,Other Check) > S U{ (cls_fl Check), loader:)}

{Check} = refs(cls_fi FirstCheck))
S"'=*load((cls_f(FirstCheck,loader;),Check)c>S’’ U

{(cls_f{ Check), loader;)}
"'=verify((cls_f(FirstCheck,loader;), Check)=>S’’ U

{(cls_fl Check),loader1))

ol W =9 FH259 e

S U{(cls_f(OtherCheck),loaderz),(cls_f( FirstCheck),loader,),
(cls_f{Check), loaderz),(cls_f{ Check), loader)}

o]jv_

cls_nm((cls_f{ Check),loaderz)) = cls_nm((cls_f{ Check),loader:))
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