dolErle]d & o] 4% I4H A A4 o ¥

AET, #ER, &2,

HFET, UYL, o8

jkcom@hanmail.net
Leaming Method for minimization false positive using datamining
JongGeun Jeong, ChuJa Ha, YongHo Kim, JongHoon Park, Chul-Won Kim, YunBae Lee
’ "Dept of Computer Engineering Honam Univ.
“Dept of Computer Engineering JoongBu Univ. *"Dept of Computer Engineering Chosun Univ.

2

Oﬂk

AEsEe] sle diEe DSE 24 BA Wgd A Sleldh a2y ol g & ¥A Yy 2% IDSE
APAEo] s WYy AR FAY Fge| gAgcie GH& AR Ut € =EAME ZAlde
Bl A BAF JHAD AAYE EAH7) A Aolg ulo|d MYd AL YY A A wAdHe IHA
Ad& Has Ak w2t FAaldhols GgeAdAM dud U AE& AS7 A dolg ujold ¢

fFE J8¥o.

1. M@

FYA®F AT Y Jled L24¥A(Misuse
Detection)”1 8 3 H| 444 (Anomaly Detection) 71¥
22 FEEG 248A/NYL Yoz Jgem
deid g LFBugt B9 BE viAYNY 999
Aoz Az £38 FAAIRAC vl Ay A
Q3 dx3e 44 ol¥ AYLE #ARC Iy
o2 28¥A YL WYY (Pattern Matching) 71 &
€ AHS3e] A4 g2 YEHEEC) 2E4FAVHEE
Agsn gt vlAAEXN YL HAANY P o
¥ ZEode AT AA £IHe 3 dojEHE
Zzands dHmy HJAPA226 Yojue vlANY
HE BAHE 7ot M2E IY EE= 2489 ¥
A xgHolde FHol Ue WY, g vfo] 2
A ERog AN YHAAGE AAE HEAT)
' AEANAE #dAid]. EG dolEH ol 29
Az e FLAAE PUdo2 ER3e 3
A ¢ (False Positive) L7 ¥¥ £E Uk BANE
A 2de 4 2o /Mg R ed AN
Bo] Hegsn e BA B2t £ £, A
A g4 zelm AW s 2¢ Fol Af #¥3
BN 29L& 94 78 £ &$£4 ol #2380 o¥
AlgEte HY Eo 248 e WYoEzM ox
HQ) £3H ¥4 2doe AAFA iy FARY
o] e ¥4 W IDS/t JA#UE FH UYEAY
A% Agsu Aok 2EY AR 71w e R
e A AL AY ARG AR 4H A
o2 A3 FAY FAYo) FEdEs AP U
BARA AND FUEA N2dEgL 2 7R 243
B¢ F%¥H2 7AR fed o ¥ Y F=8Y
EARL N2y 3o 9 Ry, olF AR
AN ¥ AYYARE o3 YEda P40t &
NEEE dn Ao 2 EA(Audit TraiD® #4338
7) AHAME A= FAdo] A2W FoA ojFejA e

470

2E Y58l 9 FA g Twol Wel e d,
a2 o] FAYn ¥4 Agele Aide a3 7
oy CPU Time$! dAY L7 YasHc A,
& eE8d4Me 7bel A2 e iR 4
8 A doly BE Td€ ZAHAR, Huig
A delels] d& EdRo2 Z4te Holy vloly
71g& HERA dolg ulojd 7IWE v A™
HolBl ZRE &7t #E dol8F & ¥Y
¥ Y& FARaA ¥

II. AAolE} vlol'd§ o] &% FAldole e

21 ARTHE ol4-3 Aoy ¥R

HolEl vlejgs] ABRY A dnAFE F MY o
EAQA o] Apriori ¥ Eolt}h. Aprion #nAF
€ AY &AM AT dFd Hopel £RHT 9
t}. Apriori @22 dolEuolAo) FB 5 3
T4 T4, FE FE ¥ [P g 9E
AY%E A% E B3Pz sY9Ech Aprorn ¥nF
€ FH $B YHA RE dojglHolnofe] doly
gEof i@ ggo] otd, B dA WY ¥5 JuE
ez ¥8 82 WYY Aprion gRdFL A
BAM U $E UM 84 A Fu FE
%E T4 B 92 dolEyolae AQg ¥ ¥
2 9T AYs) AAEF ARY adn, A8A)
FdW H ARAEF 722 3 YA SAlg U
$E %€ FAVY. Aprirori g1 FY @AY A
Y& dlolel gFe] Fvie) we} MEHow Pt
k@AM 2] Aprioriel W1 ¥E BAE k-1 @A
Wik P8 Ygorye A k-F8 A Al of
Ho 2o AAEF A F olg FAM ANAZF
REHE FF) BAE FH ol FoiAk Aprioie ©
olde ¥u UEF ANY & A& WA UwEEHo
iy P& gAbse), NGRE Ag Y ¢nYdF
< (29 1% zd.



20034 = 3=

B8l 2 skl E =83 Vol. 30, No. 1

L; = {large 1-itemsets}
for (k=2/Ls-s=@k++} do begin

G = apriori-gen(Ze1); //ME2& FuHE ] ¢

forall transactions t€D do begin

[ = subset(Ci,t) /EuEe

g
forall candidates c€C do
c.count++;
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Algorithm Apriori-gen
insert into G // WAE %E 37}
select aitermy, aitema -.itemy-;, b.itemu-:
from Li-@, Li-tb
where aitermy = bitemu, ~aitemez
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for all itemset cECk do

for alt (k-1)-subsets s of ¢ do

if (s&Ls-)) then
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delete ¢ from Ce
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Intrusion_learning ()

{
if (Hi(x)=normal) Vv (H)(x)=anomaly) then
/A AER vy Y ¥R
if Ha(x)=normal
then output < Hi(x)(normal or anomaly}
//Eqste B A 2¢
else output < new_intrusion
else output «— Hi(x)
)
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