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2.1 IPsec

IPv6ol A9 ®<t7)%5 S IPsecd AH (Authentication
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tion), A% F3(Replay Attack) WA 53 &L 1wt
AR AE AFE7 98 AHE-EH MD5, SHA-1 F¢]
L] EE AHE-3th ESP TZEEL [P dlo|E 139
3DES, AES 9 g EFs =&t
718 A (Confidentiality), ¥ZA(ntegrity), % (Data
Origin Authentication), A&A4% FZ(Replay Attack)
wx E3 28 B ek A8l AE A FE7] 93 AHEEY.
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SA(Security Association)® F-gstx, N4 71§ m@get.
Main Mode: 6974 TR ozA DIl IFES 93
AFSEE gHE A FAEe AE EFJLE g,
Aggressive Mode®= 397 HH o2 A IDRARSY FAE
BaeA geo.
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Phase-19] 4& R Fr},

Initiator p

ol & k]
HDR: ISAKMP3ItH
SA:SA B4 Hom=
KE: 7] &g #Hojzx
Nx : nonce Ho|&Z=
IDx : identification
HASH : hash #o]2=
1 : Initiator

R : Responder
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HDR,SA

HDR,KE,Ni
HDPR,KE,Nr

HDR,IDii, HASH_I
HDR,IDir, HASH_R
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Application module

Cryptography and math module

J |

Network module

| |

Hardware TCP/IPv6 chip

Interface module
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3.2.1 Interface module

Psec o] Module®} E4l5}7] 91§ ModuleZ24
AH/ESP 4%, o358 ¢unaE&9 57, 7, 719 37,
IV(nitialization Vector), SPI(Security Parameter
Index), SN(Sequence Number)® IPsec Core
Module= dAE} G AA2E & AFFoaH
7 e Agss g ¥ 1L KES IPsec
Modulet9) Interface® B oF 3 9ld,

¥ 1. IKE9} IPsecit9] Interface

Interface 49

IPsec_comm AHS$} ESPE 7%
AH_algorithm  AHS €¢ud& H&MD5% SHA-1)
ESP_algorithm ESP9] ¢118)& J=(AESS} 3DES)
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3.2.2 Application module
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3.2.3 Network module
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[IPv6 Frame}

IPv6: Version = 6

IPv6: Next header = Ox11, IP: Protocol = 17, UDP
[Pv6: Source addr =
3ffe:2e01:0024:0000:0290:27ff:fe3c:a7cc

IPv6: Destin addr =
3ffe:2e01:0024:0000:0250:bfff:fe49:55be

[UDP Frame]l

UDP: Source port =®(mp

UDP: Destination port = 500, isakmp

(a) ISAKMP Packet

ah mode—transport spi=32986229(0x01{75475)
A ad
(05 ab 051be659 5a3
seg=0x0000000d replay=4

(b) HMAC-SHA~-1-4 160 bit Key
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