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Abstract

Java Card API written to optimize Execute
Environment in embedded device of small
memory such as smart card. Java Card API
intended to provide many advance when
develope smart card based program. this paper
purpose to implement RSA Algorithm of public
key Algorithms with Java Card API
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private bytel] Encryp (byte input[]) {

/3707 288 oB #e ¢4

short mod_len =
pubKey.getModulus(mod_byte,0);

//8°12 mod_byteE Biginteger @02 ¥
Biglnteger nB = new Biglnteger(1l, mod_bye);
137104 FM7] exponetn edte 9

short exp_len =
pubKey.getExponent(exp_byte,0);

/]2 L& exp_byeE Biglnteger 30 & W3
Biglnteger e = new Biglnteger(l, exp_bye);
/4288 oA A E Biglnteger®d o2 W3
Biglnteger M = new Biglnteger(1, input);
//¥353} C=Mc mod ng& A4t

Biglnteger C = M.modPow(e,nB);

//gE5d Co vtolE g ¥

return C.toByteArray();

}
[/5353 Hie

private bytel[] Decrypt(byte input[]) {
/N7 EE8 n wE H&

short mod_len = priKey.getModulus(mod_byte,0);
//R1& mod_byte & Biglnteger ¥0.2 W3
Biglnteger n = new Biglnteger(1, mod_byte):
/A7) A Bl L7] exponent d &S dS

short exp_len = priKey.getExponent(exp_byte,0);
/99012 exp_byteE Biglnteger o2 W3
Biginteger d = new Biglnteger(l, exp_byte);
/18283 qAAE Biglnteger 22 W3
Biglnteger C = new Biglnteger(1, input);

// &3 M = Cd mod n& A4k

Biglnteger M = C.modPow(d,n);

[[EE3tE M9 vlo]E wigd g uthg

return M.toByteArray();

}
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private void proc(APDU apdu) { (A )
5 S ga Fase AJANE A /) BE WA= 9
Cipher tesé,:h 1 0xCO, 0x10 0x00 0x00 Ox14 0x01 0x01
tpher.getlnstance
(Cipher,ALG_RSA_PKCS1,  true); 0x01 0x01

//EE3E fT 2713

test.init(pubKey,Cipher. MODE_ENCRYPT);
//¢z 3t

short number = test.doFinal(M,0,M.length,C,0);
15235 f 2713

test.init(priKey,Cipher. MODE_DECRYPT):
/15338

number = test.doFinal(C,0,C.length,M,0);

}
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//Call RSA 2% - 435359 533 3
0xCO, 0x70 0x00 0x00 0x00 0x02;

//Call ¢33 & 5 1 8%

0xC0, 0x21 0x00 0x00 0x00 Ox7F;
...(Aggf =

//Call 53} A3} 2.3

0xCO, 0x25 0x00 0x00 0x00 Ox7F;
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