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3 B2 E premaster secret < SK = HK' || A | B | 2)2 &}, o}& o} g3}
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3.2.6 S—C : ChangeCipherSpec, Finished
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o] Aol oW AMuy ZoleldE AZe AHFEH =Hu
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SHEIEIE B

71&2] TLS WEdola fAAzE HAI=E o7 AFo) Yad
AREL 33 P Ro) BrInzE ¥F A WEE FHSAY
FHSES @t o2 7 oAAYE £ B2 3Uld Wgg 2o A
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3.3.1 ClientHello, ServerHello

ClientHello &} ServerHello o= F715l=
9 Y=7t FANEF Bt

HE FAeGYE A oS

struct {
Protocolversion client_version;
Random random;
SessionID session id;
CipherSuite cipher suites<2..2716-1>;
CompressionMethod compression methods<l.
PTLSExtengion PTLS extension;

} ClientHello;

.2%8-1>;

struct {
ProtocolVersion server_version;
Random random;
SessionID session id;
CipherSuite cipher_suite;
CompressionMethod compression method;
PTLSExtension PTLS extension;

} serverHello;

enum {client, server} ClientOrServerExtension;
struct {

select (ClientOrServerExtension)
case client :

opague PTLS A<l..2%8-1>;

opaque PTLS_A<l..2°8-1>;
case server :

opaque PTLS_g<1..2°16-1>;

opaque PTLS G<l1..2°16-1>;

opaque PTLS Y<1..2°8-1>

} PTLSExtension

3.3.2 ClientKeyExchange

ClientKeyExchange HAIAIE X o) A2 9ia ot 2ol FHHES
¥k,

enum {rsa, diffie_hellman, PTLS}
KeyExchangeAlgorithm;

struct {
select (KeyExchangeAlgorithm) {
case rsa: EncryptedPreMasterSecret;
case diffie hellman:
ClientbiffieHellmanPublic;
case PTLS: PTLSClientKey;
} exchange_keys;
} ClientKeyExchange;

struct {
opague PTLS X<1..2"16-1>;
} PTLSClientKey;

3.3.3 ServerKeyExchange
auth o] AEE A& thg7} gol FAIRC)

struct {
select (KeyExchangeAlgorithm) {

case diffie_hellman:
ServerDHParams params;
Signature signed_params;

case rsa:
ServerRSAParams params;
Signature signed params;

Case PTLS:
PTLSServerParams params;

} ServerkKeyExchange;
struct {

opaque PTLS auth<l..2"8-1>;
} PTLSServerParams;

3.3.4 PasswordVerify

Y=ol olAlx] £Foll password venfy(17y
dold AAAE Hogich

Z718n H2E 9=

enum {
hello request (0}, client_hello(1),
server_hello(2), certificate(11},
server_key_exchange (12}, certificate request(13),
server_hello_done(14), certificate_verify(15),
Client_key_exchange(16), password_verifier (17},
finished{20), (255)

} HandshakeType;

struct {
HandshakeType msg_type;
uint24 length;
select (HandshakeType) {
case hello request: HelloRequest;
case client_hello: ClientHello;
case server_hello: ServerHello;
case certificate: Certificates;
case server key exchange: ServerKeyExchange;
case certificate request: CertificateRequest;
case server_hello_done: ServerHelloDone;
case certificate_verify: CertificateVerify;
case client_key exchange: ClientKeyExchange;
case password verifier: PagswordVerifier;
case finished: Finished;
} body;
} Handshake;

struct {
opague PTLS B<0..2"8-1>;
} Passwordverifier;

4. EAP-PTLS

BAP & @A B Hioh o) NAS of WARle) B} S ZRETS
A7l 48 gAUFoIA, g PPP Hﬂli‘*ﬂﬁ
ﬂ°\%. A 02.1x AME BE QF Z2EDE SEE
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i i3

Authenticating Peer Authenticator
PPP EAP-Request/EAR-Type = [dartity

PPP EAP-ResparsefEAR-Type=1dertity/ g, name

PPD EAP-REQUESY/EAP-T ype » EAR-XXX{ autherti &or)_ink

PPP E£P-ResponsefEAP-Type=BAP- XXX { aIarxicatin_into

PPP EAP-REQUESYEAP-Tyoe=EAP- XXX/ athartik Xor_ink

PPP EAP-ResporsefEAP-Type = EAP-XXX/ alhertication nfo

PPP EAP-Suamess/Failure, Authentication Phase complete

(28 2) YuINg) EAP 915 B5%

4.1 EAP-PTLS

PPP Ut 802.1x SlM e WEY A AFe) Adky AT AF
3 5= glofo} ainf, B3] A /\']H]*Q} g 8o21x o4, Link A% ¥
otg 95t A7) 23t LMol EAP-MDS B B13E AR EAP IR
EZAME AHERg A5 Muijolol AAd71E Essle Aol Brbgdich
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Authenticating Peer Authenticator
PPP EAP-Request/Identty

PPP EAP-ResponsefIdentity

{MyD)

PPP EAP-REQLESYEAP-Tyre=EAP-PTLS
(Start)

PPP EAP-ResponsafBAP-Type=EAP-PTLS
{dient_helo)

PPP EAP-Request/EAP-Type~EAP-PTLS
(server_helo}

PPP EAP-Response/EAP-Type=EAP-FTLS
(dient_key_exchange)

PPP E4P-Request/EAP-Type =<EAP-PTLS
(server_key_exchange)

PPP EAP-ReSpONSEYEAP-Typa=EAP-FTLS
(password_verifier, change_cipher_spec, finished)

PP EAP-Request/EAP-Type =EAP-PTLS
(change_cipher _spec, firished)

PPP EAP-ResponsefEAP-Type =EAP-FTLS
PPP EAP-Sursss, PPP Authentication Phase complete

(33 3) EAP-PTLS 915 3EX
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