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FileMon 23

CBEY ACh

TDIMon Z 3}
1 F

X 10:10:43 Backdoor .Win32.: 807EF028

IRP_MJ_CREATE TCP:Connection obj
SUCCESS Context :0x807EBE6S

2 2H 10:10:43 Backdoor .Win32.: 807EF028
TD!_ASSOCIATE_ADDRESSTCP: Connect ion obj
SUCCESS TCP:0.0.0.0:20000

3 2H 10:10:43 Backdoor .Win32.: 80A12DA8
{RP_MJ_DEV|CE_CONTROLTCP: <none> SUCCESS

1OCTL_TCP_SET_INFORMAT ION_EX
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FileMon &2}

1 23 1 Backdoor .Win32. :101
ESCTL éS VOLUME MOUNTED D:WWINNTWsystem32
UCCES

2 2™ 10:31:34 Backdoor .Win32. : 101
1RP_MJ_CREATE D:WutilWmonitorWdeletel1W!.exe

Attributes: Any Options: Open

3 M 10:31:34 Backdoor .Win32.:101
|RP_MJ_SET_{NFORMAT ION
D:Wutil¥monitorWdelete1W1.exe SUCCESS
FileDisposition!Information

4 28 10:31:34 Backdoor .Win32.:101
1RP_MJ_CLEANUP D:Wuti[¥monitorWdelete1W1. exe
SUCCESS

5 28 10:31:34 Backdoor .Win32.:101
|RP_MJ_CLEANUP D: SUCCESS

6 2™ 10:31:34 Backdoor .Win32.:101
1RP_MJ_CLOSE D:Wutii¥monitorWdelete1Wl. exe
SUCCESS

TDIMon 23
TH 10:31: Backdoor .Win32. : 80AB4A68
TDI_SEND TCP 129.254.163.105: 20000
SUCCESS  Length:59

5 22X 10:31:51 Backdoor .Win32. : 80AB4AG8

TDI_SEND  TCP:129.254.163.105:20000
SUCCESS  Length:59

3.3 WA Cafeini, Kuang 8 O[3 24 82| AlS

HozHx o] 208 E|E Y X, Cafeini, Kuang
& Ao WedlgxodA FIPPA FHol ois) A=
2 o¥lE 218 BAsgct WA dF 43 aH

the Al2" ojwlE B4 ATpo|ct

FileMon & 3}

TDIMon &2}

1 2H 10:10:43 Backdoor .Win32. : 807EF028
IRP_MJ_CREATE TCP:Connection obj
SUCCESS  Context :0x807EBE6S

2 27X 10:10:43 Backdoor .Win32. : 807EF028
TD!_ASSOCIATE_ADDRESSTCP: Connection obj
SUCCESS ~ TCP:0.0.0.0:20000

3 2% 10:10:43 Backdoor .Win32.: 80A12DA8
IRP_MJ_DEV | CE_CONTROLTCP: <none> SUCCESS

10CTL_TCP_SET_INFORMAT | ON_EX

(&¥ 3) o 2fAl Qe dig 20 B4 A

FileMon 9 ‘FSCTL IS VOLUME_MOUNTED ->
IRP_MJ_CREATE -> [RP_MJ SET INFORMATION ->
IRP_MJ CLEANUP -> IRP_MJ_CLEANUP ->
IRP_MJ_CLOSE” 2] s}zbdle] X7 wrEge ¢
4 9tk EF TDIMon ANME ‘TDL SEND’ 2=
Request WAIA] 2wk Gt thge 39 RB7|9
de 2" oME 21 BA Azoln,
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‘IRP_MJ_CREATE > TDI_ASSOCIATE_ADDRESS’ ©| %l E7}
EEIUT, Weo|dxoM= JRP_MJ CREATE ->
TDI_ASSOCIATE_ADDRESS -> IRP_MJ_DEVICE_CONTROL )
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FileMon &=}
166 1 10:26:10 Backdoor .Win32.:101
FSCTL_ 1 S_VOLUME_MOUNTED D:WWINNTWsystem32
SUCCESS
167 2 10:26:10
|RP_MJ_CREATE

Backdoor .Win32.:101

DWW INNTWSystem32Wdr i ver sifetciWhosts SUCCESS
Attributes: N Options: Open

168 2H 10:26:10 Backdoor .Win32.:101
1RP_MJ_CLEANUP D: SUCCESS

169 A 10:26:10 Backdoor .Win32.:101
|RP_MJ_READ
D #WiNNTWSys tem32idr i ver sifetcithosts SUCCESS
Offset: O Length: 4096

170 M 10:26:10 Backdoor .Win32. 1101
FAST 10_READ
D WWINNTWSystem32Wdr iver sWetcWhosts END OF

FILE Offset: 737 Length: 4096

171 A 10:26:10 Backdoor .Win32.:101
1RP_MJ_CLEANUP
D:WWINNTWSys tem32Wdr i ver sWetcihosts SUCCESS

TDIMon 23}
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F| leMon 2;‘-*—!'
o Backdoor .Win32.:101
FSCTL IS VOLUME MOUNTED D:WWINNTWsystem32
SUCCESS

2 2 10:31:34 Backdoor .Win32. : 101
{RP_MJ_CREATE D:WutiiWmonitorWdeletelWl.exe
SUCCESS Attributes: Any Options: Open

3 2 10:31:34 Backdoor .Win32.:101

IRP_MJ_SET_INFORMAT ION
D:WutilWmonitorWdeletelW exe SUCCESS
FileDispositionlnformation

4 27 10:31:34 Backdoor .Win32.:101
[RP_MJ_CLEANUP D:WutiWmonitorfde(eteT#1. exe

SUCCESS
Backdoor .Win32.:101
D: SUCCESS

5 27 10:31:34
Backdoor .Win32.:101

{RP_MJ_CLEANUP
6 272 10:31:34
D:Wutii¥monitorfdeletelW! exe

IRP_MJ_CLOSE
SUCCESS

IDIMon &3}
1 M 10:31:48 Backdoor .Win32. :
TDI_SEND TCP:129.254.163.105:20000
SUCCESS  Length:59
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& Utk WA JRP MJ_CREATE >
IRP_MJ _SET _INFORMATION >

IRP_MJ_SET_INFORMATION -> IRP_MJ CLEANUP ->
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ol Hol= R Kuang, P B olm
‘FSCTL_IS_VOLUME_MOUNTED -> IRP_MJ_CREATE ->
IRP- MJ_SET_INFORMATION -> IRP_MJ _SET_INFORMATION -
> IRP_MJ CLEANUP  ->  |RP_MJ CLEANUP >
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IRP_MJ CLOSE'S} 22 39 dHE FHE Hols AL
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FileMon &2}
1

gSCTL_ | 5_VOLUME_MOUNTED © DIWHINNTHsysten32

2 [RP_MJ_CREATE D:W SUCCESS
Attributes: Any Options: Open Directory

3 |RP_MJ_DIRECTORY_CONTROL D:W SUCCESS
FileBothDirectorylnformation: 4 IRP_MJ_CLEANUP
D:# SUCCESS

5 IRP_MJ_CLOSE D:W SUCCESS

TDIMon 23

TOT_EVENT_RECEIVE ~ TCP:0.0.0.0:17300
129.254.163.73:1085 SUCCESS  Length:1024 Flags:
ENT IRE_MESSAGE LOOKAHEAD DISPATCH
2 TD!_SEND TCP:0.0.0.0:17300 129.254,163.73:1085
SUCCESS-4 Length:1024
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‘FSCTL_IS_VOLUME_MOUNTED -> IRP_MJ _CREATE ->
IRP_MJ DIRECTORY CONTROL -> IRP_MJ_CLEANUP -
> [RP_MJ_CLOSE’S] BH|& Holxl o™, Cafeini =
‘FSCTL IS VOLUME MOUNTED’ 9] o|¥lE wlo] Ho]
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F 7:02:25.101 Patch.exe:251
FSCTL 1S_ VOLUME MOUNTED C: W5 Z A BiWnetbus
SUCCESS
2 FE 7:02:25.101 Patch.exe:251
IRP_MJ_CREATE C:WCpusys. sys SUCCESS
Attributes: N Options: Overwritelf
3 2% 7:02:25.101 Patch.exe:251
IRP_MJ_WRITE C:WCpusys. sys SUCCESS
Offset: 0 Length: 4144
4 2F 7:02:25.101 Patch.exe:251
|RP_MJ_CLEANUP C:WCpusys. sys SUCCESS
TDIMon Z o
T 7:02:24 Patch.exe:251 80A22CC8
TD1_EVENT_RECEIVE TCP:0.0.0.0:12345
129.254.163.73:1290 SUCCESS  Length:31 Flags:
ENTIRE_MESSAGE LOOKAHEAD D!SPATCH
2 F 7:02:24 Patch.exe:251 80A04CC8

TDI_SEND TCP:0.0.0.0:12345
SUCCESS-22 Length:12

129.254.163.73:1290
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