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<ml version="1.0">
. <consumer>
<order>
<book serial_num="SKE7859" date="2002-06-23"> XML and Java </book>
<quantity> 3¢ /quantity >
<manufacture_name> Addison- Wesley </manufacture_name>
</order>
<payment>
<consumer.name> kil-dong. hong </consumer_name>
<card_number secure="true">UxoShzntAZxTK... </card_number>
<expiration_date secure="true’>Kdqw!n3+ veE=</expiration_date>
< signature> mcOCFQCou78IIAMpmMI1eknZAq2 j3kicCNJQndkx9Lu3 . { /signature>
</payment>
</consumer?
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it is(secure.information in document ) then
tagging(<secure>)

end

translate(XML. document)

it is(<secure>)} then
validate(OCSP)

else
validate(CRSL)
end
if vaiid certificate then
it is(<secure>) then
receiver_public_key(between <secure> to {/secure>) -
eng
sender_private_key(hash(doc_1)} - doc_2
send(XML signature form(doc_1. doc_2). receiver)
else
print(invalid certificate)
exit
end

doc_}
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roceive(XML signature form)
extract (doc.1, doc_2)
receiver.private key(doc_1) -
if is(<secure>in doc_3) then
validate(OCSP)
else
validate(CRSL}
end
if valid certificate then
if sender_public_key(doc.2) ==
send(sucess, sender)
else
print{failure)
end
else
print(invalid certificate)
exit
end

doc_3

hash(doc.1) then
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connect (CP server)
if cash transactions then
validate(OCSP)
tagging(secure_information in form, <secure>)
else
validate(CRSL)
end
if valid certificate then
translate(XML document)
if is(<secure>) then
CP_public_key(between <{secure> to {/secure>) --
ond
sender._private_key(hash(doc.1)) -~ doc.2
send{XML signature form(doc_1, doc_2}, CP)
else
print{invalid certificate)
oxit
end

doc_1
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receive{XML signature form)
oxtract (doc_1, doc_2)
CP_private.key(doc.1) -~ doc 3
if is(<secure>in doc_3) then
validate(OCSP)
else
validate(CRSL)
end
if valid certificate then
if sender_public_key{doc.2) == hash{doc_1) then
send(sucess, sender)
else
print{ failure)
end
else
print(invalid certificate}
exit
end
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