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Rule_name :: = [A..Z]0..9]*
Protocol_Type = [‘tcp’|"udp’|’icmp’|’arp’]
Response_Action = {‘alert’ | ‘log’ }
Port_Number :: =[1..9][0..9]*
Network ::= [IP addr | MACROS]
Filter ::= [‘flags’ | ‘content’ ]
DetectLevel = [Warning(0)[Minor(1)Major(2)] Critical(3)]
Define {
Source = { Network Port_ Number };
Dest = {Network Port_Number };
Action = Response_Action;
Protocol = Protocol_Type;
Condition = {Filter ; value}*
Level = Detect_Level,
} = Rule_name(Rule_Descriptor);
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Define {
Source = {0.0.0.0 any}
Dest = {192.168.0.1 23};
Action = alert;
Protocol_Type = tcp;
Condition = {content :
Level = Critical,

} =RootLogin(“Telnet Root Loggin Detection™);

‘login’, content:’root’}
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