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1. trace model

2. failure model

3. failures/divergence model
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variables$}t Processes 588 RaFn o).

#Free variables

a, b : Agent

PK : Agent -> PublicKey
SK : Agent -> SecretKey
F: HashFunction

nb: Nonce

InverseKeys = (PK,SK),(F,F)

2139 2. RSA Authentication®) Free variables

#Protocol description

0. ->a:'h
1. a->b:PK(a)
2. b -> a: {nb}{PK(a)}

3. a->b:F(nb)

It 3. RSA Authentication®] Free vanables

4. SSH ZzE 29 oy 24

Caspere] xspl ¥4l 23 stug WYl
RAAE xcsp BA9 I=E FDR 2dAA ¢
e F, UNAS T bW 2 WS o}
3 4 AU

env. Alice(Env0,Mallory,<>)

intercept.Alice.Mallory{Msg1 PK_ Alice,<>)

fake.Alice.Bob(Msgl,PK_Alice,<>)

intercept.Bob.Alice(Msg2,Encrypt.(PK_.Alice,
<Nb>),<>)

fake.Mallory.Alice(Msg2,Encrypt.(PK_Alice,<Nb>},<
>)

signal.Running LINITIATOR role.Alice.Mallory. Nb

signal.Commit] RESPONDER_role.Bob.Alice.Nb

o) ulgol
Yer gt

S 33

Alvtele s 29 49

- 289 -



2Es| =22 Vol12, No.l

5. Hash{Nb}
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#Protocol description

0. ->a 'b

1. a->b: {na, PK(a)H{PK(b)}
2. b -> a: {na, nb, b{PK(a)}
3. a-> b {FnHPK(b)}

2@ 5 RSA Authentication®] Free variables

Intruder = Mallory
IntruderKnowledge = {Alice, Bob,
Mallory, Nm, PK, SK(Malilory)

213 6. RSA Authentication®) Free variables

42" RSA Authentication “W2jo] vhZsjo}
st Bt 42 a9 79 Ze] s}

#Specification
Secret(a, na, [b])
Secret(b, nb, [a])
Agreement(a, b, [nb])
Agreement(b, a, [nb])
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