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ABSTRACT

Requirements of a well-designed VPNs(Virtual Private Networks) are scalability,
performance, rcliability, casc of management, interoperability and security. Tunneling
is a important technology to support these. This paper researches VPNs tunneling
technologies used currently and proposes VPN service models for the scalability that
is a problem in VPNs and for thc resource limit of Mobile Station in Mobile VPNs

cnvironment.

I . Introduction

Building enterprise-class security goes far
beyond antivirus protection, firewalls and
VPN, yet many organizations are still
struggling with the last eclement in this tnad.
Many companics implement VPNs because the
alternative - private networks based on leased
linecs - would be the kind of recurring cost
that companics want to avoid in today’s
difficult busincss climate.

VPNs use the power of the Internet to reduce
nctworking costs and staffing requirements. It
is the newest kind of outsourcing. Instead of
using private lincs or frame-relay links, a
corporatc VPN is cffectively outsourced to
Internet service providers

This paper rescarchcs VPNs tunncling
technologies used currently and proposes VPNs
service models for the scalability that is a
problem in VPNs and for the resource limit of
Mobile Station in Mobile VPNs environment.

II. Definition

a VPN : A secure connection between two
segments of a network, with one end being
your office’s network gateway (an entrance to
the network, such as a router), and the other
end being your PC or a gateway to another
network, say, in a remote office. Those two
segments connect over a public network,
usually the Internet. A VPN requires two
technologies to create such a secure connection:
tunneling and encryption.

» CE-based VPN : An approach in which
(ignoring management systems) knowledge of
the customer network is limited to customer
premise equipment{1].

m PE-Based VPN :@ The customer network
is supported by tunnels which are set up
between PE devices. The tunnels may make
use of various cncapsulations to sent traffic
over the SP network (such as, but not
restricted to, MPLS, GRE, IPsec, or IP-in-IP
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tunnels) [1].

Provider Provisioned VPNs (PPVPNs)
VPNs, whether CE-based or PE-based, that
are actively managed by the SP and not the
end customerf(1].

. Requrements
8 Traffic Types

PPVPN services must support unicast
traffic and should support multicast traffic.

= Topology
A PPVPN should support multiple VPNs
per customer site.
s User data security

PPVPN solutions that support user data
security should use standard methods (eg.,
IPsec) to achieve confidentiality, integrity,
authentication and replay attack prevention.

= Access control

A PPVPN solution may also have the
ability to activate the appropriate filtering
capabilities upon request of a customer

® QoS

V. Type of VPNs

The several types of VPNs correspond to
the various networking layers data link,
network, transport, and application. The most
common VPN in use provides secure dial-up
(datalink) access [2].

1. MPLS
Switching)
MPLS VPNs allow service providers to

deploy scalable VPNs and build the foundation
to deliver value-added services, including: [3]

(Multiprotocol Label

= Connectionless Service - A significant
technical advantage of MPLS VPNs is that
they are connectionless. The Internet owes its
success to its basic technology, TCP/IP.
TCP/IP is built on packet-based, connectionless
network paradigm. This means that no prior
action is necessary to establish communication
between hosts, making it easy for two parties

to communicate.

Provider Edge

Customer Edge PE) couter ELSRs

(CE} router

Customer Edge
(CE) router

MPLS Backbione

P

Customer
network

Customer
network

Provider (P) LSRs

Figure 1: MPLS VPN Terminology RFC 2547

= Centralized Service - Building VPNs in
Layer 3 allows delivery of targeted services to
a group of users represented by a VPN, A
VPN must give service providers morc than a
mechanism for privately connecting uscrs to
intranet services.

Because MPLS VPNs are scen as private
intranets, you may use new IP services such
as

- multicast
- QoS(Quality of Service)
- telephony support within a VPN

- centralized services including content and
web hosting to a VPN

®  Scalability -If you create a VPN using
connection-oriented, point-to-point  overlays,
Frame Relay, or ATM VCs(Virtual
Connections), thec VPN’s key dcficiency is
scalability. Specifically,  connection-oriented
VPNs without fully meshed connections
between customer sitcs, ar¢ not optimal.

® Security - MPLS VPNs offer the same
level of security as connection-oriented VPNs.
Packets from one VPN do not inadvertently go
to another VPN,

2. IPsec

IPsec evolved from the IPv6 movement and
is promoted as a standard by the IETF. It is
located in OSlI-layer 3. IPscc is a broad-based
open solution for encryption

and authentication on a per-packet basis.
IPsec can securcly encapsulate IPv4 packets
and tunnel them from one fircwall to another.
Thus it is an optimum solution for trusted
LAN-to-LAN VPNs. [IPsec can cnsurc
authentication, privacy and data intcgrity. It is
open to a wide  variety of encryption

mechanisms. [Psec is application transparcnt
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and a natural IP cextension, thus ensuring
interoperability among VPNs over the Internet.
Router vendors and VPN hardwarc vendors
support IPscc. Commercial implementations
start to be introduced to the market in 1998
(4].

3. GRE (Generic Routing
Emcapsulation)

It is a gencral encapsualtion protocol which
was proposed aiming at some  specific
encapsulation schemes such as IPX
cncapsulated  within @ IP, X.25 encapsulated

within IP and so on. In this protocol, the
cncapsulating and cncapsulated protocols both
can be any nctwork protocols. The general
cncapsulation form of GRE is  (protocol
Y (GRE(protocol X)) and when the
cncapsualting protocol is IP, its encapsulation
form is (IP(GRE(protocol X))). GRE is used
widcly in various cnvironments such as mobile
IP, PPTP ctc [5].

4. Point-to-Point Tunneling
Protocol(PPTP)

PPTP, developed by a consortium of
venders(Microsoft, Ascend, 3Com, ECI
Telematics, and Copper Mountain Networks), is
currently defined RFC 2637. Its purposc is to
specify a protocol that cncapsulates PPP
packets inside an IP packet. PPTP can be
broken down into two different components: the
transport, which makes the virtual connection,
and the encryption, which makes it private.

PPTP uses an extended version of GRE to
transport PPP packets, allowing for low-lcvel
congestion and flow control. PPTP gets its
multiprotocol support from PPP and GRE. It is
casy to scc where you can get confused on
this issue, because the GRE protocol has
multiprotocol support. However, GRE is only

the transport used by PPTP to tunnel the
packets to the VPN terminator.
As with any voluntary VPN, only two

components exist: the VPN user, which is also
the VPN initiator, and the VPN server [6].

V. Scalability of VPNs
1. Tunnel of IPsec

The concept of a SA(Sccurity Association)
IPscc is central to IPscc. The source IP
address is not used to define an SA. This is

because an SA is a security services
agreement between two hosts or gateways for
data sent in one dircction. As a result, if two
peers need to exchange information in both
directions using IPsec, two SAs are required :
one for each direction [7].

Although hosts( or gatcways) have the same

level of security or belong to reliable groups
each other, different SAs are created in
accordance with destination IP address |,
security protocol identifier and SPI(Security
Parameter Index).

The more nodes arc given to VPN, the more
SAs to be manged will increase. It influences
scalability and performance of IPsec.

SAs can be shared, classifying Several VPN
networks( or hosts) according to security level.
This method has an good effect on restraint of
SAs creation, because SAD(Security

Association Database) is managed efficiently.

Figure 2: Sharing SAs in IPsec

2. Nomadic users environment

Nomadic users are wanderers, people on the
move from place to place. The goal is to make
information services and applications ubiquitous
and flexibly available for such individuals as
well as to small groups of them. Key
requircments are the a) rapid service adaptation
and customization and b) security.

Mobility places many demands on a system.
Size and weight constraints limit the computing
resources on a mobile client. Battery life is a
nagging concern.

In spite of these challenges, mobile users
need to access and update information at any
time and from any place.

Authentication, encryption and decryption are
not processed in Mobile Station but in Security
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Figure 3: Supporting mobile clients

Controller. Mobile Station
communication and Security Controller is
charged with security processes. Therefore
mobile clients do not have to acquire overall
knowledge of security and the amount of work
done is also reduced.

is related only to

In case Mobile Station processes
authentication directly, sender’s Mobile Station
transfers data and ICV(Integrity Check Value)
to receiver's one. The receiver’'s Base Station
validates integrity after calculating ICV. If the
data is modified, the receiver's Base Station
informs the sender of the result. If the data is
normal, it transfers the data and the flag that
proves ICV wvalidation to receiver's Mobile
Station. In this method, Authentication can be
trusted between sender’s Mobile Station and
receiver's Base Station. The wuse of the
resource of receiver’'s Mobile Station is also
reduced.

VI. Conclusion

When SA is shared in IPsec, it must be
considered that the addition of the classification
of security and the module which manages
reliable groups among its members. It should
be added the process of recreating SA
parameters and of correctly redistributing them
to members in the group when the event is
occurred such as change or deletion of member.
So these functions must be resided on PE
routers.

In Mobile VPN, the problem of IPsec is that
IPsec adds extra and unnecessary overhead to
packets that are short and it is very strict in
the use of its services and modes, which
makes it difficult to be optimized for Mobile IP.
IPsec is also not optimized for wireless case,
where the number of packets should be kept as
low as possible. Because traditional
IKE(Internet Key Exchange) protocol is

complex and has repeatedly-worked part, there
arc many problems which should be solved
such as increasing of the amount of
computation.

It should be considered the problem of key
distribution between Mobile Station and Basc
Station, when authentication and
encryption/decryption are processed in Seccurity
Controller not in Mobile Station. And Base
Station needs a processing to manage and
maintain the key which is used to communicate
securely with Mobile Station. Also it should be
considered that therc is a interval where
authentication was not guarantced, when it is
processed between Base Station and Mobile
Station.

MPLS technology comes into the spotlight to
current VPN secrvice providers. MPLS VPNs
provide not only more excelient scalability and
cost-cffectiveness than traditional IPsec VPNs
but also additional secrvices casily such as
voice, video scrvice including data when VPN
is implemented with MPLS traffic engineering,
QoS.

However MPLS VPN service providers
assume that MPLS core is secure. Also the
traffic between CE and PE router is not
protected. In an MPLS VPN, privacy doesn’t
come from encapsulation or encryption. In fact,
there is no encryption at all. Privacy comes
from segregating packets based on their MPLS
labels. Traffic for a particular label is read only
by the LSRs(Label Switch Routers) along that
LSP(Label Switch Path).

In the future study, the architecture should be
researched that minimizes complexity and the
amount of computation of IPsec in implement
Mobile VPN and advances sccurity keeping
scalability without combination of IPscc in
implement of MPLS VPN.
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