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Fig 1. Tunneling mechanism
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Table 1 IPSec AH Header format

Next Header l Payload Length l Reserved[12)(MBZ)

Security Parameter Index(SP1){32)

Sequence Number [32)

Authentication Data

Table 2 IPSec ESP Header format

Security Parameter Index(SPI) [32bits)

Sequence Number field [32)

Payload Data [Variable]
I Padding (0-255 bytes)

[ Pay Lengthlg] Next Header(8]
Authentication Data[variable size, multiple of 32 bits]
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Table 3 IPSec Header field sizes (bytes)
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Table 4 DES basic operation

Equivalent simple operation

Type Times needed
1

One dimensiona!

Basic Operation
Space needed

b it transposition b b
table look-up
Multiply 1
Table
Add 1

dimensional table
One dimensiona!
map 1
table look-up

4 rows x 16 cols.
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Fig. 2 DES Encryption time vs. of input blocks
and processing power
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Fig. 3 MD5 digest time vs. of input blocks and
processing power

IPSec AH IPSec ESP
Protocol [ - - N T
Fixed | Variable | Total Fixed Variable | Total
Transport
12 12 24 10 12 2
Mode
Tunnel
12/20 12 44 10/20 12 42
Mode
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Fig. 4 HMAC MD5 Authentication time vs. of

Digest time{micro sec.)

input blocks and processing power
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Fig. 5 SHAT digest time vs. of input blocks
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and processing power
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HMAC-SHA1 Authentication time vs. of
input blocks and processing power
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