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Implementation of Intrusion Detection System Using Network Packet Capture
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ABSTRACT

Computer security is considered important due to the side effect generated from the expansion of computer network
and rapid increase of use of computers. A attack of intruders using a vulnerability of operating system, protocol and
application programs. And so, The attack methods is to be high technology and professional. Thus It must be necessity
that we necessary a solution to structure, management for framework of information technology. This paper develope

intrusion detecting system for separating intruders form critical system and design IDS model and implementation of it.
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Capture Descriptore o33} & 7128 7H3t} {

fopen("FILTER_RULE", "r");
fgets(FILTER_RULE, STDBUF, FP);
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void Detect::Rule_Reader(void)

{

fopen("./ attack_rule", 'r");

for(rule count = 0; rule_count
rule_count++)

{

AttackRulefrule_count] = ReadRule();

ParsingRule();

}
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pcap_lookupdev()->pcap_lookupnet()->pcap_
open_live()->pcap_loop()
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IP Header, TCP Header, UDP Header, ICMP
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//R72HA AR A=

if(PACKET->pkth->caplen

< ETHER_HEADER_LENGTH)

{

cout << "Capture Data Length < Ethernet
Header

Length";

returny;

}

//¥8E A3

if('\PACKET->TCP_HEADER->ack)

PACKET->ack = 0x01;

//EZEESE Y3t P48 &3

switch(PACKET->IP_HEADER->protocol)

{

IPPROTOTCP:

DecodelP(PACKET *P);

break;

IPPROTOUDP:

DecodeUDP(PACKET *P);

break;

IPPROTOICMP:

DecodeICMP(PACKET *P);

break;
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for(i = 0; I < RULE_NUM; I++)

{
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for(j = 0; j < rule_size; j++)

if(*(buf + j) == Attack_Rule[i].Code]j]

checksum-++;
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if(checksum == rule_size)

{

cout << "Found Attack!\n";

//88A9 Fast 34 BHY FLE Ho

&t
cout << SrcAddress << "—>" <<
DstAddress;

//o1® BA| EREAE waZch
cout << Attack_Rule[i]. msg;

//8AYge] B HALEE 28 gk
LogToFile();

}

}
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#make
g++ - main.cpp
g+t — packet_cap.cpp
g++ — analyzer.cpp
g++ < detect.cpp
gtt maino  packet_cap.o
detect.o log.o -0 hl-ids -lpcap

analyzer.c

#./hl-ids
Initializing Interface Device....
Device : ethQ
Network : 211.213.45.0
Mask : 255.255.255.0

Now Detecting....
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Bow Datecting.......
femmsmsmsmomesmmons  £3urd WeD ALLICK |} memem————
98720702 10:20:%8 HEB-ATTACKS ps commard abtempt
5rc Address 203.237.111,177

> Dst Addrass 203.237.106,192

Fountd Mebi Attack ||  ewser—————————————t
WEB-ATTACKS ps command attempt
DSt Afdress 203.237.108,192

98729762 18:21: 04
Sre Mdress 203237411477

| Found HED ACTach ||  eemsmummms———————
98/20/02 10: 21:04 WEB-ATTACKS £3 command 3ttempt
Se¢ Miress 203.237.111,177 y Dst Addrest 203.237.106.192

Found Wb ATTaCK ]|  eeever—————
38123702 623105 WEE-RTTACKS ps cormand $Ltompt
Src Address 203.237.141.177 > Dst Addeuss 203.237.106.192

remsssssassssmsassssssmnns  EOURT WED ATUACK 11 et
98/23/02 < 612107 WEB-ATTAKS ps cormard attempt
[S7¢ Addrass 203.237.111.177 3 DSt Address 203,237.106,197
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Sre Address 203.237.114.177

> Dst Addrass 203.237.106.132

i found Med ALLack ] oee—————
68/20/92 13:22:08 WEB-ATTACKS natcat command attemot
Src Agdress 203.237,11¢,177 + st Addross 203.237.106,192

S6und NID ALTRCK |]  =emmesme————
£6/20/92 19:23:05 PEB-ATTACKS netcat commnd atteept
Sr¢ Address 263.232,911.472 > bst Address 203,237.108.192
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8720792 13:23:08 WEB-ATTACKS netcat command attewot
Src Address 200.237.111.477 > Dst Address 203.237.106.192

| FOUId Wb ATtACK ||  m—
68/ 20292 13:23:08 WEB-ATTACKS netcat command attempt
Sc< Address 203.237,111.177 3 DSt Address 203,237.106.1%2
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66/20/22 13:23:08 WEB-ATTACKS net<at conmand att:
Sre Address 263.237.111.1477 > pst Address 203.237.106,192
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51¢ Abdyess 203,237.114.58 ———: b5t Méms 203.230.406,40
[Contents 30 30 30 «& <0 ff £ bi

Founq Shatlzode Attack 1)
SHELLCOE Linux ShelTcode

Sre WEANL5 wmenms D5z Address 203,297,106, 191
Contentsi30 90 30 o6 <O Ff ff #F|/binish

5372082 04:2

134

| e NG S} code ARACK 1

07/20/C7 04:20: 3 SHELLIOOE tinux Shellcgde

Sre Addrass 203, 737.441.58 o > b3t Address 203.237.106.191
oatentsi90 90 90 ed <0 FF FF Ffi/bin/sh

found Shelicode Attack 1t
s»(ucxa Linux Shel
14,58 ——> 95t Addrass 203.297.196. 198
o fF §F 18] fminfsh

07/20/62 $1:20: %
Sre Addrass
Tontants iy 9 99 b

| e FRONG SHET 10000 ALTACK 11 ermmapsmmp—
07/20/02 D4:20: 0 SHELLCODE Linux Shelicece

Sre Address 203,237.111.55 2 st Address $03.237.136.191
Contents)10 50 39 o€ <0 f1 ¢f ff1/oinfsh

o Shetlcode ALLAZh ] ssemer——

st F,
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07/30/02 M4:30:5% D05 IO dos Attack
Src Addrass 203.237.111.132 ——> DSt Addrese 202.237.106.191

st U1 DOS ALTACK, 1| mme—mem————————
07/20/02 04:30:59 DS 1M dos AtTack
Sre Address 203.237.119.132 ——=> DY Addirass 203.237.106.191

Fourd des Attack i
07720762 04:30:53 DO IMP dos Abtack
Sre Addrogs 203.237.111,132 —mees D3t Addrass 203.237.506.191

Found Bos ATacK |} emmesc——————
07/20/02 04:30:59 DO T&MF dos Abtack
Sre address 203.237.111,132 s > DSt Address 203.237.106.19t

| [ R TR s L L ——
07/20/02 24:30:58 00§ JGMP dos Attack
Src Address 203.237.149,132 ———> DSt Mddress 203,237,106, 191

Fourd DG ALLICK ! ces—te———
07720/02 04:30:58 005 IS dos Attack

Src Addrass 203.237.191.132 ——m> DSt Adoress 201.237.106.131
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Sre Adiress 203.237.
Contentsidf40 cdRD n€dd FFFF FR/Hinssh|

st Address 203.237.196.182

Fourd Explaits 1}

EXPLOIT papl %06 ltnux overflon
Atteroted To Adwin

gre Address 203,237,111.126 —> Bst Address 203.237.10€.192
Cantentsid940 cds0 egds FFFF £f/bin/skl

06/12/02 14:96112

faund Explaits It
EXPLOTT papd %85 Tinux overflow
Attamoted To Aduin

06/12/D2 14:5€:12

Sr¢ Address 233,037.131,176 ——— hst Addrass 203, 237,106,192
ContentsidBeD <ded ekd3 FEFF fFF/bin/chi

Fourd Laploits ¢!

EXPLIT popd %86 Vinux overflow
Atterpted To Aduin

Src Address 203.¢37.141,176 —— Dst Address 203,237.106.192
Contents{de4D cdeo eSd3 FFFF FF/binsshl

06/12/02 14:56:12

Fourd Exploits !

EXPLOIT pup3 x86 Yinux vverflow
Atterotad Tu Atain
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