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ABSTRACT

News service provide professional knowledge which can’t be gained from any other internet service and
the only way to keep pace with professional group. To get this advantage, many country provide news
service and three major korean news server connected with foreign news server provide many articles to
korea. A lot of institutes - company, research centers and universities - forward articles to home and abroad.
In spite of this important effect, The user of news service and technical supports grow smaller. And now It
is necessary for a nation to support and operate by non-profitable business. Especially, partially adapted
security weaken entire system safety and can't satisfy service provider of various necessary condition.

In this paper, we will mention troubles in authentication and suggest safety authentication method which

must be supported by established news service.
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TAMHEA A BRE Al2FE0] o]8E £
Ao mHHoz i AL H RS A&
Ho| A Aoz 4ex on, FE AMEH
= A =Z2agolr INN(InterNetNews),
diablo, Cyclone 5-°] it}
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4)¢} ISP(Internet Service Provider) ¥ & F=
oz 3w IYAE w2AUH(H7IS 27 BT
3 od8) FrHAE Udolx, FHEHI e
2% (Authentication) #iol= ID/PW 1534 IP
AZHol Aok

23U Fa F2 Aqul2 A5

A3 Az
news.kreonet.re. kr
(Kreonet) ID/PW
news.nuri.net
(etol Ul E)
news.hang.net
(BF9
news.kornet.net 39
(3=ZE4)
news.hananet.net
(Bt )
news.chollian.net
(M
news.unitel.net
(f4Y=)
news.netsgo.net
(A =a7)
news.channeli.net
(et
news.elim.net
(LY E)

newsgroup.korea.com
(F54)

Au 2 e

news.dreamline.co.kr
(=929
news.hitel.net
(ztol&l)
news.shinbiro.com
(AlH]8)
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B =R gEn Je F2ul Auj2A
ATHL Ae AFWHd= ID/PW 15T IP
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21 ID/PW %2
ID/PWE o] &3 A3 dutEd &
AYdE o 2k
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2.2 Packet Sniffering

ol 3 AFedM dEHoz AEHe
Ethernet Z 2322 MAC(Medium Access
Control)F4 & o] &3l A MI1HEY A2 S
Hzeagsde A HE olguch B %
A9 MACFA g 548 F48 71 5287
H H3E Yoled AYrt 7HestA drt o2 @
Wk HopHg olgatel WF 54 EEw U
g)sld T &} Packet Sniffer T2 13- AP}
of 33 AL&Ate] ID/PWE gE3HA foH4].
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2.3 IP Spoofing

TCP/IP Z2 YL wl$ FF Aoy AHg3}s]
HsA ot ZuelNE e ge HoHy
& 7FA 1 ok

1) 2E AF &4

[P 2EQ AFE P9 WA F4702
FPsloz F9z 29 P FAUS £
F olgd 2gd Az AT AFARS
B3t Abgol 7hsdtA "ok

2) &AM 5 (sequence number) &)

A TCP/IP TP EMe SHNEY
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A7RA 7b&skA slo] Connection Hijacking&
o] &-¥u] F3] AR&-HTH5]

2.4 Hijacking

IP Spoofing-g& o] &3} Connection Hijacking
& de A3 T Z(Active Attack)d} FUF 9
ul 24 @3] Packet SnifferE o) &3 2323 ¢
2 (Passive Attack)®} TE3}7] {8} ¥} =
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3.2 PAM(Pluggable Authentication Modules)?| -8

ID/PW Q% ol g3kl Fad AHEAZ &
WHE AF§A7LE BESE 715S PAMAA A
F3y ogH #e BAFH EABlE =St
ATt

D #2~9= otsstol] ul(4F) DES(Data Enc-
ryption Standard) W9 &

@ ALEzM A AFEE AlAE AGdako) A g
& o] DoS(Denial of Service) of

@ HA29=F A5 (shadow) HAger b
& A

@ ALER ALEAHER AT, F2)7s AE

3.3 SSH(Secure Shell) o} &

SSHE U ES3aY o8& ZHHFHA zZa9 &
T on 44 AladoA WHE& Hisa o
£ Aadloz gde BAE 5 AxE e
ZEayoln] & ZAEZNY FA 453let AR
A 154 RSA FAT Gxwrde A3
SSHe| ¢tasle #H7 W& ol&FozAy IP
Spoofing& A& 4= 121 Packet Sniffering .
ZREH A # A9l

34 7)E}

A 92 AFEEL e o MW gy
o] 349l INN 232 W] ZH-¢ Mt AMulAE
A&st7] 98] SSL(Secure Sockets Layer)3}
PGP(Pretty Good privacy)9] 2Z&o| 7}% 3}t
SSL& ERM2XE geolojolA AFHE9 Fetold
E/AH 2802 Agsel AR X2
= 29 ENHxE 98 4 o, PCPY AR
A (Digital Signature)® ©|&3ld EAElg A}

49 NES FAT & Y= EUE AZY &
At

m & =

sRdMe F2l ArladA AFen A
= UFwel e dubAQl EA A Packet
Sniffering, IP Spoofing, Hijacking& o] &3 3}
By a2ln f2U AEReA 27 7)E
Bl FA A disted BT old dig HF
Hete g A ID/PWel by we]l FHAE
PAM #§&, SSH A 22ln 54 & A =
2ad H§r7bed RedHe disted 2R
pig=

B =5dA vge addd distd F3A
2l AHE-E HEto B ¢4dd fF2ud Ablx
Ago] 7hestrtn webdo.
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