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71€¢] SETS AAA 9 (digital signature), dlol8 & 3Hdata encryption), AA ¥ F(digital
envelope)2 FAHo] glov], RSA, SHA, DESE Algde] Z2EEL Fysed, 2 =8
ECCe #/471¢ 71QA718 o83t &% Z=s Z3d g7 dueFe Agstan SETY

AR BFE AT SSETE AUtz sith

1. A&

SET(Secure Electronic Transation)2 719 SSL(Secure
Soket Layer)®.t} <dejulolre] metAe] AA ZdHo] =
A A BAA(Integrity), 915 (Authentication), ¥¢1 %= (Non
-repudiation)5©] ZAsHI, o2 A AHAzY NHEE
£ Az FANRE AN SETS A3 R o
A& )8 AA A Y(digital signature)l= RSA FH47 ¢
F39 #H4 dnEE, AR Bt A giFI) g3
2l A FFE A& deov, RSAY #9 sHgAn
AA7 B, EFE A84E /AL A4 olEHF ¥
V7] ¢ B xS A3t a7HL S B9 oy
v B S By vlo) ZHojrl oW, B Az
o, A% ZE% 45 ASE a7} Yo ol BH
Rgdta g3 AF, FEHAR P& Rol @Y T4 ¢33y
(ECC, Elliptic Curve Cryptosystem)°] tH[2]-{4].

£ =E9A4x ECCE A M99 F/47) dxngFd A
439 Bt FEE Adstn, o] W AsE AU FA
718 HEAA B =84 ALz e ANZE dF3A ¢
%3 dnFEY JIE AMgEd AR BEE YFF SSETE
Adgd. ol A 2FolME BoF Ade A% 33
e Ag® SSETY M9y 4%ciMe dEa FF Ao}
Wt =gt

2. 718 A3
2.1 EC(Elliptic Curve)

19854 N.Kobilz[2)$} V Miller[3]e} <lsf A|¢t® EC
Ct p7t 380 & &5 &F0lZ, a % b Fpo 940
®, 44°+276* = O(mod p)d ™, & %A (Finite Fields) F p
29 BY 24 B Y=t tartd U9 BP0z 3
A€ IR EF o= F2d o BAYE WFHUAN Fp
Ao 942 x yE o)FoA EE H Py, y)o2 FAHC
g4 FH0AM R H Fo QAL 758y Qiow
Addition=® o}elje} o] A et} [516)
@ ¥59UY 734 00] Y@}

P+0=0+P=P
@(x,y)+(x,-y)=0

P=(x,y),-P=(x,-y)

@ Addition
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P=(x,y), Q=(x3,), P= Q¥ o
P+ Q = (x3, )7} €tk
_ 2
x3=( zz_ii) =X T X
J’a=( z::zi)(xl—xii)—yly

@ Doubling
P=(x,5), P = -PY

P+P=2P=(x;,y)7t ATh

_ i+ a
= 2n
3’3=(

3n’+a
2y

2.2 ECC(Elliptic Curve Cryptosystem)

At B F AHEA zte 719 AT dEe
o] 9% + 3lrtl6l
@® [A]l &4 p AH
@ [A]l 42°+278 % O(mod p)7} A& U9 aq,

st =3+ ax+bg 1A

@ [A] e} A A9 271 PE A9
@ (Al 92 BF kE AYste A9 AMAIZ A3t
® [A] APE Addition® ZHE A9 FA7Z Fod.
® [Al p, a, b, P, kPE A$
@Bl p, a b P kPE 4
® [B] 99 A+ »& A¥ste B /ASZE A}
@ [B] 7PE Addition¥t 238 B9 3712 g

2
) ~2m,

)( X~ %3) — 3

bE

MA71 % B G HAAY ¢58E o) BE 943
3E Y3 Additionq] 7 kP) HE#E o833, AL Y3 E
B53lsr] 98 Addition k( #P) ZFHE ©] €3} Addition
r( kP)st Addition k( 7P)7t dXIHE A& ¢ 5 ATk ECC
o Jle AT B¢ A= AFEE YL A3FA FA)
AnYFAE F83 A4E = Uk EF, o] Fld HWYS
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Ttete] £ wgolA AAAD e AARFE AAS 9
gy gneFe N2E ALY £ gtk

3. SSET (Strengthened and Secure Electronic Transaction)

Atd SSETE ECCE AR M9 FA7] daadZel A
48t} B FEE AAF L, o] § THHE AUt F
W71 g WYAF B =FdA Agstn d= I I) o
23 gaFY 7|2 AHEde a9 13 go] AA BEES
Agg 5 Ao

3 432¥

ad 1 SSETS <ast

31 9" 44

71&9] SET9 RSA 37471 ¢% <uFS BCCE WA
3ol ARt 4 dnYdFez YA #AA 298 EC
CE& A8 A9 e

32 437 ¢ - B33 duyF

dlojele] He &=E 98 A&3E SETY g7 ¢
28&9 DES(Data Encryption Standard)g Wx¥d MZ$
SdugEe AU AYHE dnYFLS ECCY ¢ - B3
3 718 ¥Estd F Y J1& AASR o] F1F ulolE B
& 4339 BE XOR datel 712 A4 HojEE ¢%
3,

Agtste Y7 ¢ndEe gL 2,

Az Gl ALEHE ECCH, P= (x, )& o439 x gy
€ 9 =22 nAEY) A x Yy 7t 4709 &3 A
Y B 2LEF 0L M, x vy 7t ) A o
d 3F$ LEF 4T 1z AY AgeE AGP YA =
=& ¥ 13 32
®1 AYF nY YA 3=

/*fix digit*/

P(x,y)//a point over ECC
x=4 digit, y=4digit

if digit of x < 4

move X to left of x’

fill 0 to remainder area of x'
move y to left of y’

fill 0 to remainder area of y’
else

move 4 right digit of x to x’
move 4 right digit of 'y to y’
end-if

move X' {0 X

move y’' 0V

HlolE nI)(Kex)e= x & y8 Q4 (concatenation)A] 7
¥ 87 4 =48 mod 8 AL 39 712y J2 FOM).
HE XOR 71(Kxon)t ¥ 1914 44" x 9 y& 489
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byt 7t A ) EAE gY@

Z}zke} A8 ASCH Z=g HPF F o] g3 o A(revers
Azl g< OR |48 AR E 712 At 719 HHL ®
29} e},

¥ 2 N3 Kxord] 44 A 3=

/*create N and Kxor*/
//create N

P(x, y)

concatenate X and b

move remainder of 8 digit with 8 to N
//create Kxor

Px, y)

xx = convert X to ASCH code
yy = convert y to ASCIH code
p = concatenate xx and yy
move reverse of p to p’

or of p and p’

dlolg ¢33+t 8byteX8byte ZL71Q 64byte® 7R OT
3, o] 6dbyte® 17F B8 o2 Aot} B2 FZE b
olE7} S6byte, WOl T} WET} dbyte, £ HE7} dbyte
ol 23 29 #L Yeho|r}

Gz 3}E A8 98HE volgE
S6byte Z71Z At S6byte ¥
ko) dlolEld ¢ 35 E ol % 56

Q_EN

dlolg] BE9 £ 29 sz &
AH e S6byte EE B9} 28]
7 EA g2 de A 852 ¥4 G
& olg, 99 AR Hgsio 44

A B9 S6byte M2 64 1W 2 EF 7=
byte B2 dloj8 o] AFsm doly MEE uoly
WME godo] HAEH B2 Wi B29 ¢A7 olysl v}
oJE W3E ¥ T 49 HEL MYy 4T ¥ F£=2 H
oleg] &A1 AF BAAO) gith F5E ol L3l wyY B
E ¥H3E E89 EE ¥W3E ddd HRs=d 9§ B
HEE 23] o3t dAHolo 3n 33 ol WAHU t}A
Y48 BAAA FRAND £ AN 28 F£/201819 B
E W5yt 34 HXE 3 R4S 2Astoof @i,

3 859 4 99 ¥F A 3 =-1

/*input data, data sequential number and block random
number to each area*/
clear datasgnum, randomnum
loop: for end of totalblock //input data to data area
move next 56 bytes of data to data area
if data < 56 byte
fill with random character in empty of data area
end-if
move datasqnum to data sequential number area
add 1 to data datasgnum
//input randomnum to block random number area
move randomnum to block number area
set 'NOT_OK’ to block-num-ok
loop @ until block-num-ok is ‘OK’
if ( random number >= 1 ) and
(random number < totalblock/2)
set 'OK’ to block-num-ok
else
set 'NOT_OK’ to block-num-ck
end-if
//count randomnum

N8 ZiNc
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x4 839 F 99 3F 94 2=-2

clear i , dup-ran-num

loop: for end of block number table
add 1 to i

if (randomnum=block number table(i))
add 1 to dup-ran-num

if dup-ran-num=3

set 'NOT_OK' to block-num-ok
end-if

end-if

end-loop

end-loop

end-loop

dolgle] a3 BET byte AL FAY F HE X
OR d4¢ 349 453§t Byte L2 Byte I3 Zi5ol
w2}l byte T HXE WIANA BE IV e 52 @
A& &3 LAY

- Byte 28 91X = ( row, col )
row = N * 8 3% mod 8
col = (( N* Zg 34 mod 8 ) + 3 ) mod 8
- 28 33
w4 $A4RN), 1 < RN < F BE 3/2
dAE G B 48 55319 byte B
HE XOR Q42 X 2014 AAAZ 7] Kxor# 64bit &4
9] dlolE & ojFojAt}. YA Z=E R 54 2y :
X5 ROl ¢ A A=

/*encrypt data Is/
loop : for end of totalblock/2
add 1 to exchange-times
//create random number
set 'NOT-OK’ to block-num-ok
loop © until block-num-ok is 'OK’
move random number to block-number-1
if ( random number >= 1 ) and
( random number < totalblock/2 )
set 'OK’ to block-num-ok
else
set '"NOT_OK’ to block-num-ok
end-if
end-loop
//byte exchange between two blocks(Kex)
call two blocks having the same number
add 1 to i
foop : until 8
row = ( N(i) * exchange-times ) mod 8
col = ( { N@i) * exchange-times mod 8 ) + 3 ) mod 8
exchange blockl( row, col )byte for
block2( row, col )byte
end-loop
end-loop
/*encrypt data H+/
lfoop * end of totalblock
xor of data by 64bit and Kxor
end-loop

233 34 A4 Byte ZH7] Kexs bit 237] Kxor
& JA¥ ojojx FAEH YEEL FAH FSAHE 64bit
gz AR F GZE doJEF 7] Kxor® A4 Bit
XOR @48 #%¥¢) Bit XOR Aol 4 ¥ Fag £4
= Gdbyte ¢ 2748 FL Aol Byte ZHE F8 3t} o
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29 F 7 A8E TR ol B (B6byte), HelE WA (b
yte), 2% WA (dbyte)t FAA dge geoz vrdu
olo}A, dlele W5l we} Sbyte UHE A% AAEHA @
A% YBo| AW YA T=E E 63 no}

X6 B33 g4 2=

creation Kex and Kxor

loop : for end of receipt data

xor next 64 bit of receipt data and Kxor

end-loop

loop : for end of block

byte exchange of next 64byte receipt data by using Kex
end-loop

data arrange along datasqnum

4. &

Aty SSET ZEEZL 7|&9 SET Z2E&d vla) A
A Mo ECC 718 ol &8 ¢33 Z=9 $57 $71H
I o] 718 WHsY diFs] dnF AEFLzA Y
719 Agol WoX oo A BFE AFY 71 AUtk o
@ ZAze SETO|W ECSETRT RA4Ae) ¥, o|F A3
Mo A BFE Ao AFHEE Z2EZ Hn ¥
HA 2 AR BF - B33 A4 P29 A4 EHYS F
d # gl FEHO EF, AAE Uy dxnFL b
OlE m@H HE ANHAS FH dzHHo, U4 ¢4
dolei7t EAHE SFa7|7 F3] g3, volE FE
= A ot AN B WEE uobsy] oA oz A
G353 FExE AsHel AEAHY g4It sMeEd. FF
Ade A7) dnFel £ 33} A 8§ A71§ 3
A arlz Fusd A= AF ¢ F=E @3 o F7
A 4 Aoz 7idgc

¥ 7 SET, ECSET, SSET9] u|&

SET RSA DES g
ECSET ECC DES @5
SSET ECC At AF7 Egsa
3 &8
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