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system calls dangerous parameter
chmod, fchmad a system file or a dirsctory
chown, fchown, ichown @ system file or a directory
axecve an excutahie file
mount on a system directory
rename, open a system file
link, symlink, unlink @ systam file
setuid, setresuid, sefsuld, setrauid UID set to zero
setgroups, setgid, seffsgid, setresgid, setregid | GID satto zero
create_module modules not in Jik/modules
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bash-2,05% cp /etc/passwd /tmp
bash=2,056 v /etc/passwd

bash-2,05¢ s /etc/passwd

1s: /etc/passwd: No such file or direct

ory
bash-2,05¢

bash~-2.05# cp /tmp/passud Jetc
bash-2,05

bash-2.05% insmod ips.o

bash-2,05%

bash=2,05¢ rn /stc/passud

rm: unable to remove '/etc/passwd’: Ope
ration not mitted

bash-2.05#
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