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Cryptosystem using Window Non-Adjacent Form method
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Abstract

This paper presents new fast scalar multiplier of
elliptic curve cryptosystem that is regarded as next
generation public-key crypto processor. For fast
operation of scalar multiplication a finite field
multiplier is designed with LFSR type of bit serial
structure and a finite field inversion operator uses
extended binary euclidean algorithm for reducing one
multiplying operation on point operation. Also the
use of the window non-adjacent form (WNAF)
method can reduce addition operation of each other

different points.
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B3 dF A2 (elliptic curve cryptosystem
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Al®) = ag + ad + - + amaa™ (1)
Ee A = (ag, a, -, am-1) 2)
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20024 st xIZets| stA S EEtans =27 M25d M1z
B(@ = by + bia + - + bpa™" 3) inverted
= B = (by, by, -, bm-1) (4) X : N, the binary representation of the
field polynomial f(x)
Afa) + B(a) = (ap+bo) + (art+br)a + - Y : b, the element of GF(2™) that is to be
+ (am1+bm-Da™! 5) multiplied by the computed inverse
T Z 10, just plain old zere
A + B = (ao+bo, artby, -, am-1+bm-1) 6) Output : Z = b/a
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2.3 FrRHANGFE™) 94971

7147} polynomial?! GF(2™MelA 49 Axre 4
A4tel vls] 8 ~ 1089 FPANE v gt 99
Aag A% dugdEL BE extended euclidean
algorithm, parallel euclidean algorithm, almost
inverse algorithm, inversion using multiplication
algorithmo] AMg=H®, £ EEAE  extended
euclidean aigorithm2 %% extended binary

euclidean algorithm< AM&-38H91th[2]

Algorithm 1& Y34 A4S 23 extended binary
vERd e}

euclidean algorithm<

Input : W : a, the element of GF(2™) that is to be

Algorithm : While ( W = 0 )
While { Wo == 0)

W = W/2
Y=(Y + Yo-N V2
EndWhile
While ( Xo == 0)
X = X/2
Z=(Z+ Zo-N)V%
EndWhile
If(W > X)
W =W + X;
Y=Y+ Z
Else
X =W+ X;
Z=Y+Z
EndIf
EndWhile
Algorithm 1 : extended binary euclidean algorithm
2ze 34 AN RS ANEE APE 99
I FA ditel Hadh B =EoAE extended
binary euclidean algorithmg &30z A9 A4
3 dgste g4 dAs 34 HAg F U F, ¥
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228 Wo d4& 73] fslME Yol 18 998
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3.1 points addition

Az ge £48 dal A8 42 veR 2o

P = (x, y1), Q= (x2 y2),
E=y2+xy=x3+ax2+b
P+ Q = (x3, y3)
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1% 2 points addition E8 X

3.2 point doubling

@ W T ol ey A AL e 2o
P = (x4, y1)
E=y2+xy=x3+axz+b

2P =P + P = (x3 y3)

xa=8+8 +a 9)
X12 + (0 + 1)x3
W

X

ys =

O=x+

a9 38 4% Plin_x, in_y)ol ¥ point doubling &
2 xojr},
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219 3 point doubling 3=

3.3 computing the NAF, (k)

2z AL 98¢ A g w@sn, HEged
ol |ig F3ABskE W] wel 2 A 37HA binary
method, non-adjacent form(NAF) method, window
NAF(WNAF) method7} vHi3] A5 ko d& o}
= binary method®] 2% HIEY, NAF method= {-1,
0, 112 o]|Fo|d <d[4], WNAF method= 03} A% u
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u = k (mod 2% and -2¥'< u < 2*! (10)

Algorithm 2¥ A4 k9 NAFw(k) FH=29 wgs

ekl
Input ' a positive integer k
Output : NAFw(k)
Algorithm 1 « 0.
While k = 1 do
If k is odd then:
ki < k mod 2%,
k < k - ki
Else : ki < 0;
ke—k/2 i1+ 1
Return((ki-1, ki-2, -, ki, ko))
Algorithm 2 : computing the NAFw(k)

3.4 WNAF method

Window w = 4% 4% NAF.(kT {0, £1, 13,
15, 719 ;& ZAed 2Z@e 34 d4de
NAFw(k)9 gtell me Az o8& F H& die
points addition <43 2& HE 9= point
doubling @4te 2 o]Fo]At], NAF.(k)Y kel ()9

At #gA=H A 3 Pk, )€ dh&d 2ol ¥
g0 Aidel A& [5]

-x, ) = (x,x +y)

Alorithm 32 WNAFE o| §% 272 g4

mlo

Input . Window width w,

(-1 )
NAFw(k) = Zokiz', P € E(F,
<
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Output @ kP
Algorithm : Compute P; = iP
(i€1{1,35, -, 2""-1})

Q< 0.

For i from 1-1 downto 0 do
Q «— 2Q.
If ki # 0 then:

If ki > 0then Q <« Q + Py
Else Q < Q - Py
Return(Q)
Algorithm 3 : WNAF method

35 2Zret w4y £9=
3% 4% points addition® point doubling @4, A}

A el ol ANE R P E4 2L AR
AA2EZ PHE sBe F47] Bl

P
X Control Block  foeed reg Py

a9 4 22 547 29
V. g4 A% R

B 1L CAE A3t 948 A4 kol s A7t
A duFe HE, dFed wmd FdIHolg kit
9l A7|e] wa} WNAF method?}t binary methodsl
s 186 ~ 225%, NAF methodol ®#] 82 ~
11.3%9] A7t o] 52 Bt

k(bits) | Binary NAF WNAF (window = 4)
131 1,420 1,280 1,156
163 2,790 2,562 2,272
193 4,964 4,218 3,902
223 9,634 8,140 7,470

Pentium HI(450MHz), Visual C++ (&%) : clock)

E 5 A% kol g Agdold A3

28 C ez duelES 15 5 VHDLS o
|3t RTL @A A7A 2 functional simulation

€ & & SYNOPSYSAFY) Design Complier& o) &%k
g4 Aol FA Foludele Isi_10kE ALad
o 99 E ALEE cell count? cell 2-input NAND
gate®] WA} 57olt}, Clock frequencys 34MHzo)t},

Combination | Noncombination:| Total
GF_MUL 3,387 5,892 9,279
GE_INV 13,531 9,738 23,269
NAF. (k) 5,547 4,020 9,567
Addition 28,758 23,462 52,220
Doubling 26,541 27414 53,955

E6gA 29 (2491 : cell count)
V. 28

=M e BT gIANEFY 28 FA4
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A 4715 FESU R, point A4 Al extended
binary euclidean algorithm& Al&3oz4 3 o)
T4 ddes A £ At WNAF methode] =
4 g2 Wi HE FAMNTY oFES & 4 9
Ak BF ko EHd HeolM HAY vEEZ 23
BlEZ Ayl ol 2ze F4 44 A PRz
= dA2HY AFE Zolt fxe g PHo O
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