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Abstract

In this paper, a new structure of 1024-bit
high-speed RSA cryptosystem has been proposed
and implemented in hardware to increase the
operation speed and enhance the variable-length
operation in the plain text. The proposed algorithm
applied a radix-4 Booth algorithm and CSA(Carry
Save Adder) to the Montgomery algorithm for
modular multiplication.

As the results from implementation, the clock
period was approached to one delay of a full adder
and the operation speed was 150MHz. The total
amount of hardware was about 195k gates. The
cryptosystem operates as the effective length of the
inputted modulus number, which makes variable-
length encryption rather than the fixed-length one.
Therefore, a high-speed variable-length RSA
cryptosystem could be implemented.
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MRMM(Ys,c, Xs,c, N) {
-— Qutput Zs,c = Ys,c - Xs,c R ( mod N )
-- bi . Booth recode value, R=4"
Zsc=0; = [ (n—1+3)21;
for(i=0 ; i<m ; i++) {
bi = booth(Xs, Xc, i) ;5
= [ {Zs,c + blYs+Yc)} X -Nip ] mod 4 7
Zs,c = Zs + Zc + biYs ;
Zs,c = Zs + Zc + bYc ;
Zs,c = (Zs + Zc + gN) / 4 ;
}

return Zs,c ;5
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Modified Modular Exponentiationl M, E , C, N) {
~- Constant - C = R (mod N)

-~ Qutput : P = ME mod N

Ss =M Sc =07

Fs=1; Fc =07

Ss,c = MRMM(Ss,c, C, N) ;

for (i=0 ; i<k ; i++) {
Ss,c = MRMM(Ss,c, Ss,c, N) ;
if (e=1) Fs,c = MRMM(Fs,c, Ss,c, N) ;
else Fs,c = Fs,c s

}

P =Fs + Fc;

if (P<KO) P=P + N ;
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