2001 &

SIRAFYXCSS EH SeYH=FY MNEA H1S

ERs FA ZT2EF

o] AYHS YW

AT

olFg, W14, WD
TS A FE

e-mail : {jlee,kbang,choi }@formal korea.ac.kr

A Study on Formal Verification of complex network protocol

JooYong Lee, Ki-Seok Bang, Jin Young Choi
Dept. of Computer Science & Engineering, Korea University

2

of
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olal B4 WAUZ wet o B L mgol AA HEch A W dFF i AAUF
o] AT AMEHT Yot JF o 2ol U@ HA R olst BRHAL e Aol wet
A 2R B4 AAUZ B AR AFol Ay TG £ ATAME Spin & ol gad &
T 54 Z2egd s 229 £ 49 F3 8 =@

L AME

ANx"o] HAAY & BAL o]l EA §H o2 go
TR Uk, ool w7z Al Alole FA dlAYE
of utg} 2 AR L Efo] A FApd. E4 W
4# 24 wAUZSo] AAHT AHgHn gov HA d
oo ek dA 2 olEis BREAn e AAolth. wet
A 2& BA AAUS i A ATl dff T
s}, g dEHQA 928 Euenye ¥4 e
2E Aol W& Axvt BrbsEn. ol & dFdAMs
BagAe 4 Zaegd AY AF(11L A8 Add
Spin(3] & ol &3ld ¥ BN AAUES R4y 2
AEF S ARG B =& gy go] pAH.
2 AAE AP Spin ol hall &3] ARz o),
3 AREE 238 ¥4 dAUZY o2 Abracadabra
Protocol & A8t o} R@Y3te HErt,

2. H87|¥3 Spin

A7 (1] £33 =g 7utg § PHLE =
goli} AT Eo] Al2ug YA #AFdE ol
314 7]15.8 ARSI Ao FHE s HAF3E 54
EF =82 7E8ld AAR0] 548 DEFI=AE FI
H AAL ojgste AFsnE Adoirt X ofu®
3ol BEAANL Ha2d Y & A0 gy XD
Az-dlo] ojE EAo] utF&AE AFdAd Hr@o=2
AZE EA d&Mde 22 & Uz ALE F I

AY ¥ AY 9AY FP gFoz vdoh 38
HAe Alado]l gAdsor & T 2 A
S g4 T 5 AE HAE HAEE © 240 9o}, a8
I AY AL FAV FEIR, & A LTS T

Z2ReAE FYsted 540 ik AW EL H4A F
oll7] FE BUXA, v 25, BESHANE el B
QoM Bt 9T A2We T @ £ AA o

SPIN[2]& AT&T Bell 47214 1995 o) 2x g LIL
zdgFolt, N& 22 A7 PHE A7) 98 On
the-Fly 4& Ag3ta mizelel E&3<9 AH8E 7Hedt
=2 ok SPIN & wENH T2ALE A2
(asynchronous process system)2] A A9k A& (verify)e L3t
¥ 744 ddbdal tool otk SPIN & Eg 24t £ZEY
(distributed software)s} %41 X 2 E & (communication protocol)
AFo] ol F F48A AHEET girh SPIN 33 2922 =
A 43 2g(Process interactions)?] 3 &4 (comectness)ol
23& £t SPIN & 24 A 2"oAe =ed dA &7
2 ged Af"E £ A 53] £9AA, dHolg §4 Al
28 mE A2 (Switching Systerms), FA14 "E‘I'—al:%
(Concurrent algoriths), A% 413 T2 & F(railway signaling
protocols) 5 AAHQ Alagel CAde] vj¢ g Ao
2 #4793 o ©] EFE o884 v Al(specification)]
4 g (comsistencyy AAME F Y = 2(Deadlock),
FARA w2e  uhg(Unspecified  receptions),  flags
incompleteness, 24 ZZ(race condiions)s & Z RAFET.
A9 A A =2} (Linear Temnporal Logic:LTL)[4]o) 4}, next-time free
ITL, =+ Buchi Autorata & ©]-§314 & &4 (comrectness
properties)E 5@t

SPIN & PR( Meta LAnguage) (BJete A3
dolg Algsted HAAE st PROMELA = LIL 9 #+&2
2 gAs do] AP YA PROMELAE F5 =Y
doj(Verification modeling language)elm, ®AF A&
(distributed system)o] v} T2 = F9] F44 = A (abstractionyE A
Fetn T2 A 2(processes), HAIA] A d(message channels),
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3. Abracadabra Protocol

Abracadabra[5]= KJ. Tumer 7+ 33 94 A& 73
71 98 7oz AAE FA dAld dFoe=
Abracadabra Service ¢+ Abracadabra Protocol 2 74 =] 9t}
Abracadabra Service = €72 %] %% (connection-oriented) A H]
2 5A AR dF8 AAsta A2 JA dolHE
A4d F YA 3 Foh )& sl Abracadabra Service 7}
AT FE pamitive = oh23 2o SDU & Service Data
Unit o] 222 a7l dojelrt XE= ¥ DatReq ¢ Datlnd
it Qzz Fridc

AP A A =2

@A = ol A=
Connection Request ConReq -
Indication Conlnd -
Resporse ConResp -
Confimation | ConConf -
Deata Request DatReq SDU
Indication DatInd SDU
Discormection | Request DisReq
Indication DisInd

¥ 1 Service Primitives

Abracadabra Protocol & 244] 4% § Abracadabra Service o}
# AFoA Hoje ZEFS Alojstn g FAFAA A
Hg &£ g A4S AR dHeolgE Fagsd 5+ 3
A A 3= 982 Pl Abracadabra Protocol o 2@ o}
g g

[ Service User ‘ i Service User l

Abracadabra Service

l Protocol Entity \ ’ Protocol Entity 1

! }

| Unreliable Medium Service l

298 1 Abracadabra Protocol

Abracadabra Protocol ©} ¢]&38h= 55 #lo] Wy 7
Aoz Sliding Window Protocol oA o) &3t wyst Zrh
%1271 PDUProtocol Data Unit)oll sequence mumber & 3%
3ty A$sld £AAE sequence number & ©] 83l 4%}
t dolgdal RE Fugith. 93x &= doHZ @
HEd g71e v 284 gl o J8EE &7
gk ST 459 HAVIE 2 2 AIFoTZH sequence
mumber 7} 0 3 1 & w2814 €} &, Abracadabra Protocol
2 dx o] Altemating Bit Protocol o]t} @& 942 44 87,
A2 A4 &7, 942 A 8.7 ds SN §dol
glod AAFL AEstn dAIHFTE AAEE A=
Foxz o] glod d4& Fonan 27 FH2 Eo}
ok =% oju] A¥d A7 ZF2E £ HolgE F1d
£ 5% AddHo] 44 dAL aFse RHAT AFo

gsd 428 1 43 2FE 27 AdE E8ven

o8 g T thg3 L protocol data unit & o] 3t &
ojel. :

=34 ol | A #4dd
Service Primitive
Cormection Request | CR | - ConReq, Conlnd
Cormection C |- ConResp,ConCo
Confirmation nf
Dr | SDU DatReq, DatInd
Sequence
K Number
Nurmber
Discomnection DR |- DisReq, DisInd
Request
Disconnection DC |- -
Indication

¥ 2 Protocol Data Unit

Abracadabra Protocol & dZ24A, A& AdF, 2 A,
WAl Aeol & F Aed A Holx HA e
protocol data unit, service primitive off w2t 22}kA A €. of
7 2¥< 2 potocol data unit 3 service primitive o} o
A W5t oEA dojdeAE ¢ F UE Holth

ConReg+
CR+
“\’ Conlnd+
<
ConRespe 2
cCe — ] A3
ConConf« "_.—--—-""‘
DatReg+'
DT, 0+
Datlnde AR
AK1e | T E Y
DisReq#
DR
H‘_’ Dislnde a3,
e ol

2% 2 Abracadabra o] e w3

Ay AZL 918 Abracadabra Protocol ¢ e 30l F
o Aoz MRt DFA(Deterministic Finite Automata)
2 Uehyd ol a¥e Bk

19 3 Abracadabra Protocol ¢} AHel Aol %
B (Closed: 27 Abel
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CRsent : Closed 3 Eloll Al CR & B F9] 2

CRrecv : Closed AEjo] Al CR & W& 9] A

DRsent: DR & B ¥£9 4

Estab: o] 4348 2H

A: ConReq

B: DR

C:CR

D: DisReq / DR

E: DisReq / timeout?

F:CC/CR

G: ConResp

H: DC/CC / DisReq/ AK?/ CR?/ timeout*

I: DatReq/ AK' / DT/ CR' / timeout®

J:DR

K: timeout®

L: DC/DR/ timeout®

M: timeout'

timeout': CR ©] A& ujAldlM &2 A4S & F Ut
timeout® : CR ol A$miAolA EAHT AdE A=HF7t A
A4 L4394 E 298

¥ timeout’: DT 7} A& uiAdlA &£4d53 AHEE T 5 Ut

¥ (imeout': DT 7} A ulAolA 45 n AA$ AN=srrt A
% 38348 23

B timeout’: DR o} Aoy &A1 AA4E & + A
timeout®: DR ©) A% ujAldly &4Hn AHdE A=t Ad
34548 299

AK' :sequence number 7} ZH} 21}

AK? :sequence number 7} 28t23) gt} .
CR': 944 4% F o}7d A3 ol & FudA &rh
CR: 472 43 F A4A dolgE Fdd Ho} gk

. Spin & O|B8 RHYH

[ W]

F S

QHA Abracadabra © AB]X AZ3 T2EEF AFom F
EHolAgn AFsgTh Mulx AFL Z2EE AFH
o sl A "ok TREE AFS A% WA B
£ AL A= g9 AL 33, A2 AFe X2
EZ AL AR 4L e R & 4 Atk g
A Abracadabra A|A¥E HFsEd B AFE dA=R
g Z2EZ AZNY BAL HIEn o Fo ZIET
AL oA & Hula ASR) 4L AF5sd ddh
HE Ao ss o RE AZFL AFde Ax 7%
A A &g WA ssAdol ¥ A7 ok £ =
FAME 9 AT £ g B AFE = § ==
EZ A& A58

User UA

AbraProtocolf A

Station S

TransCode XC

UnreliableMedium UM

19 4 Abracadabra Protocol & A% 24

9 1%9& Abracadabra Protocol & HF X ot} 7|3
02 7 RELS Z2N2E T REDNS AZS Ad

2 F#¥9r} Station EES Abracadabra Protocol & YEME
Aog 71 HAHY REolth. o REL 5 e T2 A
22 FAEr}. Abracadabra Protocol & 1Y 30X 9} Zo] 5
he) A2 FAE DFA 2 EEH7] ot g 24
2dA 5 A9 AH=R HoldEF 31X wn e} Holst
Za 20 Hol7t HEE & AL Spin o] partial order
reduction & °]-§3l= AL EFIE ARt Spin & EA
Agsln YgE ZTE2 M X(sleep BENZ oFd run FEfS] T2
Azl & F Qe Z20S gases dikyez 9
A7E 2 sy T2 AL7 e ARYGE FZOUHE oF
Ao Z2A27 Y A fgEHoz FAF Y
Station =& olglo] yrix] REEL Gy BEd v
9 222 FHEHACY Saton BES TFAE 5 A
T2 AL User 257 TransCode ZEH S48 8 2
A AEL FFaAE, dA Auld] shFete T2 L0
AL o8 F UEE o} dch &, @A El7t Estab
oJH(2Y 3 F=) Estab o] Gt TRAAT HIg o
23 4 glojor Pt} TransCode £ E@ASE Yehiies &2
Foltp. o] REL Staton REOAN ol HAL
UnreliableMedium E25% ®Wx w2 UnreliableMedium
2E2RH #HRE& ol Sution EERZ HGAETH
UnreliableMedium 252 TransCode 525 ¥ |71 & o}
Yl ¥ TransCode =52 AYddsl sizE 9ojvdch
Z A4 g A4uAQ Aok o REAAA dojue
7 &4 Station ZEFAA dolvs AAFY 9l &
o} ot HO R User 5 Abracadabra Service & ©18-8}%
REolt} o] BEA service primitive E LAAF|L )
g} B =FdME Huart opd ZREZ O AF
& OFEZ User L8 #fF3te Z2ALE F87) Qv
A HAEE A8 A3 User TEAE FEIRSG
o old g AMgE gf ddAd dFAY. FAAHI
Promela =% AARAG JF3d.

5. Spin 2 O|B%t HS

ZE2EZE ATY 9 AN=HE
7hge] AMg ZRA2E Bes otk B =EdXe
@ F AR AET 2 g8 § F AR AU
e A9l sl H=EE i =gtk Spin & ]88
Safety HALE FHMH} o] F st Y&g & = A
ek ol AF Ao dEelth Hst YUS5E E F
At

+ 9 2 79 e

Full statespace search for:
never-claim - (not selected)

assertion violations - (disabled by -A flag)

cycle checks - (disabled by -DSAFETY)

invalid endstates +

State-vector 340 byte, depth reached 1882, errors: 0
39937 states, stored
54120 states, matched
94057 transitions (= stored+matched)
14 atomic steps
hash conflicts: 1579 (resolved)
(max size 219 states)

Stats on memory usage (in Megabytes):

13.898 equivalent memory usage for states (stored*(State-vector +

overhead))

10.650 actual memory usage for states (compression: 76.63%)
State-vector as stored = 259 byte + 8 byte overhead

2.097 memory used for hash-table (-w19)

0.240 memory used for DFS stack (-m10000)

13.090 total actual memory usage
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Fermal: |0 (p-> < af l
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[Progesty belds tar: @ Al Executions (desired bebavior) .- No Exvostions (errer bebavier)

. MNates [file vestfy) R}
o It’s alvaps trus that when the sender transmits a message, J
/

_J the receiver will evantually accept it

Symbel Defindtions:
> pdetine p

I #detine q

/
Hever Claimc

N

Estab_station]1)@senD
estab_stationl2jgser

.
* Formuis Rs L > <
1 IR el
To T bl £ >
% Pofnial

; (fomalizing vislaties . o

7 mever {

2 e o @)
Verificaties Reselt: veld Fowm Verification. |

_. warmiagt for p.o. reduction to be valid the mevar claim wust be statter-closed
— (never olaims rated from LTL formulae are stutter-closed)
(spin Version 3.4.8 — 21 December 2000)
+ Partis) order Rsduction

¥ull statespace search for:
aever-clain

e | on | ’ O | semta

ConReq 7} €019 %W 4% State LE©] Estab JE|Z 7HoFg
e AEE odig o] wHAT

soral Lame Forulae

Formme: [] (0> <> (a1 & 2))

ener 1] ] 0] 2] e ] ]
[Propectybotés for: & ABExecatins (desired bekevier) - Mo Excoutions (oo behorioq) |
Hetes [file verify2 KIE J

3 It is alwaps true that when the connection is fequested,
it will eventually ostablished

~

Syaabel Definitions:
. Betine p

{tlosed_station{1{@coRREQ)
] Bintine a i
/

(Bstab_Station|1}QesSTABLISHED)

$detine q2 (Bstab_station|2]QESTADLISHED)

Newer Claic

: r~
i * Formula As Typed: {] > O &
J :ﬂur;‘mr c];i. Below %‘rnspgé? :2)1 ! >
z ] Forula > ¢y P
:/(;omm'gg' sioiatioms o taToriginal)

Joewr{ /() (o> <r (W& @) ) Y

Vesification Resul: valid Rus Verification

; warning: for p.o. reduction to be vaiid the newsr claim must bs stutter-closed
= {ogwer clains generated from LTL foxmulas are stutter-closed)
{Spin Version 3.4.3 — 21 Deceaber 2000)

+ Partial order Reduc

PFull statespace search fors
! newr-clain

e | oo |

G | e |

6. B

@A o4 dFF T AAYF ALHR AEHn
Aot AR o oo g dA R oyt BAHAL AUe
ARolqg. wetA EZg A AAYFe g Y 3
Zol W¢ Fadth 28y AEAA g28 JEneRs
B s 28 A g A Brbssid

& a7 Y71 =7 Spin & o83 T

ETREZE RdPsy FFEARDG. Adeld agoer:
o717l ¥ BAE BN fAUYEFS HEgsin 44
olslg & AT, EF Aoy a@ez vehix e
2} Spin o2 RAASAA Fohd F YU, okgH
EHA B Z2EZY H8A o7& EUdsE & U/

e
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