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Initiator Cookie

Responder Cookie

Next Pay = 1 ‘ Maijor Ver. ’ Minor Ver. i Flags

Message 1D

Length

Next Pay = 2 ' 0 ‘ Payload Length

1

Situation
Next Pay = 0 0 Payload Length
Proposal #= 1 Proto 1D = ESP SPI size # of Trsfms=2
SPi
Next Pay=3 o Payload Length
Trsfrm #=1 Transform 1D 0

SA Attributes (See Attribute Payload Congifuration)

Next Pay= 0 0 Payload Length

Trsfrm #=2 Transform D 0

SA Attributes (See Attribute Payload Congifuration)
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#include <crypto.h>

rE Ad e Frhdchy..

extern void IV_crypto(void);
MAFE AP

i).(;é;l new_IV_set = TRUE;
/* hash and prf routines */

const struct hash_desc IV_hasher[IV_TIGER+1] =

{0, NULL, NULL, NULL },
/* no specified hasher */

{ MD5_DIGEST SIZE,
(void (*)(union hash_ctx *)) MD5Init,
(void (*)union hash_ctx *,

const u char *, unsigned int))
MD5Update,
(void (*)u_char *, union
hash_ctx *)) MD5Final},
/*IV_MDS5 */
{ SHA1_DIGEST SIZE,
(void  (*)(union hash ctx  *))

SHA 1Init,
(void (*)(union hash ctx *, const
u_char *, unsigned int)) SHA 1Update,
(void (*)}(u_char *, union hash_ctx *))
SHA1Final},
/*IV_SHA */

{0, NULL, NULL, NULL }
b
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