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+ XY : concatenation of two message X and Y

- H(X) : a one-way hash function of message X

- eK(X) and dK(X) : encryption and decryption of
message X with key K

- sK(X) : digital signature of message X with
the private key K

- P4 S4 ' the public and private key of pricipal
A

-A -> B : X : principal A sendes message X
to Principal B

- A <-> B : X : principal A featches message X
from principal B using a "ftp get” operation
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[2¥ 1] A fait Non-repudiation Protocol

(1) fwro, B, L, C, NRO
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(2) farr A, L, NRR

(3) fsus B, L, K, con_K
1) feon A, B, L, K, con_.K
5) feomA, B, L, K, con_K

- A : originator of the non-repudiation exchange
- B : recipient of the non-repudiation exchange
- TTP on-line trusted third party providing

network services accessible to the public
- M ! message sent from A to B
-C
e.g. M encrypted under a key K
- K : message key defined by A
-NRO = 5S4(fwngo,B.L,0)
of Origin for M
-NRR = sSg(fwmrr,A,L,C) : Non-repudiation
of Receipt for M

¢ commitment(cipher text) for message M,

: Non-repudiation

-sub_.K = S a(fsug,B,L,K) proof of
submission of K
cconK = sSa(feon,A,B,L,K) : confirmation

of K issued by TTP

o] =2 E&& Commitment(cipher text)9} Key&
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(1) A<>B : fao B, L, C, NRO
2B -> A farr, A, L, NRR
(3) A -> TTP: fSUB, B, L, K, sub_K

(4) B <-> TTP : feon s A, B, L, K, con_K
(5) A <-> TTP : feom A, B, L, K, con K

AR wAR ke ARG A AHG
o] ¥¥HY, HwARX M2 key K& 7Ixln B33
oz oz E3I ANYgE AR A
Agent24 #%E3x &1 WAIA keyE Y8 UAF
Agent2 A ] A8 gt



2001 SHRMPHLISS 2 SR B=RF XNEA WS

3. AFTzAA9 A5 HAYUE

EE CIS3 20| 4510 BUN &5

g B
AN ojEfge] & Hfzh:}. A
Z drao] opd ¥4t W0 Hel
7Bl Ay, “%EW dezetel= WEAZ, ©
volzt 228 dEYA #AAA A v 24

o r2
o
2

: (B
o
2,

_,..
ol
X B
mog
o
2

Boh mdo P Wyoz: BWHY T2 aees
S ASH Tz odgel Utk ¥He P2 AT L2 Eounk |
BE FISC
e AA Bet Fe TEAA AEe] steEtn ERE Hach
a:
Ayl BAAN R HH BAZ 58S AAY f‘;‘:,;ﬁgubk valvo
F& ok o ® 3 | oe
;S
u}

e of

o A2 PP ASH Tz 8o o] AP 27w | vae
Aotk olg} e AL AR e AFH Tz 2291 - Aoubk 1Ot
o] g A&7 g T sAbe] 23 AAE o EY ME Chain of Certificates
2 golivhl4]

a Aty 2& AAE 2 MY ALAE Az [29 3] E9 Ad% % Chain of Certificates
o, 2t ALAE UolE ode e $ME o F
oA Utk ¥ 2 RAE sl Z2AEE 49 s19l (29 319 B A9Fe A48 AsAE

e "33 ge FH%s 298 %44 o s e WAUZLS ger)
Hge 3 olFolut €2 T AU BE
ALEE 2717t odnh. 2y FAke] A Gt [(2A411] Ex 29 §4& dehle ol F, A%

d AFe & JWA ARES & F den, & A Ao FANE B8t ) A& Bel
gAte] A FFES & F vk olg 2ol 3 A Agd

Ab el A AFEes 49 Ade 89 Ads & [@712] B EdX2 #AA9 hash valued F7}
& 9t} Lide

AEAHYL A7 BARAE HEl Ao} A% 2 [2¢A43] BE hash value® 7t Fol ojAA| g
e z2AWe 54& g5ty o] BE A9 hash valueg A9 HL7)& 7R ¢E
ADE AFde Aol okl AT Y9 = 4 gAH o2 AEE d

o] At R A AdE AT [GA4] mtxigtez BE A9 AFTHE F7HEe

ZA E9 Ad%E A4,

zAe A272t ¢ A 9% ge AAE
wEHoz Aggona AU PPl [2
9 33 2ol 44Ee ¥ & Ao

4. AFAH nAFE AF-FARH HAUF

2449 AF FEAN 49 BAAA /AT 9
t AYFe BABAY RARH MHze T¥H
£ AYR AR 9% F 9F SR ohiw,
A8 TP Yok wA FAE HuA 3
£ PAAe] A AsdTe 3A R FAN
St 3AE B A5 FAROEA BA A

A olge] 49 BAAE HAA(RQE B FARH
(29 2] e 24 AAE Hulzol BRE W) Eeel 8 A Fop
= 8ok & B A4 AR g A 379

413



2001 SI2HPHelss) ) SeWH=FF H82A HIS

TE WA AT £ Yonz BRGNS
HABHY Az Z2EEH o] &30t ofd
HAUES Zdstd ofd {29 4)9 2ok

919 [2Y 418 715ssty FHE B ofs}
2t

(1) B -> A : B, D, gH(M)
(2) B -> D : B, c(M), sgHM)
3D ->C:D, B, flag-r
(4D ->A:gHM), B, D, C
(5) A->D:pPg, B
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