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53¢ IR e dolE el FHGF AEAS AHE3E ANEF uvlolH} d9ede
AL AbEEE 95T dolEHE ¥ dw dole e FAA(integrity)o] ZAX A Hol dlo]Eiu)
ol2%ul ola}l A2 AN Helx AYPurA =l 2 dFoM= dizke] dolEslola FHgA
g BASFL MR e A7 GUgd 53 AR gl dele o) HIE o o2
A3 A 2A o}(MAC:Mandatory Access Control)®} & 7|4t % Z A o}(RBAC:Role-Based Access Control)
2PEF o] f3 AHEA BAFHEA WE AR AH5HEY W 11’47} E}ﬂ FLZE F&HA 8
°olg AgHoR TS A £ e B TS AANdEd F 9&‘4

Access Contro) 9} & &7]4t 2= o] (RBAC:Role-

23t B2 Holee stz
AR Fo| 7lstgrHon
CagE ARE 5eHoes wedr] 938
gdHolat & 4 ok &

Based Access Control) ZHZE o] &3] =
AsAA T&Ho 2 #Y3a Ao = U=
248 AA g
B =iy 4L 08
T2ZA4 MAC# RBACS 74

3 ) 2% e BEd
S 2 E 5, 376 A

Hete Zz5m 9y, dlolguola Helo EAH = MACH RBACE 4% 2deo HAAEZ A
) QA (secrecy) ¥ 724 (integrity), 283 7}4A4 i, 4%dAEe oAl dlolgule]l~2E F¥ Role
(availability)olgtz & 4 UAcHl]l A, ¥LdHL GraphE B @3, Az 53A e AL
AHe BId {FES AANT 18T 4L HE o}
3 e Aol EA4, FAALL Fud gt £2¢
FAHE ARAsta diolg 9 dAHE FA e Aol 2. #dAT
ok A, JMEAdS Helol §AE AHE AAFe B Zo A 7129 MACT RBACY E3<L 7]
2 ALY £ JEF AuAE e Aolth £}
blolgiuol s Bete 7% AL HYF FF&
Za Qe AHEAZE dlelEldol e 2 o B 2.1 MAC(Mandatory Access Control)
g AR #E3 WA o)Fojxz Fowd dEF5ES Z2E dolguol~ Bt QlojAM H
A&z Al E7HE HolEMo]2E AFH oz ALS ZHAL A F e YHez s 4+ o ¢
g F UAEF Au2g AFEeEd U o} & A oJ(DAC:Discretionary Access Control)
B =RdAE ZA3F H2Aol(MAC:Mandatory A1 FAAE HIZAJ(MAC:Mandatory Access
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Control) ¥4eltH1]. DACS FAe &g 7|0e
2 3 FISAZA 9wy 448 2AY dHol
Eulol&oA AMEH D o #W, MACES ®lEF
¥ He g AA FITALHoE dEHA B
9@ & BLP(Bell-LaPadula) Model(2]€ & % dth.
BLP Model& 7 HGFzto] 44539 AR

7} 95 FLeR FEHE AL I 9% 2o
th I 71BAEL AR AIE F Us g
AlgAZ dEg £ s FA(Subject)st FA7E
A28 ol wol29 & NAH(Object), 1L
A gFg FF(Classification), FTA I

29 A28 7HClearance)Z W& 4 Utk A%
FA BAS5FL U(Unclassified), C(Classified),
S(Secret), TS(Top-Secret)e] 49A=Z TR}t 1w

(FFL UdA TS2 &8 &+F Fokdd. BLP
Model F 7b4 HA(2d 1)& eo2]

* Simple Security Property : Subject S can read
object O only if L(S)=L(0)

» *(star)-Property :
O only if L(S)<L(0)

=
s
o )

(29 1) BLP Model

A5, Simple Security Property=
2 388 F qled, 43S M FAL A
SEEYG & 49559 HAE read ¥ & «
, *-Property= “no-write down" 22 R &
e, 49 7t FAe A4 5F
7t AA e write & 4 gloh
FA7 A5 Fo write @
Fol A4 FFoE
H2E + gl AE7 dvbe Ae & 5 Yoz
e dony Ane HFFol L% BLP
Model& SeaView Model[3]9l 4] Polyinstantiationg
&3 A5 F FAC FASFY AA write
u FASFY FA AASFY FA 4EE
A ARE FEI Y FIFL kA Aale) ¥
ol flo] FAHJSE =72 AA

Subject S can write object

High
level

“no-read up” &
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2.2 RBAC(Role-Based Access Control)

RBACE Al&ddlA gk Ab§-AH(user)st Ho]
Bl Z A (data object), 7Hpermission)& #&ld=
woz Al8Eri4], RBACS HARAA F3
o} AAZE readst write TS A =438
o2H BAF £olsA #th Role2 Role named
Privilege2 T4 €}
+ Privilege (x,m) : x is the object, m is set of
the access mode
+ Role(rname,rpset) : rname is the name of role,
rpset is set of privileges of the role

RBACHIA A&z} Al A3 o (Authorization) &
User/Group Authorization, Role/Role Authorization,

Role/Privilege Authorization®.2 Y& 4 Q3 o]
3 FBAE B AL ATy RS A

t}. 2274 A ZF Role GraphE T83}7)
%1& Aot} Role AL is-junior BAZ EHH

= 1) Partial Privileges®} common-junior A=
¥d5+= 2) Common Privileges, common-senior®

F&#H+= 3) Augmented Privileges® JETtH2¥

IRYAPAN
@

1) Partial Privileges 2) Common Privileges 3) Augmented Privileges

(¥ 2) Basic Role Relationships
1) Partial Privileges : RoleACRoleB
2) Common Privileges : RoleR is RoleP NRoleQ
3) Augmented Privilege : (RoleXURoleY)CRoleZ
fel A JEA HES AFEE WIS d 9d
olm, Cycles #¥A3tx] %€ Role Graphs TETH
Role Graph®] #4824+ ol&3 2o

* MinRole : Minimum Privilege Set or &
* MaxRole : Set of every Privilege
* junior : RoleX is junior if RoleX—RoleY

RoleY is senior if RoleX—RoleY
* A path from MinRole to every Role

¢ senior :

» A path from every Role to MaxRole
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¢ path : RoleX—RoleY if RoleX's Privilege SetC
RoleY's Privilege Set

Role Graphel F3-& &3 dolelwo]~ FA
oAl o]2]3F Role Graph® F&3lz I FHE
A, A7z B @84 YA B
A £ Utk

tlo :(o o

MAC3 RBACS $8% =99 47

1—?:‘——4 Role Graph MinRoledl 4l MaxRoleZ 2z
TEE olFH HAAHUY. readd AT AHAEF
2] Role¢] 395 F2 Role XE&3HA Simple
Property® W& A|¢
Property & 283 write 2 $ Role Graph® Ed3}
Ed ol#&e] LAY oJH o|fKE lattice of
security labeld 83 LBACI5]lAM =
Z Role Graph= A A%71 #3ll, Dual character 3
ZZ2 read, writeE FEA HZH . write B ¥
1) Liberal *-Property £+ 2) Strict *—Property S
HAegd AA539 AR FAEFLeR FE2I=
AL GAH6l7]. o1H  lattice® AL Role
GraphZ AAEHA Z 539 A&£AAA Role
Graph level &2 Al & read, writet= 244 5§ 28
T2 ¥¥8%¥ ¥ Y (merge)Brh.
1) Liberal *-Property : Subject S can write object
O only if L(S)<1L(0)
2) Strict *-Property : Subject S can write object
O only if L(S)=L(0)

lattice®] A $ S3& H(High), L(Low), 33
M1(Middlel), M2(Middle2)2.2 F¥&-S 3 MACq
A ZlERer FA83m Q= 45T, C, S, TS)S
Role Graph® E&#37] Y5t} X3} read, writeR
FES 94 FIY 39 read? A9 Role Graph
NA Z+ AREe] £AAQL HAFTEFLS JehiY,
write?] 3¢ Zt ANEL d¢o RATFoEZ ¥
34515“\1‘3} °] A% HAFFL
AAE &dZFE ded o] EFAFe] Sz, &
dE&do A g4A FTE £ glohs G0l Uk

71&€9] MACS Simple Security Property2}t
*-Property & &8 YAAEI AP RE FEH
= AL oM, writedd A$E 71€9 Basic
Role Relationship®l Extension Role Relationship(=1
¥3)S At 483t MinRole, MaxRole2 read,
write 5 7FA A2 FEH AAAUT. readel S
MaxRole(read), MinRole(read)2  Basic  Role

*~Security

read, write

Relationship2 Has), write <] AS
MaxRole(write), MinRole(write)< Extension Role
Relationshipg £ 3. A= MaxRole(write)2 @
°]1, MinRole(write)}S 4H53d9 FE7 9%
o2 fEHA €= 4 5FY AE&ACA
Polyinstantiations 38384 Zt E‘JPJ wirte 2
AE E3rl read, writeZ2 TEE AL 47
3(merge)dls] MaxRole®} MinRoleS %ET} o] &
A 4AE Role Graphe Zt Roledl FZste FA4
g VIFLE 4 539 FAN ¥BEE FFA
428 & de AH7F 943 FEAL AF7
W&s FYstd og g

N\
OPRD

1) Write Common Privileges  2) Write Reduced Privileges

o

of

(13 3) Extension Role Relationships
1) Write Common Privileges : RoleZ is RoleXN
RoleY
2) Write Reduced Privileges : (RoleP is subset of
RoleR) and (RoleQ is subset of RoleR) and
((RoleP URoleQ) C RoleR)
« MaxRole(write) : Privilege Set if defined or @
»  MinRole(write)
Privilege
« MaxRole : MaxRole(read) UMaxRole(write)
* MinRole : MinRole(read) UMinRole(write)
RoleA—RoleB only if

Privilege Set of all write

* (rname, read.rpset)
Basic Role Relationship
: RoleA—RoleB only if
Extenshion Role Relationship

» (rname, write.rpset)

RoleA—
Relationship  or

* (rmame, (read.rpset, writerpset))
RoleB  either Basic Role
Extenshion Role Relationship

* Role Graph is merged read Role Graph with
write Role Graph

4. Role Graph
Stell A M&d AL ueEE Role GraphE® A A%
}. diolgulel 29l Z}F tabledlE FFol AA(HY
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T2 53z FEIAG & golEo read, write}
25 EAE we 2 (ag 5).

Database

T1[SL,R
T6[C],W

T8[UJ,R
T11{TS],W

T9[C],R/W
T3[S],W

T10[TS],R
T7[S1,W

T12[C]R |
T : table

(29 4) Database

T8[UJR Database

T6[C] W | TS[CIR
Ti[S),R | T3[SIW
T10[TS),R[T11{TS,W|

To[CLW | TI2IQR |

T7[S]W

(19 5) A ¥4 Database
gEide 4 FEEE g9 R A48 72
£ 444 o4& 4 A5 Role GraphE FA, AF4
gozxy w0z HAL FAT F AUk Role
Graph(Z¥ 6)& tha3 2}

MaxRole
[TaQR

TISIR
TR

T10[TS].R
TR

MaxRole(read)
[T12c1R

TI0[TS],R
TY[CI.R

TI[S]R
TBULR

MaxRole{write)

[T10rTs1,R] THISIR

TI[CLR

T12[C},R
T8[UILR

T12[CJR
TIICLR A

|

! TO[CIR | TOICLW
| Cledt [TauR LTS, W TISLW TELW
|

TNSIW
| ISR UG Uy U I « WA . ]

TSI TaGLW I
TB(CLW | TOICLW !

MinRole(write) [T13TSLW] T3ISLW

[7siw | Teiciw [ Teaw
/
TSLW
IgwW

MinRole{read)

MinRole
[(7sLw

[T11[TS] W]
TO[CLW

\iberal *-Property

(29 6) Role Graph

5 38

golEse) Ad A dHolE e FAARN BLE {A
3171 93 MAC A3 3} Roled 4183 Role Graph
2 xadd A9 ARyt sz §3sA &

30

MAC®| Simple Security Property
*~Property & &3] ®tel ¥+ Lt =
Liberal *-Property$t Strict *-Property =% Role
Graph#tol ¥dE& & & iz 6). 71&€ =24
# uas 2t 79 FAG FIF 5 A 4A9
GAZ HWHE Holx, I FTEANN H2E 7 e
ANE FAgezM Bt Role GraphE &
Hoz {A, AFALLR dojEuojs Htw
€ 584 ez #Y% F Uth
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