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AAA L AFEE] VEYIS] AASEA 370l
u alojz 29} 22 B g B AlnEo] W
WA S 22 Hert A gk, ol w
2 Hetol digk g Fa Az" fAo Hel 75 E
Frretee w8o] F7leta Uth. ol A|2HE F
AE2rt 32 BRFHAN 529 FHAH S o &
&7 Al#zh wwstA Basa o).

EF HAE52E AX =Y FNY BAEAEAMY FH
@& AFo2 A Ao 7Hestd B AFEEAA A
£0] FiE D e, ElE2a A2"E o] &g A}EY
A ZTE7} SAAAHA 71 R HEYT F
ol dastA HAct. 719 MENZZL FA FojE o
2ol wie} =woidk AAd Fxvt 9estkA HA WE
AA9 gl gx UEYIC dFAg A2} ¢4
g BAe 3] A& AlgE oW ALPo) T ef 3t
£ 043 oo fg 43} ezt Add ZA7 Ha
k.

VPN(Virtual Private Network)ol¥ ol EAE9
#HA weto gz A 7ige] UEYIE FAT o AL 4
NS AMgste Aol opE FTEUA dHUYE
ol g3t d@%olvt. VPN E9d®(Tunneling) 71H&
AL8Ele) ddid AZa 28 JHEEe BHadE y4d)
o dHolg AREL EHEL 5o A Addr).
olgl¢t EYYLE FHIE Vg F OB =EdA=
IETF(Internet Engineering Task Force)ol 2isfA] [P
AE HSE H3 AAY HEE E=g Adsis
IPSec(Internet Protocol Security)e® VPN THF
o},
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TE VPN [PSecol s 7)edch. 3FAAE IPSec
o] AA 2 FEH o]E ol & VPN FHol s o
il 4goME 28 2 ¥F AFHAE AN
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2.1 VPN(Virtual Private Network)

7 A HEYIPN)E J8HYE 22 TH
£ T4 UEYIE B dE4L gstE A U3y
a9 gFoly FH & TE JHUEYIE T3 A

5

o A=
A AL B3 §4E Jgdeldste YEeE F 3
FEI dlolg Aol sHssith. AHL F2E oE
#Hold 7] 8 dolEe TH Tt F& UEMEN
2E THstq EFR ) =298 T UES 2H9E AR
€ AFste ol o3 AEst It AA F2E o
E9old sy Y8 AFEHE dojge ¢asHo 7
dide] fFAHL FH EE T UEHINA AdH
T HZe 4E syt glod AEHg 4 dud, i
deole7t Aegsn YEsss Y25 /M AR o
EHQZ(WN) @Bl @},

I8 13 o] VPNE JHEHY HES A A4
F o Egdg ol UEQILYRE AAES H
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VPN A2 A8k AEa 2e 8 dEady
oA AFste st FEE AHEEY JHARCA Y o]
¥ Tox FAL Muje] 97 J4x 42L& F YA
) Eoh. AHEAY dFlAM & o), VNS HHFE, VN
SolAE, FHAF MuQl VPN xwzie} AL Aol
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ol T EE 38 UEHIY A Y FEE &

Hog A4 AHd AAE F HolHE RllE AN
B} HstA dolHE HEY & Ao, VPN dFL
=g AL dEU 2 T4 JEVEHIE T
Aoz Wolx gle AMFHold rhd 3ibsh B
o] fXHE & FASEA AAE P43 5 A
A Eth 9474 J42 423 R 29" € 9434 ¢
A VPN GZ2E 53 7192 A9 dEu 7 Ast A
4+ Y Ee R Auj2 AFA(ISP) H§ IHE
A8 4 et

All intemne

{non-UPN}
iraffic

SMTP

N,
1 Allother
. /VPN naffic

A

Telnet //l The Network *Cloud”
All Intemet - SMTP
(non-VPN)
traftic - All othat -
VPN trattic

ag 1 7 A MEAI(WPN)

2.2 TPSec(Internet Protocol Security)
IPSec2 T e H MH|2E AFgct. of
Aulx= HEFoln dhixdoz 27 Ho YL o]
A2 FoA S o ojite] MulaE Mgt
« dolgel vIA - IPSecd] $AIAE YEHI=R
HEH7] Ao dolg g gEssid Ryt

« HlolE Y EAHA - [PSec FAIR} HuUl+ dHolg]
' @E AlEY dolge 2},

- do]ge AF - [PSecd FAAE HAL B
FA29] AFE AT 5 U

o AATEA R - IPSec FAAE AHAE FHL
wRE 4 i,

IPSec 3ol A 71X 718 FA .47 a3l
=, Security  Association(SA), Authentication
Header (AH), Encapsulating Security Payload(ESP)7}
IPSec 5 2ol 83 &L g},

¢ Security Association (SA)

Holg £zt vdE ol (AFHAAY, ¢
z3tg dole)E mF u Atde) ¢35 dmF, 7]
gy, 7] 2 F7] Fo uid Fst olFoixjok
ok doly wE Ao FdHoloF & ol a4 E
£ IPSecoll M= SAZR Aodrt. deolg ARz
Ag FAE HHAME FHolx st Sart dasirt,
a3e2 g3 AT 435 HHAEs SA7t dyH
oF ¥ttt FYY LiuFo] Al EHox AE tiEg F
A 217t 278 Aede F A9 SA7F Zasith. SA
2 dUgd T a8, WEYaR vEYa 1Y
Az A4 F£x gl SAE o F VPN FAd Fe
itk oigol Aol g AS Addz SAE dHx
2 AHogozy Mz o& WE FAAY F Ut &
3 SAt U9 AEx stk e savh F98
A% $23 FAzA dHolHE A4 4 oyt
5Yg SAR diolE 9 A& EIbssivh, wela]
g AL M FARIE e A BElE SA7H
Hr g AoEojof .
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¢ Authentication Header(AH)

AHE IPSecollA] IP "lolHo tigt Q1F Avj29} o
olg} FZAA Mul2=E ATt e HAY Ay
AHE EFsn Urh. A= Dnext header field,
2)payload length, 3)security parameter index(SPI),
4)sequence number, 5)authentication data T}A 71%]
Ao g ¥gd. oAl kA g FelA SPle $A1R
b AHgEbe B ZEEEA gl ARE goaEd,
authentication datats SPIA AHog ¢3IYdnegFo
2 HA9 payloadE ¢z FHdtd QojRAT}t.  IPSece
AF 715 gAAE A8 BN A AL P &
MD5 H}A Al HMAC(Hash-based Message
Authentication Code)-MD5%} HMAC-SHA W& F 3slv}3S
ARg-sta it

¢ Encapsulating Security Payload(ESP)

ESPE HR o 53 AMu|2E HFec. AHAFH o
7l el Bag SA ARE AR A S2F7] sl
SPIE 3t o}, ESPE o3 ¢33 dudEs
A Pste ALgAtE Addigel wet M2 g8 dEdx
ZE2 AT £ At} ESPAAME Q5 MulAE AF
g 4 gleoy o] A9 AHY g IP g gig AF

AMul2s AFstA xch
=F PSecoire 71 B Fadt. 7] Je
IPSecite Eyzoz FEHEZ og 74z 7] @

Z2EZ FToA AHsto Alge £ gk, 1PSecol A
AMg THed dEHQ 7] #8 Z2EgZ=2E SKIP,
Photuris, ISAKMP §o] Sith. 7] &g Ads UEYI
Aol 719 A mg, 719 FUHY B, . F
22pzke] 7] YA S8 nyseol gl

3. IPSec 44 2 734

3.1 7L A4 AHE®

HA A ZEE F35E Ethertap ZEL A}
|2 FgoA HAES $aldte 4TS Jit). ol
WEYF Zox AL FaldE olgf tiufolx 7]
T2 Y5y a2RL AER FPoRYH HRAL @
e}

Ethertap AFgxt Fo2HE YEYQT 282
A Ay 5 k. FA I T2aBE] olgy =X
HYES 1 Fds T8 g € F J& RHolrh.
tap0E ifconfig®t route WEFHo| ol & oyl H
AEAY AAE 5 AT ofd EJF LANAE 42
A &3 AFRA7} /dev/tapOol e RE o] ulx
LANS 2R E tap0d o] & AAY Ado) o) o}
Aok, Ado) tapd FA U2 By sl= ZE RAE
o] AlgAt Al /dev/tap0RB-E & A,

Ethertap < AppleTalkelA IPX 742 % A& 7}
otk g AAsE AL o8 72 BFo] Ut}
T Ethertap 7I12AA S o A Frjet= ARPE
248 4 o}, Ethertap 379 7% A& #AAL ot
&3 g}

- Ad Ao A M Ethertap &3 A|Fic}.

- ethertap o]~ MY f23HHE A s

LR -y
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—/dev/tap0->/dev/tapl5.
-mknod /dev/tap* ¢ 36 16 ( 17 18 19 20 for tapl,2,34...)

*+ Replace * with the proper tap device number vou need. **
#
# Code maturity level options
#

CONFIG_EXPERIMENTAL =y

9} o] AASH  ethertap?t HEATIHR
ifconfig  /dev/tap*  192.168.1.122  AA3lc},
(replace 192.168.1.1 with the -proper IP number for
your situation.)
a8 3 YA netlinkE AA g},

FARAHL the3 2l VIAN (virtual LAN) & 5
N8 B YEHIT sy dEYaz FA4-
A A" FAHO drl. AloJEo] gwl B} gw2 B F
A 29 g MEYIE FAHLAZE T}

mknod PO 2 dlo]A Yy 36 wiol] FY 16%<I
ALEd &5 HY /dev/tapdS TFEUT. FAH F
T2aAE0] oY ZTHUYES 2 AdL 59 g
& 4 A8 FHoln, FA FA wEold AYEL
Adel 7l 9 VEYNIE F3 7122 AAFE dF
Ak, gt AFEATY /dev/tapdo] X RE Aol w)
A LANSZHH tapd) FAo] 2 RAAE Adol & o
AT Agol tapd FA YHE BUE e BE A
E0] ALgA o AE /dev/tap0E R A AL
AbS-R F3F Z2aRED Adde gdy olFolgtn
E 4 At}

T o & »EQ NetlinkE linux kernel 2.07FA &
HAAQJ] device 719 <lEHol2E AFFALY,
kernel 2.2%E socket HEle A}L3}7] Wl U
oj2Z uHA =HUch netlinkd] FLEALS the
Zrt.

-UEQa ARE dAY AAste 7150 AHER

o},

«netlinke Linux AY FE3 A1zt gHz9 F
B HES 4§ AdgHolx TZEZ L T3},

- @%2 B7|x9 724 net/netlinkel] A& FE7}
Ao, Zx2 AE ¥A 20 olFdAY
primitive Tivfo]2 7)8ko] oA LAt g
2 Ad WA 2.2 oMLt socket FEE
W3l el interface® A F3Jic).

3% 2 netlink? F+2& BoFn 9r},

L user level process 7
T [ ] oo
T 1 1

systern call interface

netlink

T kernel

19 2 netlink 7%

3.2 IPSec 44
o3 EEL o]&F T2 T4 tho]lojaAL

a4 33 g,
syslog

init_global_iv

tun_new
ancap_udp_new
encap_ah_new
encap_ssp_new
encap_icmp_new

system{_PATH_STARTUP)

Canfig_read

encap_send_peer

3™ 3 Yrke AR A

a9 33 Zol §A A2" 21 9Udg AFd T2
a2 AjF 238 gk, EAlo) IV (Initialization
Vector) & Z7|3A7| ethertap ABEFLZE AHZ3H
F s 998 g9sted z7|skgcl. UDP, AH, ESP,
IOP AE F9& 2738ty 43 3dg ¢odE9A
H2ge] At 2 F 273 FdS APAE
AA HDolA peer2 ARE T2EZ w3 L B},
a9 49 Fo] EoloE HAZLE WA tapd-152
Eolo = #HFo] AeA pollingd FEo o= 7o)
& 7% FD(File Descriptor)E AAsIed A& =
oA peer2 AP FTAEF [PSec FHL AA AR
S H9th tap0~152 B0t AA HAL vHE ¢
ogoly ol A9 FTH WE F4 FEE A
ok, AR FHo wet IPSec FEL AN F A
A AN Gollct, Y o=drz AA HALE B
Lul=

ag 4 Solee AR Ae

3.3 IPSec 49 874
olFA 7Y IPSecE ol & HA VPN FzEE 2
H 59 i
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163,152,401 163.152.30.1
Internet

om o

1‘&‘1”.? 1153152.’&)15
63.152.40.x/2¢ ed
163.152.40%/24 163.152.39.x/24

—] Gl ke = —— — [oc ) —
2y 163.1520.1 gyt . [
(hael) 2

ad 5 49 ¥4

a9 go] 163,152,40.x/24 Elog AAE LAN
A%t 163.152.39.x/24 #Qleg (9 LAN BE U =
=2 SG(Security Gateway) A% SG BE ol&sirx F+&
3tgich. SG A%} SG Ben =% PPP(Point-to-Point)®%
28 o]&3te Adgth, olF A YolA AFE
ethertap® netlink ZE& AE3Cl. =3 tap09t A
A JRE A43E eth0%d AFL startupolees A
A HgolA #FA Hed oz L tapdd 7HE
IPE %39 SG17 G2 ARl & 73 23z AAANNAF
t Ay o, oy AAs e ¥EL vsy B

ifconfig tap0 hw ether fe:fe:0:0:0:0

ifconfig tap0 163.152.0.1 pointopoint 163.152.0.2
netmask 255.255.255.0 arp

ip route add 163.152.0.2 mtu 1500 dev tap0

Hd o] mE AHY ESP ¥ IPSec El@olA | @
WA g o] §¥ Foln dud AL FEHAFE Pl
£z 59 SAg BAE &2 config HYolA 4
Aok ol 43 Hde oL #rt

sa ipesp spi=1000 enc=blowfish_cbc
ekey=f1f2f3f4{56{7{Bf9fafbfcidfeff dest=163.152.40.57
sa ipesp spi=1000 enc=blowfish_cbc
ekey=d00db00fd00d00d00db00{d00dc00e

if /dev/tap0 local_spi=1000 remote_spi=1000

4. & 2 §¥F A7 AAA

B AFoaes VPNE TFAsHEd glo] WAl 7]&o]
gt & 4 9l I[PSec® FEsSIUTH IPSecqd 742 A
o 71x] & whge] AR B Ao AMryl 7k
2 dAseY $3L U ARy e F2E
of AY ZES HASn 2 T2EF SGE AU
22 WAooz g MBEYME o3 BHES AT
it A ojgd SG oA Lolvie JHFHE]I H
g2 58 F AMB9e 733 iy AJEug 24
o 5 9t
T AFFAEE AUY e FEo|AdEE
o] ERAXE R g AU3A ¢gn 9o AM8H
= 43 dnaZEFL openSSIS AR3a Ao FF B
etde]l FA7s Aol Qlcka ¥ Aolth, &#F EJAXE
E ve XYL 53 3AEDY HEY 94 U9 F
AEE A3l AEHoop sta HaH oz Awd ¢
3 YdFEE A4sld B oM F o 2L AF
7} Adgsjojop & lojrh, T A AR =E2 A

g wvldo] 2.2.x wAoln oI} ALY RE F
ethertap®} netlink 2E2 o]&FEd #ALo] 2,4.x00

960

Me e EL FHE YA netfilter ZES
A @t gl o]l o] &3 ARt AL g ook
@ Aojrt.
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