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ebXML TR&P Related Specification

・ ebXML Message Services Requirements Specification
-Working Draft 26-May-2000, v0.96

• 은 bXML Message Services Specification
-Working Draft 1 3-Sep-2000, v0.21

・ ebXML Collaboration Protocol Profile and Agreement 
Specification
-Working Draft 24-Jan-2001, v0.29

• ebXML Technical Architecture Security Specification
-Working Draft 5-Feb-2OO1, vl .02(Under development)

-ebXML Message Service Interface Specification
-Under development

登 ETRI Proprietary g止-2-
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Relationships with other ebXML activities

ETRI Proprietvy

Scope of Transport, Routing and 
Packaging Activities
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Message Service Specification
ebXML Transport, Routing & Packaging

01/02/2001 Version 0.92

ETRI Proprietary

ebXML TR&P Message Service Specification

What ?
• Defines the ebXML Message Service protocol that 

enables the secure and relia이e exchange of 
messages between two parties.

. Defines robu아. vet basic, functionalitv to transfer 
messages using various existing communication 
protOEls.

. One of the three "infrastructure" components of 
ebXML that includes: Registry/Repository, 
Collaboration Protocol Profile/Agreement and the 
ebXML Message Service

즈 ETRI Proprietary ~6~
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ebXML TR&P Message Service Specification
This spec is organiz은d around the following topics.

1. Packaging Specification
- How to package an ebXML Message and its 

associated parts into a form that can be placed into 
th은 body of a communications protocol such as HTTP 
or SMTP

2. Message Headers
- The Structure & composition of the information 

necessary for an ebXML Message Service to 
successfully gen은rate or process an ebXML compliant 
m 은 ssage.

3. Message Service Handler Services
- A description of two services that enable on은 service

to discover the status of another Messag은 Service 
Handler or an individual message 、

程 ETRI PropUMuy 關

ebXML TR&P Message Service Specification

4. Reliable Messaging
- Defines an int은roperable protocol such that any two 

Message Service implementation can ,*reliably,, 
exchang은 messages that are sent using “reliable 
messaging" semantics

5. Error 너andling
- D은scribes how one ebXML Message S은rvic은 reports 

은rrors it detects to another ebXML Message Service 
Han 이 er

6. Security
- Provides a complete spec of th은 security 

requirements for 은bXML Messages

费 ETAI Proprietary
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System Overview of Message Service

1. Packaging Specification

• An ebXML M은ssage consists of:
-An outer communication Protocol Envelope, 

such as HTTP or SMTP
-An inner communication protocol 

independent” ebXML Message Envelope, 
specified using MIME multipart/r이ated, that 
contains the two main parts of the Message:

• An 은bXML Head은r Container that is used to envelop 
one ebXML Header Document, and

• An optional, single ebXML Payload Container that 
MUST be used to envelop the actual 
payload(transferred data) of the messag은

rRI Proprietary 서。"" 、토＜盛您
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ebXML M은ssage Envelope - ①

• Used to identify the message as an ebXML 
compliant structure and encapsulates the header 
and payload body parts.

• Must conform to [RFC2045] and must contain 
two MIME headers.
- Cont은nt-Type
- Cont은nt-Length

• example
CcmvLt-rypa wlcifart/

9시、

8760-
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ebXML Header Container -②

・ MIME body part that must consist of
-One ebXML Header Envelope

-Conforms to [RFC2045] and must consist of three MIME 
headers

- Content시D, Content-Length, Content-Type
• M나st be the first MIME body part in the ebXML Message

-One ebXML Header Document
. example

ebXML Payload Container -③

• If the ebXML Message contains a pay load, then a 
single ebXML Pay load Container MUST be 니 sed 
to envelop it

• If an ebXML Payload Container is present then it 
MUST conform to [RFC2045] and MUST consist 
of
-A MIME header portion - the ebXML Pay load Envelope
- A Content portion - the payload itself

Caacent'ID； :«•顷*W；也終妇三上三三二三;三;二:二；

Content-l<eT%gi;h； 4096 | ebXM^ payload Envelope
.'jtnterL Type: appl icatian/xn：l ............—[

■ ■, ■ MW子*浮科:紅云三芸芸:篆多「fW"项*云工

*lnvcicfldata>.................... | Paylcad
< /1 n vol ceda ta > I

■役£1澱奧特르擊茶捉潛容"註浚孫忌忌滾:：::芸兰]"竺竺登矣長芸磋寻益于 壬 云三長二云三芸云;至;:芸 二

筹 ETHI Proprietary 너4-
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ebXML Header Document -④

• Single XML document
• Root El은ment

- ebXMLHeader attributes -Namespace, Ver이。n
-ebXMLHeader sub elements

• Manifest, Header, RoutingHeaderList, 
ApplicationHeaders, StatusData, ErrorList, 
Acknowledgement, Signature, #wildcard

荏 ETHI Proprietary
—15—

ebXML Header Document -④

-Manifest
. Contains a list of references to cth은r parts th든 Message
• Includes references to Payload M은ssag은

-Bader
. Contains the information required by th은 recipient to

process the message.
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으bXML Header Document - ④

- RoutingHead은！"List - Single Hop Routing Header Sample

$ ETRI Proprietary

ebXML Header Document 一 ④

・ RoutingH은ad은「List - Single Hop Routing Header Sample

豪 ETfll Proprietary
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ebXML Header Document -④

3.Message Service Handler Services
To help provide smooth operation of a message 
Handling Service implementation

• Message Status Request
-Sending a Message Status Request to a MSH about a message 

previously sent
-The MSH that receives the request sending a Message Status 

ResDonse messaae in return.
• Message Service Handler Ping

-Enables one MSH to determine if another MSH is ODeratina
-Sending a Message Service Handler Ping message to a MSH
-The MSH that receives the Ping responding with a Message 

Service Handler Ping message

$ ETRI Proprietary -2®~* 蕙
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4. Reliable Messaging
• Defines an int은ropera이e protocol such that two MSH 

operated by a From Party a To Party can "reliably" 
exchange messages that are sent 나sing Reliable 
messaging” semantices.

• "Reliably" means that the From Party can be highly certain 
that the m은ssage sent will be delivered to the To Party. If 
th은re is a problem in sending a message then the send은r 
resends the message until either the message is d은live「욘d, 
or the send은r giv은s up.

・ If th은 message can't be delivered, for example because of 
a catastrophic failure of the To Party's system, th은n the 
From Partv\s informed.

・ A MSH that supports R이ia이e Messaging MUST keep 
messages that are sent or rec은iv은d reliably in persistent 
storage method of storing data that does not lose 
information after a system failure or interruption).

务 ETRI Proprlatary "1- 潔

Reliable Messaging Flow
Sending Message Behavior

1. Create message from components received from the 
application that includes

- deliverysemantics set to OnceAndOnlyOnce, and
- A RoutingHeaderelement: sender and receiver URIs

2. Save the messag은 in persistent storage
3. Send the message to the Receiver MSH
4. Wait for th은 Receiver MSH to return an ack message and, 

if it doesn't, then resend the identical messag은

5. If the m은ssag은 doesn't ri은ed to b은 sent reliably, then 
deliverysemantics 어UST be set to BestEfforf 은 default)

卷 ETRI Proprietary
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Reliable Message Transfer Seq니ence

---------------- If reply it an Adinowledgmant Sander may 
r«mw« th« trancmKed meuigt from pemmt«nt 
storage; otherwM, an error handler w invoiced

名？ ETRI Proprietary

Single-hop Reliable Messaging

Normal Case

客 ETRI Proprietary

Lost "Message being Acknowledgement"
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Resending Lost Messages

爲 ETHI Proprietary —25-

Multi-hop Reliable Messaging
Party A Party B Party C Party 0

Multi-hop Reliable Messaging with。나t Intermediate Acknowledgments

Multi-hop Reliable Messaging with Intermediate Acknowledgments

参 ETRI Prcprlstary
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Failed Message D이iv은ry : Multi-hop

Failed Message Delivery using Intermediate Acknowlegements

Reporting Failed Message Delivery

务 ETRI Proprietary

Message Service Parameters

Specified By Parameter
CPA/ 
CPP

Messag* 
Headsr

Routing 
Header

From Party (MiverySecnantics Yes Yes N/A
From Party deliveryReceiptRequested Yes Yes N/A

From Party syncReplyMode Yes Yes N/A
From Party timeToLive Yes Yes N/A
To Party deliveryReceiptProvided Yes No No
Sending MSH reliableMessagingMethod No N/A Yes
Sending MSH intennediateAckRequested No N/A Yes
오ending MSH timeout Yes No No
Sending MSH retries Yes No No
Sending MSH retrylnterval Yes No No
Receiving MSH reliableMessagingSupported Yes No No
Receiving MS너 intermediateAckSupported Yes No No
Receiving MSH persistDuralion Yes No No
Receiving MS어 tnshTimeAccuracy Yes No No

卷 ETRI Proprietary
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5. Error Handling

- message in error
- A message that contains or causes an error of some kind

• message reporting the error
- A message that contains an ebXML ErrorList element that 

describes the error(s) found in a m은ssag은 in error
-Types of Errors

-The structure or content of the Message Envelope(e.g.MIME)
- Th은 ebXML Message Head은r* document
-Reliable messaging failures, or
-Security

务 ETRI Proprietary ~29- 償鹹IL

Error Code
Error Cod* Short DaMripUon Long Dwcription

Unabt»T9ftn» XMLnotwatrarnad 
<n InvaW.

The XH. document n여 wM tornwd or not 
vald and cannot b« uKCBMfuly parted. S*t 
(XML) for th> of ,w«Bform»(r And 'net
vMb.

WusNotR«cOffnf>«d Elwnert content or 
■Kribut* value not 
tacognttM.

Mthough Hm docunwnt b wen famed and valid, 
th* elMnenMtribute contain* a valtM that could 
not racognind and ttMMtora could not be used 
t* tM M>»< MMMga Service

NatSupporM Etenwnl or *ttritK*s 
not wpfXNted

AMnugh Um docunwnt It wM formed and vaSd, 
•n or h prawnt 甘5:

"te cor«iM«nt wlh the ruia* and conttraintB
contakwd in U* «p*cMo«tion. but

• It not auppoWd by *w tbXML
S«rvica that ic tKOGMtina tfw mM»o«.

Incont/ateflt Elamart eixitantar 
attntwtevakM 
incontiMniwnh 
other ctemaata or 
MributM.

Although the docunMnl to wall fonn«d and vaM. 
accordkig io the Mn and conctrainta containM 
inthi* (pKMcaticn !h» contoru of an or
attribuW it incontisiM witf> ths conienl o( other 
•tomanti or their rttributM.

OitMrXml Ottwr arnx in an 
«l«mant conttnt or 
attribut* vaiu«.

AMhough th* document h fomd and valid, 
the *tn・M content Ot aUibutt vtfua conUin» 
vaduM that do not coftform lo tM ru>M and 
conttrakils contttwdin thto spgiflEoc and K 
not covarad by otfwr •nor codM. Th» 
•norMwMga attribute should b・ uMd to 
indicate the nMutv of th・ pe어・m.

Error Coda Short D«script(on Long Dascriptlon
U*M«ffaTooLarv« 사。f too large Th« nwswgsis too larg* to be processed by 

the ebXML KteMago Service.
MinttProblam A MIME error has 

occurred
An error haa been delected h the structure or 
fonnrt of a MIME part of the messags. For 
axamplt;
• M«skig MIME Part. Although the MIME 

message is correctly structurad, a MIME part 
to miMing that mould have baen prasftnt it 
th* and constrainl* contained in this 
specrficsUon are followed

• Un«xp«ct»d MME Part. UnsxpedM MIME 
pad. Mhough the MIM튼 massage is 
correctly structured, a MIME part is presect 
that h not expected In the partlcutar contexl 
acxordiag to the rules and constraints 
contain»d in this KMdficstion

MiveryFallun Message D«iiv«ry 
Faaure

A nwtMgB has bMn received thal either 
probebiy or definhely could not be sent to its 
next declination. Note thal if is set lo
Warning then there is a small probability mat 
the mewage was dMtwred.

TfmtToLlvEjtpImi Message Time To 
live Exptrad

Ainsssaga has been received that arrtved after 
Iba tima apecifiAd in the TimaToUv etemant of 
the HMrfareiemBnl

Mecsage Security 
Checks Failed

Validation of tignstures or checks on Ihs 
authentietty or ainriority o( the Mndat of the 

fi»v« faifed.
Umtnovrn Unknown Error Indicates that an error has occurred that is nol 

coverad explicitiy by any of the other errors. 
Th・ anwMMsape attribute sho너d ba ined to 
imficate tha nature of Iba pro여em.

S ETRI Proprietary -30-
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6. Security

• A Message Service may be at risk by means of
-Unauthorized access
- Data integrity and/or confid으ntialitv attacks
- Denial-of-Service, SDOofin。bombing attacks

• Security and Management
- No techn이ogv. regardless of how advanced it might be, 

is an adequate substitute to the eff은ctive application of 
security management policies and practices

• Collaboration Protocol Agr은ement
-The configuration of Security for MSHs is specified in 

나le CPA
- Three ar은as of the CPA

• Document Exchange section, Message section, Transport 
section

名 ETRI Propriatary -31-

6. Security

• Countermeasure Technologies
-Persistent Digital Signature - XML Signature
- Persist은nt Signed Receipt - X이L Signature
-Non-persistent Authentication - TLS(SSL3.0), IPSEC
- Non-p든rsist은nt Integrity - TLS, SSL3.0(CRC check)
- Persistent Confidentiality - X애LEncryption, S/MIME
-Non-persistent Confidentiality - TLS, IPSEC
- Persist든nt Authorization - OA이S Security Services TC
- Non-per이st은nt Authorization - TLS, IPSEC(certificate)
-Trusted Timestamp

务 ETRI Proprietary
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Security Profile
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Appendix. Communication Protocol Interface: HTTP

Asynchronous 
HTTP Message Flow

Synchronous 
HTTP Message Flow

务 ETHI Propriotary
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Appendix. Communication Protocol Interface: SMTP

SMTP Sequence

$ ETRI Proprietary

SMTP Message Flow

Reference

• httD：//www .으 bxml .아'g/Dr 이 ect_teams/technical_arch/Driv 
ate/

- httD：//www.ebxml・orq/Dr이ecLteams/transDort/urivate/
. htm：〃www.ebxmL 이오/Dr 이 ect_teams/trade_Dartn 은 r/Driva 

teZ
• httD：//www. ebxml.org/mail-archives.htm
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