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1. IDEF 24

IDEFE 743te siARE& ALERT Z#20]
t}. ALERT ZdaE A4PA7F 243

HHE 2L A2gld 71X 9% F
olfl2 AAFT 23, ALERT Z#dz¢
Inheritance #A4Q) Z#22F TOOLALERT,
CORRELATION ALERT, OVERFLOW ALERT
7} slt}. TOOLALERT Zd2+ A|ds <

AAZl FAEY W AHRE  AFs,
CORRELATION ALERTE H¢7x9d #HER

ABE AFs}. OVERFLOWALERT it
overflow 3733 #HEH HEE AZEr
ALERT Zdj29 Aggregation AN 2=
+ ANALYZER, CLASSIFICATION, TARGET,
SOURCE7} ¢lt}. ANALYZER &d2: Y
BAete A g ArRgE HAAS2 Y3,
CLASSIFICATION F#2v I4ARs #dd™
g ARE ztm v TARGET Ed&e 3
Ao iAol 3 ARE 2w 9z, SOURCE 2
H2re AAYYE dodlAY do shsAdol
A= At 3 ARE AF3ch IETFIA A
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Languange)® Fd3d & a3 2ok
2. 27|} A9

ANALYZER
INTEGER ident
NODE host
PROCESS process

CLASSIFICATION
ENUM oraa

ALERT

INTEGER veraion=1
INTEGER atentD ™|
ENUM impact
TIME tme

STRING name
STRING ur!

K> TARGET
7w SOURCE
1
TOOLALERT [CORRELATIONALERT } [ OVERFLOWALERT

e
STRING name ze
STRING comm and] INTEGER[ ] alertiDs BYTE buffer

INTEGER(Q STRING program

alertIDs

2% 1 : IDEF dHlelg 2d

IDEFE2 Y& Oracle 8iolA thg&3 o] 279t
2 AYsarh
sn ver alertid | impact | time
char(10) | char(5) | char(10) | char(2) | date
3£ 1 : Type ooalert
asn ident host process
char(10)| char(10) char(30) char(30)

¥ 2 : analyzer class

name url
char(30) | char(30)

csn origin
char(10) | char(2)

¥ 3 : classification class

tsn targetid decoy

char(l_O) char(2) char(10)
X 4 : target class

ssn sourceid spoofed

char(10) char(2) char(10)

X 5 : source class

¥, oalert E# 29} aggregation #AE 7t
AE FHd2dd FAE o] F& HolEE 7EI
gt e HolEEL  oalert$t analyzer,
target, source, classification®l #AE Wol F7]
98 de gg foreign 712 7FAxX Utk 2
alert &# 29} analyzer €29 aggregation

A9 dE 267 2o

=
3
Ees

sn asn
foreign key(sn) foreign key(asn)

references oalert(sn) references
analyzer(asn)
char(10) char(10)

X 6 : alert® analyzer®] aggregation¥ 7}

Inheritance ZAE FAS7 e ol vt
= =L ooalert?dtE  objectE o] &dfopdty

Inheritance™ Oracle 8i BARE AFHo] A=
7% o] H3].

FuEFHd AP BHE A 7HA T dEd o
71 A& subtype©) super-type2 E 3T W
oz FE& w3t}

alerttl
ooalert types

A4 dro
S5 v

name |command| alert2

char(30) | char(30) | char(30)

¥ 7 : toolalert class

alertt2 alerts

ooalert typeS A& ¥

char(30)

¥ 8 : correlationalert class
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2 dFdA = DDoS(Distributed Denial of
Service)3 24 & ©A37] Y18 IDEFE o] &3tnx}
gk "y 2R s g2 ATt o]FoH
e YA AAEZ DoSEFZA dfAE olFx
g2e i) HAE FAoltl o]y DoSTAHELS
oo Fe F4& TAAIE EE ol&3A
o] Fo]x]31 ¢lt}. StacheldrahtE Bl 314 trinoo
Y TFN# & DDoSERS Hx3les ESS

attacker”} master®} agento] 2Z}Z} DDoSZ 21

[T ] s T

I\

h3

Teter
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D data type | source |destination

666 skillz 0 | agent | master

667 ficken 0 |master{ agent

666 #=d source 7 | agent master
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1000| spoofworks 0 |master| agent
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