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ABSTRACT

Security operating system applied to MAC(Mandatory Access Control) or to
MLS(Multi Level Security) gives both subject and object both Security Level and
value of Category, and it restrict access to object from subject. But it violates
Security policy of system and could be a circulated course of illegal information.
This is correctly IPC(Interprocess Communication)mechanism and Covert Channel.

In this thesis, I tried to design and implementation as OS kernel in order not only
to give confidence of information circulation in the Security system, but also to
defend from Covert Channel by Storage and IPC mechanism used as a circulated
course of illegal information. For removing a illegal information flow by IPC
mechanism. 1 applied IPC mechanism to MLS Security policy, and I made Storage
Covert Channel analyze system call Spec. and than distinguish Storage Covert
Channel. By appling auditing and delaying, I dealt with making low bandwidth.
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