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« Set_ 2ISL : O X L — boolean

« Owner : S X O — boolean

» Dominates : L X L — boolean

» CreateFromRead : O X O — boolean

« AppendToObject : O X O — boolean

« WriteToObject - S X O — boolean

Aol AFE ol o 2ISLAA #HL o
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* Voo'€0, XLev(o)EL Set_2ISL(o,
XLev(o”)) iff CreateFromRead(0,0’)
« VSES, Vo,0'€0, Lev(s)EL : Set_2ISL(o,
Lev(s)) iff CreateFromRead(o,0")==false and
Owner(s,o0)

¢ VsES, Vo,0'€0, Lev(s)EL : Set 2ISL(o,
Leu(s)) iff AppendToObject(o,0’) and
Owner(s,0)

« VsES, Vo€, XLev(o)EL Lev(s)EL
Set_2ISL(o, Leu(s)) iff WriteToObject(s,0)
and Dominates(Level(s), XLev(o))
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« Down : O X O - boolean
e Reference : O X L — boolean
+ Vo0 €0, Lev(c)EL Reference(o,
Lev(o’)) iff Down(o,0")
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« A HZRE9 A

« Allow : S X A X O — boolean

» Public : O — boolean

+ VoE€0O, s€S, e€A Public(o) iff

Allow(s, @,0) and Owner(s,0)==false
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» Vo0

s 2ISL(XLev(o)) iff Set 2ISL (0,XLev(0))
. DR(Lev(o)) iff Reference(o,Lev(0))
. DR(NULL) iff Reference(o,Lev(0))== false
. Private iff Public(o)==false
: Public iff Public{o)
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if ( Private ) then
Downgrade Object
ond if
if (Level{DR(f}) 1= NULL ) then
if ( Dominates(Levet(After(s)), Level(DR(l))) } then
Downgrade object
ond if
oot f
if (Public) then
if { Dominates{Level(After (s)), XLev(o)) ) tren
Downgrade object
end i
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{ruct@aadia /] python OGEF.py ODI 2
Starting OUEF to diwngrade object

testdatal~1 15 dowigraded accoring to 2ISL

testdatal-2 1s downgraded accoring to 2ISL

tastdatad—t 1s dovagraded accoring to Private information
testduakai~2 is dowgraded accoring to Private informavion
tastdatad ts downgradad accoring to DR

Done OUEF to downgrado objoect...

{rootensars A

Irootenudia /1# python QUEF.py ODL 1

Starting ODEF to dwmgrade ohject

testdatad-1 {s dovngraded sccoring to Private Information
testdatai-2 1s dowigraded accoering to Privata infarmation
Done ODEF tu downyrade object...
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