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Abstract

This paper describes the design of elliptic curve
cryptographic (ECC) coprocessor over binary fields for
the IC card. This coprocessor is implemented by the
shift-and-add algorithm for the field multiplication
algorithm.  And  the
algorithm(MAIA) is selected for the inverse multiplication

modified almost inverse

algorithm. These two algorithms is merged to minimize
the hardware size. Scalar multiplication is performed by
the binary Non Adjacent Format(NAF) method. The ECC
we have implemented is defined over the field GF(2'®),

which is a SEC-2 recommendation[7].
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Time o} psapsa ECC RSAJECC
break in Key size Key size key size
MIPS years 4 4 ratio
10° 512 106 5:1
10 768 132 6: 1
10" 1,024 160 7:1
107 2,048 210 101
10" 21,000 600 35 : 1
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[ 12]& 1] Point Addition Equation
Input : Py =(x1, 1), P2 = (x2 , ).
Output cP3 =P+ P = (x; , y;).
1. If P, = P, (doubling)
X3 = A4 A+ a,
¥3 =x12 + A(A + 1) X3
where ( A =x1 +y1/x1)
2. Else if P; * P (point addition)
x3= AT+ Attt a
yi = Alx1 + ) +x3 + y
where ( A =( 2+ )/ (x+tx))
3. Return (x3 , y3)
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Parameter b |0\ nDA29 CA9IFT3A F9SSAFDY

Order of a base |03 FFFFFFFF FFFFFFFF FFFF48AA
point n B689C29C A710279B

x coordinate of (03 69979697 AB438977 89566789

base point 567F787A 7876A654

y coordinate of {435EDB42 EFAFB298 9D51FEFC
E3C80988 F41FF883
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412 F 3. Modified Almost Inverse Algorithm

RN A A 1

L4318 F 2. Shift-and-add field multiplication
Input : Binary Polynomials a (x) and & (x).
Output : ¢ (x) = a (x)* b (x) mod [ (x).

. ¢« 0.

2. Forifromm-1to 1l do

2.1 Ifa =1thenc <« c+ b
22 ¢ <« c¢-x mod f (x).

3. fa =1thenc« c+ b

4. Return (¢).
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Input : a € F," , a = 0.
Output : a”' mod [ ().
L belLee—0,ue—avef k0
2. While x divides u do :
21 uw+—ul/«x
22 1If x divides b then b «— b / x;
else b«— (b+/)/x
If u = 1 the return (b).
If deg(u) < deg(v) then : u & v, b & c.
ue—u+ v,be—b+ c
6.  Goto _step 2.
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¢ 12]Z 4. Binary NAF method

Input : NAF(k) = 2:)k,- -2, P€E ECF™)
=

Output : kP.
1. O« O.
2. For i from -1 downto 0 do
21 Q « 20

22 Ifk=1then Q « O + P.
23 Ifk=1ten Q< Q -P
3. Return (0).
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[¥ 3] Performance of the ECDSA

Micro Code Crypto
(ARMTM) coprocessor
(30MHz) (20MHz)
Scalar
T 1.004 sec 12.9 msec
multiplication
ECDSA
R 1.032 sec 13.8 msec
Sig. Generate.
ECDSA 2.255 273
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Sig. Verify e se
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