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« IPMP : |Intellectual Property Management &
Protection

DRM : Digital Rights Management
RMP : Rights Management & Protection
|
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"Ten emerging technologies
that will change the world"

<+ brain-machine interfaces
+ flexible transistors
+ data mining

+ digital rights management
< biometrics

+ natural language processing

+ micro-photonics

+ untangling codes

< robot design

+ micro-fluidics

(ZX : MIT Enterprise Technology Review; HTTP://www.technologyreview.com/)
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a A< Ao} (Access Control)
» Protection by Authentication

a A& Ao} (Usage Control)

» Protection by Scrambling/Encryption

0 U8 Ao} (Content Control)
» Protection by Watermarking
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» HEI X A" J1£(ISBN, URI, URN, DOL...)
- HEXH L8 AEXE F 0 (similar to barcode)

» O ElC0[E 7| & (INDECS, XrML, ODRL...)
- AEZEY A2, HA2 L, A AS A0 et S A R

» IPMP 23 7| £(CAS, TALISMAN, OKAPI, OPIMA, cIDf, TV-
Anytime, MPEG 4/7/21...)

- A JlED HECIOIE D12 SEJIMCZ NAAES L &

cIEE U= ANLE

» DRM 3 7| £(Intertrust, ContentGuard, MS, Digimarc,
W3C...)
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» CIX|E X|abul &&: ATSC

» CIX|EH 204 9&: DVB

» 5|2 (MPEG-2 video), 252 (AAC, AC-3) &
+ SHNOZE H2 WASE XiH.

» 1HDTV channel ~ 10Mbps ~ 6MHz

» 182, 753, DEA OO0 E

» C2FEH 718l = (n-channel Video/Audio, Text, Metadata)
+ 'WE'2 ‘one-to-many' B HHIX MEO0| 0|10 ZICL
» Internet: one-to-one
» 2HE streamOll CHEH H & M O7F AN E7Hs
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MOSES Project

(MPEG Open Security for Embedded Systems)

» EU IST Project (2002 — 2003)
» IST-11443 OCCAMM Project % IlX|

» Extending the OPIMA interfaces and architecture to achieve
compliance with the most recent security standards, some of which are
still in the making, like MPEG IPMP Extensions and DVB-CP

» Expanding the scope as regards business models to encompass
operational scenarios where the full set of functionalities pertaining to
IPMP systems is implemented and tested, including means for
controlling copying, moving, exporting and importing protected
content as well as the relevant business and service data

» Porting legacy secure infrastructures to devices other than the PC,
addressing typical CE platforms like mobile terminals and set-top
boxes

(OCCAMM : Open Components for Controlled Access to Multimedia Material)

—27-

MOSES Project : Consortium Members

— Central Research Laboratories Ltd (CRL) — United Kingdom
— Telecom ltalia Lab S.p.A. (TILAB) — Italy

— Associa¢do para o Desenvolvimento das Telecomunicagdes
e Técnicas de Informatica (ADETT!) — Portugal

— Integrate Systems Laboratory of Ecole Polytechnique Fédéral
de Ltausanne (EPFL) — Switzerland

— Electronics and Telecommunications Research Institude
(ETR!) — South Korea

— Avanti Communications Ltd (Avanti) — United Kingdom
— L’Editrice del Vascello (EdV)- ltaly
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