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Implementation of Security Mechanism based on JavaCard
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o. #Avpzt=e} ALy SAF
1. Avpzl=9 |8

(1) Avlzt=e] Aol 2 =3

Zput 7= @ COS(Card Operating System)$ ol JCVM(Java Card Virtual Machine)©] 3§33 (Wrapping)5 ©}
Qe FF2 AntE JFIEg Ty, AuItE o EF ol Anpgls ZREF] wA A" Aupil=§ &
Z2ads 22 ez el dE3y FHAs 7|EY Aut FAHAAM MEHE Au S& =
298 78 zANRE g2 =7t s ATHA Fd=do] giha 28 93 CAD(Card Acceptance
Device)9te] AFUA A Qe oA JCVM, 2832 JCRE(Java Card Runtime Environment)Q 7 Z 73}
2e ey AZEJAHA 54, agx o8 54L& AAAHE HFs] A% FF U¢ Fol nEH
ojof gt}

Zulgl=e] EAL ERE EYAY, BHoA B AARADZE 57 2L Ao G giREE IR olojitn
Aot Aol w3 s “‘X}«] Zo A v} Agde L AL IDE(Integrated Development Environment)$} 2
& 71y g =FE 2UE AHEE 5 %o 7H“o”3§ API(Application Programming Interface)q! =bu}7}
= APIE AFsn e Aol Utk 53] £uE 1= 7[£3Q EHAA B o AAuits A2RE O F
geumzgde X9 g4=Zg W & wWi(Post-issuance) 7%, ISO 78163 #L I A EFH9 TTA
AT T FEE 7HAN T Y

(2) Avp7l=9] F2

Auh slE sodole ARHA F =7)= Bmm?2A ISO 781602 FAE IC st=e) F2 L QAo
2 Fore wath 3 YRolE vlo|a22 ZZAM, ¢33 Bz TaAAN, fed vEy 38 FYE 283
AN =Y “":501 AR glos, A srdo] F2E ot [2¥ 1]o) vtEb uie} o] dolH
ol Wiz B a3 Qe Hoels B2 oy 2]

tlolE B Wl T2 M %‘i A g B Z2AME EEsln o WzeEe 97 27 R fE9}
o] B4l 71%e 99slx, WrEy HE= ROM, RAM, 2832 EEPROM Z& 719 2}7‘]52‘ AH3 Yo
doles) 715 2 mEe BRed, dudels i T svlse FAe A YEADA, AY EF @
Zh, 98 29, 2, HA 2L AHFEL TEdlx 3o Jl=9 AHH A V|5 & @

¢

2,

a9 1: AugtEy sedo 72

Zput JlEe] AZE FRE oty [y 2] dA FoZ ulel Ze] COS, JCVM, AubFl= AP,
Industry Specific API, 281 fZdog FAED COS Fdgde vrg d42 2 /0 dEHE AT o
lola Salolwel 4F BRE AMx Edoly IETh JCVM dFoe Ayl vie]EZE A B Al(Bytecode
Subset) AY-& 1§ At o] Z 2] €] (Interpreter) = 2+ H‘ﬁ»} 219 2e 9gF H2 A ==0E AAE
ot} xRyl 71= APIG Yol Azl F8E 93 712 APIZE, Industry specific API 9 €ojl= AF&3}ol
o Aol odF APl st FAAFH, B8 JFo= de}i}lﬁl, 2dE, 183 A% % T3} 22
S8 Z2ae] HAdrh
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eCash eCheck Loyalty PPN Log-on
applet applet applet applet
Java Card AP| Industry Specific API

Java Card Virtual Machine

E : Java Card Hardware

Y 2 AuFE AT EQ S PE

Autzteo] @A E 7Hde A2 SUN MicrosystemsAte} zhubgle 3o o8 ¢t 7Hdnjaloz 7]
£9] JVM(Java Virtual Machine) 715 o] d4 dolg ¢ XY} 28 QD(Threading) A 2] 228
7] 4% (Garbage Collection) A ¥ 715 & AYAZ JCVM(Java Card Virtual Machine)®]t}.

JCVME 9 [2¥ 3] o dvehd uish 2ol 2-7l= M A(On-Card VM)# R x-Jt= 7pgoiAd
(Off-Card VM)2 2 T4 € 28 7F394Al (Split VM)el®, 2-7l= 7Hgeiile & vlolER= & 93
AelZErst, LZ-7l= 7pgeiidde 22 293 HF a2l HolEaE HHst H ML AF Ay
Bl (Converter)7t @50} Qlck JCVME oj¢k Zo] F2 Moz Fdste 5242 st=9 AEd 3=
ol BlasE a&HoE 437 AFolth

HA e AvlEvlE £24 GAldA Auyl= € FH /W H7)1AE AT Joen dEHA A
282% SUN Microsystems 9 AE}7E  Development Kit& 8] 23l  Gemplus® GemXpresso,
Schlumberger®] Cyperflex, De La Rue®| GalactlC, Bull9] Odyssey5°] 1t}

2. 4 FRE AL
(D) ALE 2AREF 72

o)
o r

¢

A ZAZT TR [ 4)9 Zo] sleddn Ay FHEE COS(Chip Operating System)$} &yl 7+
A “1{‘_(JVM Java Virtual Machine)€ 7|¥t2 2 3%+ Runtime Environment$} J}= o} A (Card Manager)7}
sl 28 1461 719E o]23 oy, o] EUZ HQF =W QA(Security Domain)o] H Qo] #EE 7]
54 A+ £3 Open Platform APIE 2+ AMul2E X7 43 7153 GFES AT olei
DE 7jvts blgloz &4 Zzadol Jl=o] HAHo FPgr) B =FdME stz Ayg@Ao] Ayt
7]gko] 7] W Eo] o]23 & TIPS Au} A o] &3] FHEE
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Runtime environment

a8 4 Y ERE #Z
2) Ny ERE FH8x
7}, Zpu} 7HA o Al(Virtual Machine)

A el AR A 2= A472 stEe A= s WS AAE XD A
AgeAe FHES] COSE 49 Aojel A Ao 2 FT5h] §olsEs Eaie 48L s $Ao A=e
[e]

42 Faste 278

JaaCxdAxetBeCode | EBFFRM

b

Cad > Java Cad ¢ JavaCad
Mereger Interpreter Qass Lbray

Irstaller Aurtirre System

'

Srat Cad Hrrdware

a9 5 Aulgls JpgeA PER
U, = @z s
w2 B F 7= A 2 BeE 488 IEE e FlEdY T2 JIE dw F &8
z2aPe] Jl= A 2E=(load) He RS TwE T .
ot Bl =del
7t g8 Z2aPEe] ARY 4 e ¢35 ¢udEH J3FE #AYR N5 B, Q2 F,
2AAE = FE§E PR
Fl=yt 2EHE A FdA &F Aol o8 = FA AL YE = e WAHY JER FFA
7} AN fZEe 9 dxro He EHAS UEY AT == U
g Ji93d API 2 Rup o Z &)
ALE ZHPZ S ol 83 4F NEHL JfLEry] 4§ Java SojHeigoln, MA sH lEFHLE A
Az 38 FF<9 CEPS(Common Electronic Purse Specification)oll A8l /Mg M st ojc)
ANL/AR o Zele FA AR} F§ EFQY EMV'96(Euro Master Visa '96) 72 V311 71& 74
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27 g 3§ sheolthy]
M. Axpzt= 719k kek vAYE 34

1. Aubste Bt 9 FAY
AUZLE Jlge AGE BRE YN LTFHE B 2FARE YW oe 2o
x

g4 fEgo] st = UlelA Htde FE Qo] TEY F UEE A Yok 3, ofZ 33t Ao
g HQt QFAMEE A Yok o) §& *‘ila‘*«l 2 o) Bt daEF Mulx(YzE, 253 o
A" A5 A4 2 F 5)E AFEor st 7] w2 g Aol (LI AL 7%= Hw 7] A
7hE BEAE 12 o2 dFay B Ewiele WAsta glojor stu, e WF T 4 Zaade 2
9, 928, AA "4eF _1;1_0}2‘—1;(}9]- #e 715 & ATk &1, DAP Verification(S-8 TZIW 29 A] A
A gk ZHEH diolE] HFF)E AFaor Tk T, AT = Y= Load HY9 FAAL A= o}k &
I, Het 4] #A(FLZZ Y ATzt A8 = Jde Load B2 29E 9A)E A F ok s}

2. #¢ i AYE 74
(1) 7HEe7
Het vAVEE 757 g ALd83 L VisualCafe 4.0% GemXpresso 24PKH A& A}&-3ic},

VisualCafe 4.02 M&& 98 53, A%, tduAdrzis & ATdg. £3 GemXpressod Zeja ¢
< Agsr) 3 |,

[of

GemXpresso N AL W7 &2 02 A2A2FEE YRS A dE8s T2AEZ A28 $
AA B FH, ALARE A GFT L FHES AFE] Y st=g [P AYS TR G F Y2
GSE(GemXpresso Simulation Environment)& #] &%t GemXpresso 2.4 PKE 7k2d °H%§—4 7]%@.?1
H2EZ 98 oA 71%e 2Fx o ty A Symantec Visual Cafe oA ZTzjael ez
GemXpressoS A&t A Y, JDK1.29 335 E MEaANA 758t}

Az #A4L AA VisualCafe 4. 0 & A A8, GemXpresso 24 PKW A& AHAdg ge=
VisualCafe® #to}lA} Plug-ino] A€t}

GempXpresso 2.4 DiskelAl V2 path ddEE, HAX¥E gdezgz EAEG F(custom?d} LbECE
C\Gemplus\GemXpressorad2  stgItjdEEZ £}, C\Gemplus\GemXpressorad2\custom\  targets\
card.properties.v2 39 & card.properties®d & th A st}

(2) Aupt=2do] wallet SEEDS} 715 4
7v 29 74

Aup7tE 4] wallet SEEDS] S F4& g1 2t}
« Wallet : Aul7l= ¢ B8 E maint £ 22 SEEDCipherg® 32
+ SEED : SEEDCipher¥-& 1 23" 4329 Encryptiondl= HE
+ SEEDCipher : CBC/ECB/Padding g M ¥3tn Ads dngES 3 4432 Encryptiondts
+ BigIntNumber : ulolE 4t Helsl= Fal=(+, - | compare)
« SEEDKeyGenerator : SEEDKeyE &Y. ( Random Number® %)
+ SEEDSecretKey : SEED ®]E7]o] g HEE 71Xz L.

ﬂHN
E

i

« SecreteKey : javacard.security® SecretKey class® ¥ 2493 Class
+ SecureRandom @ Random Number& 4§48} Class
v, Fa2 HE
wallet SEEDE 7AstE 8289 F8 7|sE2 4L 2oL
« SEEDCipher 3 A4
SEEDCipher cipher = new SEEDCipher();
» Algorithm Instance’ 4

//ALG_SEED_ECB_NOPadding, ALG_SEED_ECB_Zeroes,
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//ALG_SEED_ECB_PKCS5Padding, ALG_ SEED_CBC_NOPadding,
//ALG_SEED_CBC_Zeroes, ALG_SEED_CBC_PKCS5Padding
cipher.SetAlgorithm(cipher. ALG_SEED_ECB_PKCS5Padding);
System.out.println("Generating the random number...”);
SecureRandom rand = new SecureRandom();
+ Key Initialize : randomize
System.out.println{"Initializing the KeyGenerator ...");
SEEDKeyGenerator kg = new SEEDKey Generator();
kg.Init((short)256,rand);
+ SecreteKey Generate
System.out.println("Generating SecretKey...");
SEEDSecretKey key = kg.GenerateKey();
» Input message
System.out.print("\nEnter the message to encrypt : ");
byte plainText[] = in.readLine().getBytes();
cipher.init(cipher ENCRYPT_MODE key);
debug("The inputed Message(hexadecimal): " plainText);
System.out.println{("The inputed Message (string): ” + new String(plainText));
* Encrypt the message
bytel] encryptText = cipher.doFinal(plainText);

1

debug("The Encrypted message: ”, encryptText);

* initialize the Cipher in decryption mode
cipher.init(cipher. DECRYPT_MODE key);
plainText = cipher.doFinal(encryptText);

I

debug("The Decrypted message: ", plainText);
ECB/ CBC7l 7@ 1, §d3L 2798 & dAse F &% tdart
(3) Autzt=ste] HMACwithHAS160 / HMACwithMD5 / HMACwithSHAL 7]1% +43
7h 292 74
Arut7 =4 o] HMACwithHAS160, HMACwithMD5, HMACwithSHA19] €8l 742 ogx 2o
- HMACSecretKey : MAC H| 7o) s FHE 71X 9l
+ HMACwithHAS160 : 423 o2 HAS160%% éli}% Main Class
+ HMACwithMD5 : 42% 22 MD5% Z& ¥ Main Class
« HMACwithSHA1 : A2 3o 2 SHA1¥ Z%¥ Main Class
+ HASI160 : HAS160 &8 &
« MD5 : MD5 ¢18F
- SHA1 : SHAl &x38F
v FayE
HAS160, MD5, SHA1E TAste €289 F8 7552 thgd #h
+ HASI160, MD5, SHA1
HMACwithHAS160 mac = new HMACwithHAS1600);
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// HMACwithMD5 mac = new HMACwith MD5 ();

// HMACwithSHAI mac = new HMACwith SHAL ();
System.out.print("\nEnter HMAC Key(variablebytes:default 128bits) : ");
bytel] hmacKeyData = in.readLine().getBytes();

HMACSecretKey hmacKey = new HMACSecretKey();
hmacKey.setKey(hmacKeyData,(short)0);

mac.initthmacKey);

System.out.print("\nEnter the message to keyed-hash @ ");

byte plainText{] = in.readLine().getBytes();

debug("The inputed Message(hexadecimal): ”,plainText);
System.out.println("The inputed Message(string): ” + new String(plainText));
mac.update(plainText);

bytel] hashText = mac.doFinal();

debug("The Hashed message code: ", hashText); [6][71{8][9]

2. AupFt= A 9] wallet SEED +@ 349
(1) Aupstzo] 2A A4 QY SEEDA2E #A#Y

(2) VisualCafeol Al Define GemXpresso ProjectZ 4 83%t}h. Define Project : AID, PID A&

(PID 5byte¢} AID 5byte= YA 8o gt}

2% 7 : Define Project
(3) VisualCafeol| Al VerifyE g}
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a9 8 : Verify
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(5) AFIEUAE AL do),

mmew s 0o
D FECHIRX RIS R T B0

Py "

Euarral amde e
0160 10 T2 €2 THET AT 1 5 FOR2 87 18 th K4 23
w
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(6) TargetFile’dd GemXpresso.rad2\custom\targets\card.propertiesE XA 8t Authenticate &
2 s} skt
= i .

Gatvgors: Seram :
Ry 1 ey 5] P =

§ - Tergatrue

Ky

{
i
i@ hw i o i ey VW T

i

| aan
§ 1 Ura e ety Sema tie o e
b e

(i pied ) e ) B "

orwcain
> 84820000 (0 11 5C 62C1 €D C3 67 €3 AR BS 2F EE 13432087 J
<%0

B iiindissisaieiid LD 2k

2% 11 : Authenticate

(7) Command 4 Upload file into a cardg& A ®&t1, Target Fileol wallet~-SEEDH 3 E 2]
ool 2= \GxpRad\min\wallet\javacard\walletjar LS M &3}51, VisualCafeoll A A A3k
Package AIDE AA% F Gog FEu. (9 d"dE walletjargtde] givtaA
Compile, Verify, Converting 33 o] Z&%=" RAY)

~> 80 SOWD 00 08 00,00 09 00 00 00 00 00 1C.
- 434D 027900 0) 7285 00 AB D O1 18 13 A% 1A 98 (6 96 00 4F 87 33 AA 64 44 O 2250 00
CMD: Extarnsl Authariicate

<> M &2 00001011 5C 62 C1ED CYRT B3 AR SX 2¢ €2 1343 8467

PoT)

ol '

2% 12 : Upload file into the card

i

e, QTR TSI OE T e——
iy A0, T T TR Y

L=

3 a0 5000 0 00 401 0 00 00 0 00 00 0 1C. el
-434002 500,01 72 6900 A8 00 01 K 39 §75C (ACHDD CF 7325 CT A 4A 64 29 W0 0
CMD: Extarnsl Aumanvcnin

0000 10.C3FF 4C 7000 24 44 0A 01 07 10 @ o CE 48

S

> BIEOC D 12 06 01 (2 03 04 U5 07 0 G2 73 04 06 106,07 00 0 (0 G0 &8
<%0

Lo A
29 13 : Install
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(9) Command®] 4] Select3dt% AIDE A€

L M0 d Manager et e B30 211407

xﬂ_J_j __]31{ v"M [ocra10_comt
{VOP21 1 rommanas . ¥} Finct

ool AID; Kiorihes fine 499%e1 Lo Saldcl
PrRBUEE 0

CMD: Select
~> 00 A4 04 00 08 01 (2 03 04 05 06 07 08 00

a0 s

23 14 : Select

(10) Command®lAl Send APDUE A "3t & g3 Zo] CLA, INSE Hd9¥3st APDU &
AL g oo i3k &9 wAA| 7} return® o}

 Commang itevw  SEEC tasl

v

rfu

v.

£ ERIAE TS Jlwe) A Be AFAYTH AHAES Swos e AYY
el CEPS uet WAUZE 248n, A%y 4% P45 2 E9<(Security Domain)9]
FAgol 2ANA AT wet Au2E AT AY s15 A A dFAA. ol @ 7
del ANE S wAAS BYE ATNTE VIAFE AR A2GE FESed 24
S, FAE % A=) FFYAS ABYE ol S PAL N2¥ 2IYRY Az} FAE
S 4+ At AW FAF o EAE BT AFRANA AW 42e ST 74
bz $4EZ2IYL AN EE AAL £ Y A2 J5S AN 5 Aok

F3 FASAHE B =E0N RS Y 27 2AY 1Y J15e FhE B & U

08‘.
m}u

o My
TR

r-l%r'

nPirﬁLr
(a2 A of fo o

a8} A2, 334, “Card Applet A8 X 3tE Java Card $&8lojBele],” x5 RREE

3 FPgedREd =FF Voll), Nol, p. 296, 2001.

AFA, olAL “zulFlE o EE HA F HFo BE AF) FFTFAAHAREGES FHFeYRIY =

#3 Vol10, No.l, pp. 806-807, 2001.

sl =2, “¢tA e HAAAHE Y3 JavaCard Tookit2l A4 2 &, d=2AR A F4 g&s2R
=3 7Y 23, p773, 2000.

4] (F)etUuEd, A9y ZRE MY FHRE A 23, 2000, 8.

[5] WA, +4€, FA4, “CEPS B¢ F2EA

[6] Patrice Peyret, "JavaCard Technology for Smart Cards Architecture and Programmer’s Guide,” Apri
2000.

[7] Javaland, "jSec with javaland User’s Reference,” 2000, 9.

(8] Sun microsystems, "Java Card™ 2.1.1 Application Programming Interface,” May 2000.

[9] Gemplus, "GemXpresso 2.4 PK User Guide, Getting Started,” October 1999.
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