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Information Hiding ?
O Who wrote the works ?
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William Shakespeare Francis Bacon

One is a country boy from Stratford; the other a titled, educated gentleman.

Are There Ciphers in Shakespeare?
by Penn Leary.
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What is Information Hiding ?

O Simple Example 1

Taking the first letter in each word

@w@h@eather@migl’@creasing@)w.

Unexpected precipitation smothers eastern towns. Be
extremely cautious and use snowtires especially heading
east. The highways are knowm ly sl 1pery Highway
evacuation is suspected blic ergency

@uatlon {in{dont @- in sday

(\0“
3o o™
W L Newt is upset because he thinks he is President.
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What is Information Hiding ?

Q Simple Example 2

Taking the second letter in each word
(actually sent by a German Spy in WWII)

s

A@parenﬂy I@utral's Ie)test @ tfiproughly discounted
and ignored. Isman hard hit. Blockade issue affects
pretext for embargo on by products, ejecting suets and
vegetable oils.
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Pershing sails from NY June 1.
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What is Information Hiding ?

O Simple Example 3

We explore new steganographic and cryptographic Sentence SO
algorithms and techniques throughout the world to
produce wide variety and security in the electronic web
called the Internet.

We explore new steganographic and cryptographic
algorithms and techniques throughout the world to
produce wide variety and security in the\ electronic web

Overlap SO + S1

Y

called the Internet. i ,m‘b".‘o“ '
N
We explore new steganographic and cryptographic Y\'\dée
| | algorithms and techniques throughout the world to explore the world wide web
produce wide variety and security in the electronic web
called the Internet. Sentence S1
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Information Hiding

O Distinguished but imperceptible marks
% Contain a hidden copyright notice or serial number
% Help to prevent unauthorized copying directly

L1 Example
% Military Communications System
» Conceal its sender, its receiver or its very existence
% Mobile Phone System, DVD Player, Digital Election, Cash
-
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Steganography : Information Hiding
USteganographia (Secret Writing), by

Johannes Trithemius. 1500. [
+» a system of angel magic

< a method of sending messages

without symbols or messenger
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Steganography : Information Hiding

O Steganography conceals the fact that a
message is being sent !

Q Steganography
 “covered writing”

+» methods of secret communications that conceal the very
existence of the message
> covert channels
» spread spectrum communication
> invisible inks
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Steganography : Information Hiding

O Steganographic Model
% Cover Data / Embedded Data

l Stego)Key l (Stego)Key
BDDDDDDDDDEIBDDD
g Stego-<atatype>
;:C@ovtg—?-—@b Client Module g yp > Server Module
g<atatyp
TEmbedded l Embedded
atatype atatype>
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Steganography : Information Hiding

Q Key based Steganographic Model
% Symmetric Stego Key

\17 Security parameters

Key
Generation | 8
! (Symmetric) ‘
gtoococopopbooooo 6
§Cover- . .
2 —{ axXtiracTiNg  pococscs
£ <datatype> embedding 1[ extracting >
T Embedded  giegoanalyst J7 Embedded
<datatype> <datatype>
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Steganography : Information Hiding

L Steganographic Function f.
< Cover Data / Embedded Data / Stego Data / Stego Key

D S
L N
cover cover
E stego -
emb fe E fe ! emb’
— —
Sender Recipient
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General Model of Information Hiding
Q General Model for Information Hiding
Secret \'% 8« (fK (U7 V)a U) =V
M ge >
Source Stego X | Stego Y | Stego Ve
o U Encoder Channel Decoder
§ourc: !
1 X=/fUV)
K
Key
Source
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Digital Electronic Commerce : D-Commerce

U Digital Commerce Digital Cash
+* Publications E-Lerning
« Digital TV, DVD
% Digital Information(Digital Library)
% Game
% Music/Image/Movie
% E-Book(Digital Book)
% Cyber Education(E-Learning)
% Digital Cash(Electronic Payment Protocol)

W Core

% Digital Contents (eContents)

Digital Library

Database

/T

Publications DVD/Game
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Properties of Digital Contents

Q Digital Contents
< Easy to Copy
< Easy to Distribute
+» Hard to Distinguish legal (or) illegal Contents

«* “Digital Copyright Problem” Legal User

CP/Owner

Distribution Copyﬂ Illegal User

Illegal
Contents g
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Let’'s Embed the Copyright Message

O Copyright
+ Digital Mark
+ Digital Ownership
QO “Copyright Hiding” in Digital Contents
+ Digital Object Identifier (DOI) Hiding
< Digital (Copy)Right Management
+ Copyright Information Hiding !

e&\‘\%ﬁ“'

O > KOSHIR

%ﬁ@@‘h f CDELIK
SN
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Cryptography : Information Security

O Cryptography
% “Secret Writing”
% “Secret Channel of Secret Message”

Secret o O
Message
Exchange

Cipher < /7

Text
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Steganography : Information Hiding

O Steganography

% “Covered Writing”

7
0.0

secret message”

Stego-
Object

Nothing !

5> Text
S § Im age
M+ ( Audio
Mark ver - Video

Objec .
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“Hiding of Message” & “Conceals the very existence of the

Plain Text
Stego—Object)

17

Relationship & New Paradigm

U Security Paradigm

Security

......................... "

i Publickey i, .
Copogaphy | Sty
(Information Security) i Algorihm & ¥

3 -:\..........................-

Steganography
(Information Hiding)

r Mathematical Backgrounds
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Cryptographic Primitives

Cryptographic
Primitives
Plain Text Key

Cipher Text

I : "
Symmetric Ke Asymmetric Ke: > Encrypted Digital Signatur ~:

M Y y y ., Message g gnature R

¢ *
] LJ ., v . ® *
....IlllIlll--“
Secret Key Public Key Private Key
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Cryptographic Primitives

Cryptographic
Primitives

Plain Text Encrypdon Methods Cipher Text
T I ] r T

Encryption Substitution Key Transform Decryption ] Verification

[Pseudo-Rand Symmetric Key Asymmetric Key DCT/ Wavelet Shared Secret

4! l “‘-. wmEwE REn .....

| l l
. .,
. . Originali
L Secret Key l[ Public Key ] l Private Key ., [ Authentication ] (Digi tnlgSigngure) ":
L4

-

2001 HEIDICI 212 EN (i), FEY  FR2Y Jlal XS A2 8

"y P
......IIIIIIIIII“-‘




Steganographic Primitives

Steganographic

Primitives

r

LT

TELE
s
.*

Embedding
Methods

MMy
"y
~
~

.
.
lilii'ilP"

. |

*

*

x Stego Object
*

*

“
»
Cover Object | &
*
3
Substitution
System

—— ]

]

Transform Domain
Techniques

]

l

LSB Pscudorandom DCT Echo Hiding Wavelet
Permutations
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Steganographic Primitives
Steganographic
Primitives
Cover Object Embedding Methods Stego Object
l [ | ; l
Insertion Substitution Crypto_gr aphic Transform Detection Extraction
Domain (key) !
LSB Pseudorandom Encrypti i DCT Wavelet Hidden Secret
Permutations ncryption i avel idden Secref
-
e, ““ R R R Illllll.......
* Yo,
! . Ownership %
o . ioA . — ']
Pseudo-Randomness Y ic Key i Y ic Kcy,’ Authentication (Digital Copyright) ",
L4 .
......"-- --‘--“‘
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Steganography Paradigm

Information Hiding
(Steganography)

Anonymity Applied
ntrol teganograph

L
.0

I ]
*Jubliminal Covert Spread
Shannel Channel Spectrum

Watermark & Fingerprint
is in the Steganography
Domain

»

Eopyright Markin,

L 4
LTI L
[y
.

.

*
Fingerprinting] [Watermarkingl ‘0‘. d Copyright Marking is also
e, RS in the Steganography
RALETTTLIT LI Technique
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Steganography : Model & Considerations

1. Cover Selection

Covers ¢ 5. Message
Wendy Recovery/Detection
3. Pseudo-Rhndomness tts Stego-obiect s
1001101 SLLELLENY @ L] Lowe
Randomness r 'H‘ Alice
Message M
Love, Key k Key k
Alice i
Message M A||Ce BOb
2. Message 4. Attack
Key Generation facility
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Steganography : Detail Model

Cover Attack

Selection

— N

Distribution

Attack | L Ownership |

___Cover ! -
.~ Robustness . Iracing |
Randomness «—>  Key Key j
& A Entropy B Y A ! ; .
> SEC el Message |
- (Watermark)
| | ZK Proofs

e

> Message [¢— ’ l
A {

i

]

| Imperceptibility Copyright |
Pseud y . R
seuco Message Key Cryptographic Function  Recovery/Detection
Randomness - :
Construction Selection
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Digital Watermarking
0 Overall Model
Original Watermark
Data Data Watermark
—* Watermark Attack
Watermal_'k ) Watermark Extraction/Verification
Extraction/Verification
with Attack Watermark Watermark
Present absent
Resistance No Resistance
26
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Digital Watermarking

QO Crypto & Digital Watermarking

¢ Traitor Tracing
Qriginal image
Y Distributed copy
.

=\ &}~

Marks : fmgerpnnt

B,
L

Producer : distributor
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Registration center

|

Decryption
D’=F(D) » D
Encryption
Signing Verification A:;Jthen’ﬂc\" \
—
D D D Yes/No /
Watermark gatenpark T
Casting etection W exists?
D+W \. YesNo /
S -
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Digital Fingerprinting
U Digital Fingerprinting ®

.;::: '
B — &
legal copy illegal copy

Buyer : authorized user

Attacker
Traitor ——,

i

Unauthorized user




Digital Fingerprinting

O Asymmetric Fingerprinting

o Embeddlng Merchant Buyer
— rdg «—
Personal ERl TR T =
Phg

Information L Ve N

For Tracmg ( 2-party key selection I commit
protocol pro-

Ject
X X comg
!}: ey1 79 * ¢ ke
Y17 Y13 & toxt

halfword_traceg
€g. (7.7....2,7)

‘msgs.  openg
sigp y
1 & ¥ \
 recordy ) recordg
= (idg, text, comg, sigg. = (text, wordg, openg)
Setg, halfword_traceg)
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Digital Fingerprinting

1 Anonymous Fingerprinting
% Embedding Copyright Information for Tracing
@) sig = sign(skg,item)

buyer emb
(sk, phy) }‘ ©) emb=(item,sig,pkg,certp)
4 Purchased item
(certy)] o

y merchant
Registration ‘/(62/
center proof
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Research Trends : Steganography

. Steganography |

Secure
Communication

Randomness

i
oo
I E
Prisoner’s | One-Time -_Proof ‘J | g.;
5 Problem ‘- . System H\"E
g — Coding LoYSEm 1 g
3 . |Information| ! -
g , Theory ! | &
s Theory | -3
3 s
E |
| i
: | Channel ;’ Modulation ’
Hidden Channel Transformation
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Research Trends : Digital Watermarking
Digital Watermarking
Image Transform Interactive
Processing
Electronic
Marking
Trusted
rking
Data Signal Oblivious
Hiding Processing Transfer
32
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Research Trends : Digita! Fingerprinting

AR,
- Digital Fingerprintin

‘ & SRR g rp - & Based on Information Hiding Technique
[llegal

Efficiency Action

i w2

N

: T i | 9 a

i i C i '

ﬁ - Asymmetric Collusion __ Tamper | s
e ‘L ‘ . Secure " N—— T™EE
e X { Resistant | § 8

L # PublicKey | 20
g. —»; Labeling | = N Y] | 23
g l Informaton Hid T -5

; I . =

: Traitor - J T | -

| Tracing 7 Anomymous |
L_ ) Qroup ‘t ;
| . Signature _, !
1
I Anonymity
Tracing Control
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Conclusions
O New Age of Information Security
Classic Cryptography Shannon
Information Theory
\ 4
New Directions in Cryptography | DES, Digital Signature
Public Key Cryptosystem
Complexity Theory One-Way Function
v Secret Sharing
At the Dawn of a New Era Oblivious Transfer
Coin Tossing
l Computational Indistinguishability
Covert Channel
: s ot Secure Multiparty Protocol
Steganography in Digital Era Digital Copyright
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Thanks

Future Works : Steganographic Secure Digital Content
Distribution Mechanism for “DRM” System ?

Hyung-Woo Lee
ISEC Lab. Cheonan University
hwlee@cheonan.ac.kr
http://infocom.cheonan.ac.kr/~hwlee
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