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/+ File I/O Event7} MonitorZ €] hooking ] */
/x o] RER AgHrt */

if ( Event7} Configuratione] $1uf ) {
if ( Event® #4AIZ] T2 A 27} Doubtful list &4 ) {
if ( Configuration 91¥] 35 >= B4 34 JAF ) {
Detect Virus;
}
else {
Configuration #14] 24 ++;
}
)
else {
Doubtful_listell F7}
Configuration $14) 24 = 1;
}
Record Audit data;
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Recover( #4949, 3 7494
{

A<~ FEH;
B <- 1 #d4;
while ( Audit datall Z9Y A &4 ) {
Recover( B, Audit datacl 71%% 3 Zg4);

Audit datacl] 71& 5o} U+ ¥ BAH A,
Audit datas} 71% 5o 9l WRITE action® A13+9]
Aroz 1 1Fe Hdo) WRITEsIY o gl B
Delete this audit data;
if ( -- (A9} Configuration $i¥} 8) == Q)

A€ Doubtful_listo] A 2t}

return,
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[1¥ 5] Configuration Data Structure
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struct Monitor_data {
char m_szTime(128};
char m_szProcess[128]:

// OHE WUA AT

// OHE RN ZRA A ol F
// oME FF

// VO7t 7338w ol

// /07 F8d i A

// File VO offset

// File I/O length

char m_szRequest[128};
char m_szFileName[128];
char m_szFilePath(512];
int m_nOffset;

int m_nLength;

[1¥ 6] Monitoring Data
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Doubtful_File <- NULL;
while (Real Mode) {

Application A} zh

Application 43 {
Detectorell 213 ulolglxg} HEE 24 @AHE,
9 11€ Doubtful_File®2 71%

}
Application F# {
if (MR A7) Z4 | JHHPE HE geolg W3 {
Doubtful_File <- Application Name;
}
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