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. Hello Messages

client hello A —» B : A Na, Sid, Pa
server hello B — A: Nb, Sid, Pb
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enum { WTLSCert(1),
(255) } CertificateFormat;
struct {
select (PublicKeyType) {
case ecdh: ECPublicKey;
case ecdsa: ECPublicKey;
case rsa: RSAPublicKey;
} PublicKey;
struct {
uint8 certificate_version;
SignatureAlgorithm signature_aigorithm;
\dentifier issuer;
uint32 valid_not_before;
uint32 valid_not_after;
Identifier subject;
PublicKeyType public_key_type;
ParameterSpecifier parameter_specifier,
PublicKey public_key;
} ToBeSignedCertificate;
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@. Server Key Exchange Message
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client certificate A —» B : certificate(A,Ka)
client key exchange A — B :{PMS}y,
certificate verify A — B:{Hash{Nb,B,PMS} }x,.1
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@®. Client Key Exchange Message

geloldE AFA BAR uiE Hole] AF
HAY, A9 hello done #HHAAE A F

ZeloldE & SHH oz ApETh o71A pre-
master secret ©] AR X1, RSA-encrypted secret <]
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struct {
select (KeyExchangeAlgorithm) {
case rsa: RSAEncryptedSecret param;
case rsa_anon: RSAEncryptedSecret param,
case dh_anon: DHPublicKey param;
/* client public value*/
case ecdh_anon: ECPublicKey param;
/* client public value */
case ecdh_ecdsa: ECPublicKey param;
/* client public value */
} exchange_keys;
} ClientKeyExchange;
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Finished
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