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IHTTP | TELNET| FTP| SMTP ETC..
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7] W] Signature €5 F2 FAAA ] FHE o
£0}3l 3 ManifestE ©]-§3td A zZtzte] } &)
2 ol gL ENE ¢33 Aled &olsich =
stuel AH e XMLEAM o NameSpaceE A48 4
dttE Aolth, XML Signature2 A, vl A=) &<l
(Message
Authentication) @ M B &2 Aulx 2 FFo

3.1 XML-Signature Syntax 73 % #1214 7%

(1) <Signature>

(2) <Signedinfo>

(3) (canonicalizationMethod)?)
(4) (SignatureMethod)

(5) <Reference (URI=)?>

6) (Transforms)
7) (DigestMethod)
(8) (DigestValue)
9) (</Reference>)+
(10)  </SignedInfo>
(11)  (SignatureValue)
(12)  (KeyInfo)?

(13)  (Object)*

(14) </Signature>

[2¥ 2] XML Signature Syntax %

(1-14) Signature QYHVEE FEJIIHE L T
3 e 2L ey,

"2 " . zero or one occurrence

" + " one or more occurrence

" % " 1 zero or more occurrence
(2-10) Signedinfo A HRE+= Al MHEH AR
i Core validation of Signedinfo 5 7}A] &} F 39l
ZZ A2 FAHC

1. Validation of the signature over Signedlnfo

2. Validation of each Reference digest within

SignedInfo

(3) CanonicalizationMethod Signedinfort A%< <
224  Digests7]de]l  Signedinfo AUWEE
Canonicalize 3l 6] Al&@tt.
(4) SignatureMethod® Canonicalized Signedinfo &
SigntureValueZ ®¢7] 8] AM&d gz Folvh
o] A& digest algorithm¥} 719 S#€H < g &
2% 223 UE padding®d 2& €xgEdr 2F
= Rol JbEdlh (242 RSA-SHALe]l dt})
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ARYE FTzEE [2¥4]9 22 XML EME
DOM Parserg |83 A3} 371 93
Canonicalizationg AXth& DOM Parserg& o] &3
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1) Digest Algorithm - SHA-1(Required)
Algorithm URI : http://www.w3.0rg/2000/07/xmldsig#shal

2) Encoding Algorithm - base 64(Required)
Algorithm URL

http://www.w3.0org/2000/07/xmldsig#base64

3) MAC Algorithm - HMAC-SHAI(Required)
Algorithm URI - http://www.w3.0rg/2000/07/xmldsig#hmac-shal

4) Signature Algorithm - DSAwithSHA-1(Required)
RSAwithSHA1(Recommended)
Algorithm URI - http//www.w3.0rg/2000/07/xmldsig#dsa - shal
http://www.w3.org/2000/07/xmldsig#rsa-shal

5) Canonicalization Algorithm - minimal(Recommended)
Canonical XML (Required)
Algorithm URI

http://www.w3.0org/2000/07/xmldsig#minimal
http://www.w3.org/TR/2000/WD-xml-c14n-20000710

6) Transform - XSLT(Optional)

XPath(Recommended)

Enveloped Signature(Required)
AlgorithmURI- http://www.w3.0org/TR/1999/REC - xslt-19991116
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http//www.w3.org/TR/1999/REC- xpath-19991116

http://www.w3.0rg/2000/07/xmldsig#enveloped-signature
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