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3 Smart Card
ID/Password

Digital ID{Certificate)
One-time Password

o KU 21
Digital Cestificate

o SY Mg B3
Web/HTTP
MIME
SMTP
TCP/IP
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Why JAVA?

u CHBE A X8 2H01(Simple Object-Oriented Language)
i o MAN OIEIP|E 2 Al(Distributed and Interpreted)

- LB ST IXOI0 0AH0| BB
(Architecture Neutral and Portable)

e 14= O3 M3 S XIR(High-performance Multiple Thread)
s SF 9 210{{Dynamic Language)
o« ZEABH N HO(Robust and Secure)
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JAVA &10] Hot=E4

g - ZE gt Erel Al A #(Strongly Typed)
SIS 2 AH(Bytecode Verification)

R  BEFR! Q1T 4 HI3(Runtime Safety Check)

s B2 20 (Class Loader)

» 22 22| XKSecurity Manager)
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JAVA E ol E E &3 (from SUN Microsys.)

L Application, Tools, GUI )
{ java.isécurity

Binln ——
9 {.’UB': J 1[ Provider ][ Prowder]M
g a =] PKCS J
Lo )

— fr;\;der] k PrkoLider]

}ST S ECURITY Technologies on Internet

3. JAVAREQHHEHE

S-n SECURITY Teelmologies on Internet

310



STI £ ot & I A E (J-Series)

» JLOCK™ - Java 22 8t 21012242

» J/SSLOck™ - Java SSL v3 78 & API

» J/SecureSession™(J/SS) - 29t Al &R Java AP

« JCAS™ & J/RAS™ - Java Q1B A R3S R B2 AAE

« J/PKI™ - Java 7)@} PKI 88 N &3

o J/XCT™ - Java Jl¥} XML 258 £3

» K/LOCK™ - KVM &0fA & E3H= Java 223 2101242
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JLOCK - E&

» 100 % pure Java™2 Jjw S RISTIS| 2O} 2t0l =i

N’ « JCA compliant: JCE 1.2 TH P 81(100% & 814)
» Cryptography Provider
« PKCS(RSAL2D), PKIX(X.509) E= K|

nIDK 1.1 R IDK1.2 22 QER SAIN TR
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JLOCK - =RJIs

| c0so 2 288 28y Y02 P
1, 20 223 9 D2I5(SEED, HASI60, KCDSA) T8
o 283 32 AHIA(ASN.1, DER, BASE6A)

»bhh Q) M4 AHIA

» PKCS #1, PKCS #3, PKCS #5

» PKCS #7, PKCS #8, PKCS #10, PKCS #12

» X.509 v3 Certificate, X.509 v2 CRL, X.509 Extensions
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» S RO2IS
+ MD2, MDS, SHA-1, RIPEMD128/160, HAS160, HAVAL

» BTAE @028
. %Mmi w/MDS, w/SHA1, w/HAS160)
. W
w/SHA1, w/HAS160)

« 2 BN @JCE
* Diffie-Hellman(PKCS#3)

" S bRe Tr
RC2, RC4, 'RcsplgAFEh, RSA(PKCS#I baddmg) s

« BIAIK| 9 IS
o HmacMDS, HmacSHAL, HmacHAS160 S

I
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Win SSRUINT UNIX l Jwva 0S8 Mac JIEH l
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J/SSLock - &

e 100 % pure Java™z & 20 28R
= SSL(Secure Socket Layer) v3.0 S &
o CHFEH 24E 225 8 XH(IA BE 28 X3
» SSL_| WITH_SEED_CBC_SHA
* SSL | _SEED_CBC_HAS160
« SSL_DH_| WITH_SEED_C8C _SHA
o SSL_DH_KCD3A_WITH_SEED_CBC_HAS160
. e‘:S‘:L_DH_anon_W'ITH_SI'EED_CBC_HAS 160

L
s ASN.1, DER 2353 X|&
» 2O ABT0 S& & 2 E(Default - J/LOCK)
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JISecureSession — E A
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¢ Digital Certificate
. Secure Remote Password)
s QTP
» SmartCard
* CDCard
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JISecureSession — Servilet 24

Server side

1
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JPKI - S
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» X.509(PKIX
+ PKCS #6, PKCS #7, PKCS #8, PKCS #9, PKCS #10

sCiet S8 2 N2E XK

a J/CAS, J/RAS, J/SecureSession & i

| = Netscape SSL v3E2 RSA A B % & Z(extensions)
OB JU LA QP AZ HE AHAS
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FE o2l R P
Signature

sh

ment Encryption/Decryption
o, ASN.1 DER:»XM au QEES k]

: . DEB+DTDJ]X

« 238 HEDID MO ¥ XN
» PKCS #7, PKCS #8, PKCS #10
« X509 v3'Certificate, X.509 v2 CRL
« S/MIME, LDAP

.;avaxmlpgarsers(JAXP Jlet

rser ; org.w.
« SAXParser : org.xml, sax
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KLOCK - &

W« KVM &0 A E&E8H= Java 223} 21012242
k. » CLDC D18t

4 ¢ Footprint < 80K
¢ .J;Locxm A9 B8N R
; * JCA/XCE APIS| oompact version
« Cryptography Provider Architecture
« EQC(Elliptic Curve Cryptosystem) XI&®
a W/PKIZ Certificate X{&l

» C Native 2= 2} A& 3H= Biglnteger &< MW
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To do list...

a CIRIEHJAVA |8 T8
» JavaBeans™, EJB(Enterprise JavaBeans})
« RMI{Remote Method Invocation
. SSerC , JSP™(JavaServer Pages

¢ JMS(Java Message Service)
¢ JavaMail

. JAVA HE E&' DRI 2uL/58HE |
T Authentication and Auti'lorization Service)
. JSS T"' Secure Socket Extension)

« JCA/ICE 1.2.1

» CertPath

o Java Commerce™ & JavaCard
s BH/EUH S22 BES USHAULE R AR S SO
« DT BDAHAUE SR 20 FUE 25
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J-Series

Internet SECURITY !!!

Any Environment, Any Location
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TEL : 929-6890 (f{) FAX : 929-6891
www.stitec.com
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