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Case Study of Authentication and Data Security Using
SECUREKEY™, the Next Generation IC Card
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What’s the SECUREKEY ™ ?

¢ SECUREKEY™ = IC Card (SmartCard) + IC Card Reader
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(Intemnet Security Card Operation System)

SECUREKEY™

¢ IC3IE HEZE (ISO 7816-4) 230{ 2/t
¢ 223/ OTP (One-Time Password)

« Session Key AlH® D5
¢ Flexible®t File System
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+ StESO
+ Microprocessor (RISC)
« Secure Memory (2 Kbytes 01 4})

¢ 2TERO

» PKCS #11
X.509v2 Cert.
Microsoft WDM & Gevice Driver (Windows 9x, NT, 2000)
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o 2O SITUS
+ DES, TripleDES, SEED (Z¢h) &
« RSA, DSA, KCOSA (R¢h =&
« MDS, HAS-160 (R4} =

- * *

/25

294



Internet Security Corp,

-

N =
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o XX X2t (Digital Wallet)
o & X} 8t (Electric Payment, Electric Coin)
+ AIR IIE (Mondex, SET)
o« [ MG

o B2 HO (Access Control)
« PIN 220t

oFailure Counting and Locking
« File System
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¢ USB Driver

« Microsoft WDM Device
Driver

¢ SECUREKEY™ APIs
« Object Oriented 218t2
Component Library

« Static,
Shared/Dynamic APIs

« Multi-Application Xl &
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SECUREKEY™ AP Library

¢ Device & One Time Password
+ Open / Close + Challenge
» Status + Response
e PIN + File System
« Verify (Master PIN, User * greate
PIN) d D?let?
. i . \rectory
Modily + Open / Close
+ Read / Write
¢ Cryptograpty
+ Session Key + Etc.
’ gzcryplt + Serial Number
T beehp + LED Blink
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PKI 218t AIAE (USM, 83X HD)

PC 20t (g 23, 28 HO)

Web Access Control (Microsoft NTLM, SSL)

WL K 2O (SMIME, PGP)

K2 H& WO (RAS, Radius, TACACS+)

Single Sign On (Microsoft NT/2000 logon, NTLM, Active
Directory, Novell Netware)
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Virtual Private Network (S/W VPN, H/W 2t2i)
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»  PKCS #11, Microsoft Crypto APt (MS CryptAP!), Java Cryptography
Environment (JCE)
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