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New Approach to Verification in Security Protocol

by using Fuzzy Algorithm
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The objective of this paper was to cope with the verification of the mesage transfer protocol that integrates
the electronic signature and the distribution and authentication of public key in TCP/IP using Choquet fuzzy
integral compapred with fuzzy integral. They were classified into the security technology, the security policy,
the electronic document processing, the electronic document transportation and the encryption and decryption
keys in its function. The measures of items of the message security protocol were produced for the verification

of the implemented document in every function.

1. A&

EBIZY 5392 7928 240 Ags A4
A zHe ANY FUs 188E AW ARAS
de) 4¥o) Hg FasAn ek 53 F2UA
B Bzs £xo Wt 8% BAZ ¥a
WA 9yved o 238 BAS FAgE R
FPE WY Axdd TaAA BYAX FAHY
Al EAY Awe wBeFLE EAY @5

gth 1eBE Agge] EAHOE 9 - WE, A
YEE, $FAG, ARG 52 BoTh B,
ARGt GgAel] o FAAL <%
A9 FmelE Helolr oldd WHoE YE*
gl AAH HUE M2 BASE B T

VAT AE SILdAn B¢ ¢ AA0

TCP/IP “'Oﬂ*‘]
3 F747) 2o
o2 —zsnaom A% groz WAAE A

f
=

rir

ok

2
:,
N
(N
200

-343-

FAAY 2 ARAE) B AR AGH ol w
€ A1 AYE AR, 32 %

x}x—]uﬂ—v} /\lz} p_:]-o]k]_,] uL:lo
A e Aa2dE FEE s tﬂ
th[10][11]
A A lidel e FAjelEeol FF &
A& oz HAAAR i AF7F o Hop
g3l ol Rolx 1 21“ AARolth ol ¥AME
bl A A A ADete Ao Hme A &)
Ao} o] ¥ %“—*ﬂoﬂ —‘%%0}71 A3 dgez wek
Z2EZY MEE 9% wyez &9 MSP
EEZYY g83%ed CMPE **7418}%14. E3
e ZEZO A
EEZO WISl 7 = e}&% 2 75Ee
HAH S o] 83ty 6}214. 715dg MSPs}
CMPE n®jxsly, 2z} 7} Ho] AelHE =& ¢ v
g B3I AolHE THAHoZ Awu A iohi
s A 2B sFee 7P FAA, F4F
2, FARABHE dEANA FEHE oz
I AolEs EAMde Z 7123 LIRS o= S ]
o3 A WLNME WA A BAEFF A%,
AR A BA5FE, 55 FES didted MSP
A e} Aol CMPAlM Hels e AHEE wlnd
At

ltlélt’-\



2. MSP9} CMP9] =

2.1 MSPe] =&

MSP& WAIA 9] QIFH FA4, 7[dA, U454,
g3y 58 XFE Her|&ES TEAA NSAY
FEatol A ATEHACH ol g MSPe] 7|E 22E
o5 3l® wARE 3 Y(Security Heading)sl= RO

2 5%, $EAA APASRE oJ1F AAYet

NZ T8 29AA SINE APeA HAxE
AYde 715 TR A FxolT (1Y 1)
o MSPY| P& WEE A EF 7179 EEAF
Ml@ate [ 1% 2oH2B]4]

MSP
T
o A) 2] A % A4
=
8|9 (Heading) | MSPU-& {7 AAY A&
Azd7 olA 3}
] 5 Al A | [ “ JRAGLE 44
BEAANAE | paza |4mMERaNzY
7]
o A 2] A 71 & A F
T
. ddgg, fy
MARNAES | BAZBREF rees
[2% 1] MSPY Fx%} 7%
[£ 1) MSP B4 718 vug
g He JlEet 78
HexizlNad] NUANZHAEAZ- Sot2E | 1SO 74982
CCITT 888 fA% JIBAMRRY,| (o o0
Mseg HEE 209 AMMSL, '
MM~ g HEE gotg WU COITT X208
JEetERE | MM CCITT X209
Mu|aot AlaRle] R CCITT X.400
ALK DS AlA Y
2opymAnlag) gl @ Fx, | COTT X4l
AR 2 & ZZE@eo| MM, CCITT X.418
ARl AlAE CCITT X.420
Models. CCITT X.501
£§X| ol=o
B JER COITT X509
wgﬁﬁgzi J. B. Postel, August 1982 RFC821
ARPA
AR O AR 2| D. Crocker,
JNERE A 13 August 1962 RFC822
-3
AXIgotmRE @
. SDN.701
SDNS MSP o &8 #i8t &3¢
A SDN.702
SN BRI R YD SHiE
M X400 Rekey Agent Protocol. SON.763
Al2E H27157HEel 2M, SDN.801
275l aMs, SDN.802
FiMETEERY MM SON.903
P EERL LT
Z2Ege e ¥ Mo
ol Sgee 2 ERAE MIL-STD-2045
OME J|For | MAXHEE s 27z -18500
HaAalel H22T AY
HEAAHe H223 AR

HAIA] AEA2de A ZZEZ 9o HR 9
F2g WAsle Z2EFE of3td FEHE A
202 [X 119 98 7|5°] FHEHARE HAY
of Bk R Aol Bk 7l Wi n|
FHAAAE Bt AFEY 7EE AHsn Sl
£ [E 1]9] BAAE 7)ESdE MSPYL X3
o] lem, MSPd| A& =+ DESY RSAE W=
AR FFEZ(NBS : A NIST)o] 197734 A}
A AR FTEYgs AU, 1993\ AMAY
ole{ule] PEM(Privacy Enhanced Mail)e] {Fo
Ab&H 1 Qle)
o]g1d MSP ZREZL 7|&9 X400 MTSo| %
HAe AEs MSP BE AMulAE $9g MSP
UA$}t 71% 7D Al(Functional entity)S2 FAIHo] 9

-3“1 (2" 29 2e 7B FFH22 FAHA ¢

MSPE U8 AladdA F2 9HY 535 H¢
€ uF3 &7 e HYFEIASE o435y
H2AE Az Uz FARY
(Certificate), AL g-21 8 2 2 (UKM), BZWE
(Auxiliary vector, AV)E 97| ¢&] X.5013 X.509¢]
tdgg] Aade o]g3les EAL 7R T ok

151

ey
Jazua) o - LTO RN zan
BN31, Biw . Phikd

2 pE R
wax me @4 e Ease
R 3
sy D o ypen
ezge | sk
WA 3
LI ezl RSA 212 WEY ) ™ B ER L
1 Cid WAk ol
[ oacmanon e
bdn rSARS M =R AN ™
W) £ )
av E3EE) &2
) ) oy ¥ran
. ; s o
T
awn T8 = wioE e
- - ug w228 T 2 %2
BRny wEE 4By m
ENCAPSUATE
H
T ne | wEaEean

ORIGINATOR RV § ] ' 1L} % MSP2 M MSP2 A EalE MSP& M
1 SECURTY DATA I"‘""] o l!""L ¥e | e Lﬂnal uwwl 2 1 wey }

[1Y 2] MSP =2 E2

22 CMPe] #x

B AT AAE CMPE AdZAHIA=Z AT A
282% #Asa o|7)F el HiAx] Age 4F
3 3y HZIE vjAlg/Feo|AES] PCALE 7t
SA/MAR Y A oEE My & 5 J=EE
4. FAdez WARE APz EZY FA
led MIAXE ASsE TAZ EPFoes AT
fon o ZHR BAANE 71FE¢d CCITTY ¥
F=¢H) e WAA AF LTAE, £54 ZEE
2o A3, I9F9 AEE FslETE. CMP 1,
2, 3& 93AFR A% ABAEE AAS] 8
FHE $8E SIFHEE FEIY HestxEE A4
Ho] AAEA @Y 5&A4E FUAZ F e
Y g "2 dE 2EFgs #gst 27"
t}. ojEE o F AYE AT v53 A2d #HE
HAa387) d) EHSFE vlE EFs9 A
t #egy 7iss dAd wgagch



Message
: =253

Message
LIS
. b
| Dalad &
.:: » - Cy;;;gexl ----- -~
{3} . =l
Mo Mie

(27 3] CMPY} 7|2 AEE

T viAR HIY T fdoz AEHE 9
=g AA3FC 98 MLMLP(Multi Layer Multi Link
Protocol, ¢}3} MLMLP)7]5& olRd oz M Zelo)
UE AN2R2E PCHF A2ReZ QAT + A 2

Atk MLMLP: CMP &fjo] Switching System&
FEaq AR 71eE, 4 Wed, F8 MY

H2 AHE F UEE A4 7HH g2 ALyl

[2¥ 4] CMP3 Z2EZ

[2] 419 CMP3¥ £49 23E9
o wet BME FERHL B 5F g A
FEE FHC oHF ARBNBAIAAN2NE ¢F
3 ol ey B A& qRAY Y
T A Ao Ao} ded A, A, 314
g T A% B ¢ gld CMP3E AREAME 13
YE3EL o} FAA I AH) FEIHG Af
HozA DusiAT ddde 1AW ZTrEFO)
=3

Alz=g Ed

QAN $IUR 20

SML B0
CZLED
A X0

256

[2% 5] CMP2 Z2EE

2% 519 CMP2& MSPY ojAlx 3id]

23 ARol ohis 442 ¢ dolEe #Ha
AN WENES e AGEA VALY
o},

e

[28 6] CMPlI =22 & &

CMP2= ¢33t & 5a37 foldla gA& ¢
AA B4 Halg € 4 Uy Z2ggs vuy
gedtEA HAAdE 47T o) AlgHT CMP2E
qefnl T ol Az ulYAL FAlEckse=
EMHEE g8 A8 Z2EZoT) [:1% 612
CMP1E&, MSP2] miAjA] #lr] REd e £5403
] lEi G5sl, Paiste] 7Eee Q'Zo"l?‘ire
YR A TZEZolth CMPIE F8d 13 H
S 5“7}71@ ABE FHF, A4S o 382
F 9,15% A" ZZEEZ GAAH /FAE g
S3g 438 Ao, 94438 9% 547 %w
9 ®HA, dEFA 27U BB &7}
Hebey dA =80

o}n
}:1

28 T CMP =288

-345-



olH g CMPIE s14] TneZFE o8 HAAY
o AFH CMP 8t 44¢ 98 2RE Hyoz
As Az Azto] AAHE wHol oy HAFs
= 249 B Ay BAZL § T8 APl

&3k (29 71 AU Z2EFY Ay
A3 FZE EAF AoZ CMP123E& Z§sld
A AdAG Holth Z+zte g wz Talfw )
AAE HEr] Hsld Jidas B, 584
of 93 EFE € F e ZTREFL
2.3 MSPsS} CMPe] 24

MSPE di@A2" el FEHYDLZ CMPE

T 28 AMudA 298 & U=F HEAGAG
Bgd FERAN EFS 453 AAH BEAR
FAE AFde ddeld. [® 2] CMPQ} MSP<)
8

[¥ 3] MSP$} CMP B2 ¥

T R MSP CMP1 CMP2 CMP3 L
H&H2ML|  Msp T +- -
aNsass TEE 48
RSA KCDSA KCDSA KCDSA [THE 3y
#aelg EZ A8
PFEEEE
DES SEED SEED - X
22| F
PP MD5 MD5 MD5 MD5
HAIK S | MANY | MHYE | s4MES EiE-=8 class 0l 8
BHES | HHME | HAMS |YSURHS|U8ATHS

o] 7% & vRd Aoz o B, Az 4F recv_stemp: | recv_stemp: | recv_stemp:
EﬂO]E]-, J = 3] Z‘]X} A, A Z 7]’—""‘ 7355} & 44 g X - - s s
3t G328 gAsE 7%l TFH Haxie|
_ gra ST B PN g
[£ 2] &54 &5 vag upMua | gy |SEEEB|EEEARL
3t 7% CMP | MSP | #lu | amwa | ¥ |
A ° HaA
jgf; ¢ L A | o | owen | e | e
S = =
FA3% 5 o8 0 215 osme
LFEUA o BE7M | ggs | ssiolg | ssols | ssloig
WAz Ba5E 2 R4 ) oig
HEetygZ o
HAA EE o w3 CMPX SSL(Secure Socket Layer)g o] &30
538 AREA o o 2N Ho hAd Aol o]FofA F UEE AA
B o o Hon wAxsE CMPY SEHWT EA SFol
EE) o el MeEsold T2eg2 250 tAlR] g

MSP dle] MdEd, dggudF, dAx &
£& FAH W& A ol&xte HRE vlRIY
H2e HHAE vy 2HEEE 7|5oE ol HE
71 sl 2diy A2"E Hazk #eA 2"
gasith @A CMPel &7 &4, MLML, 7|3 R
e A BRiln de Alagdy os Ag JlF
S AE=EE dA =Y.

&3 MSP8 CMPY 7l5&

e [E 33 2o 94 Hu AR Al o8 7
g gAste &%, Al2d ALEAZE dlolHE=
2 Ay A7he Zz vmdt da AgA Ak
3101*1—:; CMP7} Hege g3z i WE Ao
2 s

3 MSP= HIA Al slol A &g A
2ddA 7] #Ed we HaAe] NEHERE 2
T8 gloy CMPE MY E 4% AAA
HE Rogozy a3 AIdd 4 o =%
MSP9] ®Hel A4 71%5L OSI Bz 2de 247
ZoA AYHEE HAHAUTH

FgHoz wug

2 ofr nkl

HHgo] BEESH 3.
3. x2EE AT R

2 =&dA ziloha_l ZZEZH WAz B =2
EZde nu$E HE57) 948l Choquet HA|
HES o &3 31%% HAHE-L ofH djito]
o8 FFd disiA FriEz 4 Jot g5 Fa
To] Zol7l & uf ol Ed HF HIIAE TSI}
=d fEsd. UgA B T2 EZ g bjay
HolA zmHsorE HArle, AATY o8 FEd
g v SHAE HSEE ﬁloﬂ HE3EY WA &
/_\j,z::__} 53_0} nggao] 7L_7Isoio]; g} 7.7-10 ézgs_
g& 2 249 HUHed FLEE FAY & 9
HAREE A E37] Y3l HUS AT dAx =
ZEZY 71e8 HEE dH5EE EFIA U=
F4E & UES [E 4] JdERAS 53] B
%, E?l"é’ili, AAEA Y, AAEMNHS, & - BZ
37)9 gAstA gEo2 BEF3n, 7 g5 9
ARFES ZAAFHAG YA A" Z2EZY
15 BAE 939 g9 Jdehy dE Y%EOH
2 HAHze AFAE [E 419 YEPRYS. &/
g% e 8 552 HAAHEY —“%%%9?'{}% -‘r“é
9 AsinAde A8 Hogyd e AR B§Fe
il



(£ 4] 920 W HAHS

[¥ 9] MSPe} CMPe] Axin|

Wz ugs 2% el )
ik B ¥ 231" | MSP | CMPI | CMPZ | CMP3
1 7194 005380 | & L
- Batrl& 2 Domez | % INF’I‘I;:ZGZR’YAL 0.667660] 0
v/E
3 PURyRpEge 04150 - ¢ .667 713550 0.612170(0.370200
— o g Wy
4 FARAZY 004878 | o
|5 144 RAST AT | 004830 | 3 C};?E;ET
6 BE 3 =} N . 31 . . .
worR A A4 25 33 0.04734 4 INTEGRAL 0.165381| 0.218206 10.203884|0.135293
7 A e BoEd 005236 | & o o8 gy
8 35789 ; 3
Hesa OO B | l(Sugeno)el A AR HES) AT o
9 FAAAA 003778 | A 3} 7},
47149 °
i) AREARY Aj“}i”}j v | [h@og(-) = % Min[ M2 1), g(B)]
FUPRE | 000 8 | % mge choer AARES a8 B 3
12 dE58 AREA 004902 | o g},
13 (R Lt [aog() = B ne)lgA) - &A1)
14 AREARE g 9Bzl 005595 | &
5 & 2ANZE 004089 | od7]M hx)E do|Hol g MSPe CMP2l g
16 A371% 3 AFABY | 0059l | 7%1}"]1 gE 2t Yol W Hueln. WA
AR L] ot Py dE CMPlo] o3 wo} 7}
" RSA 000 | ¥ | % $%9 oz yehy ok whde] Choquetd]
18 o - 2539 KCDSA 004160 | | @ Wyol X = CMPIZH CMP29] oj7h o]
s DES 006647 | ?Mx;;i ° MESP;}]E};]% ;‘ :}%} G A Heot
o x ?_ _1_7
2 SEED 004160 | 9 3 MSPE 3Zo] 93 o J;za]ﬁo] —g—y_ﬁ. uﬂj}j}
ol Joerz A 2 AAE B 5 Joh.
[ 8] 585E £A ©g dog
ax| q9E | agE |4 4 IMSPZ(h(x)s 1avxpz(h(x)3 4. A&
1 7144 005380| 099} 099| 099 | 099 09! | 0.8 B =T ulZe] MSPY wAlx AgeAaL
2 - 224 looa2| 00| 100| 100} 100| age| og Bgetn, tdE 53 BYE EQR olE Sy
wis o] Al2"g e A3 EE CMPE 7HE& ) o
3 FA5RUEY  [0.04136) 090 | 090| 090| 091 | 090| 088 = te
— A: g Mgl 4o FAMo) a5 g AHEslo e
4 FAROEY  1004878| 002] 092| 092| 092} 091] 090 Mol oz WAXZ AesxE sty £,
5 47 5 AP 004830| 000 | 0.00| 000] 00| 00| 00 MSPst CMP«! TREZ AFS Yt HAXAHR
— o =] 2~ 3 =]
6 — WA 25 A2 004734} 000 | 000| 000| 099| 098/ 0B = C;]ofujm] :ﬂ;gﬂ'%ch} 30l MSPSl CMPY] S
R 5 Bo 5 =
7 AR A §3 0.05236| 000| 0.00] 000] 098 050| 000 _g% gEdel Ay gro] thi Aolr} = i
8 oEsauet |004854| 099 08 09| 00| 000| 00 A F sk =¥ 2z EAMd wi %7}51] o] E14
A 58 d
9 A 100378 0m| 0| 0% | 0| 091] 000 ;Lc;zﬂp 3&0;,\ 1 ;i ffﬂgj};‘ i 2M§.§ 21_0?49;
— = - 15, = hny
10 S Az 0.05786| 095| 0965 | 095{ 094| 094 | 0.00 7+ A 7} 1:}_/; o e B 4 glon) ¢og o]lg
1; E*;’_ o = = — E D’.—_—- =
1t saA713  [004423] 088| 088| 088 0 | 08| 000 et o2 M2 Hob AE|a dA 9 FEA g
L— 2} Z H 5L 3. Aol HALR
12 sy 4224 (004902 0] 09| 099| 099 | 055 | 023 ;‘3%7; Qj le o }%ﬂ? %i'r Eﬁ ;’};‘4%“}1° égif{
13 4780 1004%02] 100 100| 100} 100{ 100| 000 Hol M)A AMA} o]Fojxor & How AlnE
14 We o -azgaloossss| og7| 097 0o7) 0s| 0| o =3
—— s
15 4 - AN 8 004089 10O 100| 100| 100| 1.00| 1.00
16 5% AZMEN 005691 | 000 | 0.00] 0.00| 0.00( 000 | 0.0
17 RSA 007030 100| 100| 100| 000{ 000{ 000
18 o B339 KCDSA 0.04160} 000 | 000] 000| 1.00| 100} 1.00
19 DES 0.06647| 1.00| 1,00} 1.00| 000[ 0.00| Q.00
20 SEED 0.04160; 000} 000 G.00| 1.00| 1.00{ 1.00

-347-



i

Ha

= ]

1] A8, AuA2d A 722, H9A, pp3, 199

2] AREZAHE, ABHEIFAE 285, FFAHERT
AlE}, pp2, 1999.

Bl AREE AEXE '99, “AF@HY A" 75 2
EFAE" 1999.

[4] H. Feistel, "Cryptography and Computer Privacy, "S
cientific American, pp.15-23, 1973.

[5] National Bureau of Standards, Data Encryption Standa
rd, U.S. FIPS PUB49, pp. 17-18, 1977.

[6] A. Simmizu and S.Miyaguchi, “Fast Data Encipherment
Algorithm FEAL, "Eurocrypt'87, pp. 267-278, 1987.

(71 &5 AR B3 A, “UF AF &3, "¢ A
B B3% Ade Wy 27, 1999.

(8] AEEAR“H B E T2 A ) (1998-2002)", p
p70-77, 1997.

9] AT d749, AN FAH] EZ,
St AAEA A7 Y, ppl28-129, 1998.

[10] http://www kisa.or.kr/pds/att/missi.hwp

[11] http://www.imc.org/workshop/sdn701.txt 1994.

[12) Caption J. Detombe CD, A Comparison of Two Protocols
- PEM vs MSP, 7th ACCSS, May, 1995.

[13] http://www.imc.org/workshop/sdn701.txt 1997.

[14] http://www.armadillo.huntsville.al.us/index.html

[15] AEF, dAd7 “HAAHEE o] & WAA Z2
EZ AZ" vol3, no7, &AW A 83, 2000

(16] A%, HEF “BAFEAH AE vAA Z2EZ
F&” vol.2, no 2, 3=DB%3], 2000



1 SugenoZ} X ¢t

235E Ffstct= 2ol £F

30" cis olg F=(E= AF)N A H
et W ol Z ESof it "Witxig HAHE
£ A835io] 85l 222 dal= Wy

4

[hxoe(+) = Zh(xle(a) - g(Ai)]

oi7IM  h(x) - AARigol = HF, g
(+)- 2 g0l g Y=

=> SISt mf Alof oSt XJAISE MY ks 4
ol Yxst= HAEHQ oloj(3tH)ot HHSIAMR.
ciAl 25t 2t zzeFof s 2t a2z H
NPYUE =3 Aol ChoquetXIHE 2 ol 235
of Sfixlez "Hilsigoe= g Z=x=sSiAH
vt

Jaog(+) = 29 Minl M hx), 2(B)]

oi7IM X - HAEE
E- S22
hto - AArgigio] & &%
() - 2 g=ol U3 HE

-349-



